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The Dark Side of Big Data

rganizations today are furiously mining big data, looking for w('i,\"ﬁ tf’
O I)‘mutﬁt from this technology. There are many big data su(:q:ss S't()rle&

For example, the Berg biopharmaceutical company is mining l?lg' %1‘ata
on patient tissue samples, clinical history, and dcmographi(t. (:}?flra}(ttféglftti(;i;z
pinpoint potential biomarkers for pancreatic carl?er so that it (‘dln 7(.‘ e,d ,‘ ),d
much earlier and treated more effectively. The city of Barcelona h'ab re u(,<:
its annual water bill by 25 percent by analyzing data from sensors installed in
local parks to monitor soil moisture.

But there’s a dark side to big data, and it has to do with privacy. We can now
collect or analyze data on a much larger scale than ever before and use what
we have learned about individuals in ways that may be harmful to them. The
following are some examples.

Predictive policing In February 2014, the Chicago Police Department sent
uniformed officers to make custom notification visits to individuals—especially
gang members—whom a computer system had identified as likely to commit a
crime in the future. The intent was to prevent crime by providing the targeted
individuals with information about job training programs or informing them
about increased penalties for people with certain backgrounds. Many commu-
nity groups protested the practice as anott

her form of racial profiling.
Insurance

rates Auto insurance companies such as P

rogressive offer a small
device to install in your car to

analyze your driving habits, ostensibly to give you a

better insurance rate. However, some of the criteria for lower auto insurance rates
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lower insurance and credit lending risks. However, their use of t?lg data_ is ac;80
taking benefits away from individuals. Individuals might be subject to .JOb. is-
crimination, racial profiling, or higher insurance rates because organizations
have new tools to assemble and analyze huge quantities of data about the'm.
New privacy protection laws and policies need to be developed to keep up with
the technologies for assembling and analyzing big data.

This case illustrates an ethical dilemma because it shows two sets of interests
at work, the interests of organizations that have raised profits or even helped
many people with medical breakthroughs and those who fervently believe that
businesses and public organizations should not use big data analysis to invade
privacy or harm individuals. As a manager, you will need to be sensitive to
both the positive and negative impacts of information systems for your firm,
employees, and customers. You will need to learn how to resolve ethical dilem-
mas involving information systems.

Here are some questions to think about: Does analyzing big data about peo-
ple create an ethical dilemma? Why or why not? Should there be new privacy

laws to protect individuals from being targeted by companies analyzing big
data? Why or why not? -

4-1 What ethical, social, and political issues
are raised by information systems?
;past 10 years, we have witnessed, arguably,

¥ | . one of the most ethi
riods for U.S. and global business. Table 4 1 provides a sma111:1rlx131

In the

ent, i;nanggers who violate the law and are
time prIls?n. U.S. federal sentencing zuide;
1 hde Tal judges impose stiff sentem;es on
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5 [ logies,
Jistributions of power, money, rights, and obligations. Like oth(;r tii}fl:r‘:nftlion
L~1115ch as steam engines, electricity, the telephone, and t_he Ta; 1?’50 s it
:(;(;i111010g3r can be used to achieve social progress, bl}llt 1; :jgoap e 0y
commit crimes and threaten cherished social values. The £hpar ik
mation technology will produce benefits for many am} cos g o0
Lthical issues in information systems have been g1‘{er_! nefYV %echnologies
rise of the Internet and e-commerce. Internet and dlg%tal : bm;n s e
make it easier than ever to assemble, integrate, and distribute g
unleashing new concerns about the appropriate use of c.ustomer : roperty.'
the protection of personal privacy, and the protection of 1nte1.1ect.ua lpde S
Other pressing ethical issues that information systems. raise inclu 5
lishing accountability for the consequences of information systergs, §e'd agl
standards to safeguard system quality that protects the safety of the 1r.1d1v1 uh
and society, and preserving values and institutions considereq essential to .t .e
quality of life in an information society. When using infqrmatlon systems, it ;f
essential to ask, “What is the ethical and socially responsible course of action?

A Model for Thinking About Ethical, Social, and
Political Issues

Ethical, social, and political issues are closely linked. The ethical dilemma you
may face as a manager of information systems typically is reflected in social
and political debate. One way to think about these relationships is shown in
Figure 4.1. Imagine society as a more or less calm pond on a summer day,

FIGURE 4.1 THE RELATIONSHIP BETWEEN ETHICAL, SOCIAL, AND
POLITICAL ISSUES IN AN INFORMATION SOCIETY
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Five Moral Dimensions of the Information Age

I]le major ethlcal, social a politic 1 y
) nd Ol tica 1ssues that infor mation s stems
lllCIUde th‘e fOHO 1ng IIIOIaI dllllellslons

® Information rights and obligations What information rights do individu-

g,
alS and o anizations possess with respect to themselves'? What y
¢ at can the

® Property n'ghtts and Ql?ligaﬁons How will traditional intellectual pmpert&
be' protect‘ed in a digital society in which tracing and accounting for ow
ship are difficult and ignoring such property rights is so easy?

® Accountability and control Who can and will be held accountable and liabié
the harm done to individual and collective information and property right
e System quality What standards of data and system quality should we demar
to protect individual rights and the safety of society?

® Quality of life What values should be preserved in an information- and
edge-based society? Which institutions should we protect from violation
Which cultural values and practices does the new information technolog

support?
= We explore these moral dimensions in detail in Section 4.3.
Technology Trends that Raise Ethical Issues
; ; ; preceded information technology. Nevertheless, inforn
eightened ethical concerns, taxed existing social arrangement
obsolete or severely crippled. Five key technolo
for these ethical stresses, summarized in Table 4.
puting power every 18 months has made it p
s to use information systems for their core pr
our dapeRdEhce on systems and our vulnerabil
1 quality have increased. Social rules and 1a
nce. Standards for ensuring the accuracy
(see Chapter 8) are not universally ac
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IMPACT :
o < for critical operations
uting power doubles  More organizations depend on compute; §}'s::;rl
oy 18 mor and become more vulnerable to system Tailures.

v ain detailed databases on individuals. There

izations can easily maint
Organizatio y i

orage costs rapidly
gatlz:nset g are no limits on the data collected about
ec

athered on individuals to

uantities of data g ;
e scale population

i n anal
e ¥ idual behavior. Large-

develop detailed profiles of indiv
surveillance is enabled.

Data analysis advances

and making it accessible from anywhere falls

moving data
The cost of ] ore difficult to control.

exponentially. Access t0 data becomes m
d without user consent or knowledge.

Networking advances

Individual cell phones may be tracke

Mobile device growth
The always-on device becomes a tether.

impact

Advances in data storage techniques and rapidly declining storage costs have
been responsible for the multiplying databases on individuals—emp.loyees,
customers, and potential customers—maintained by private and pubhc. orga-
nizations. These advances in data storage have made the routine violation of
individual privacy both inexpensive and effective. Enormous data storage sys-
tems for terabytes and petabytes of data are now available on-site or as online
services for firms of all sizes to use in identifying customers.

Advances in data analysis techniques for large pools of data are another
technological trend that heightens ethical concerns because companies and
government agencies can find out highly detailed personal information about
individuals. With contemporary data management tools (see Chapter 6), com-
panies can assemble and combine the myriad pieces of information about you
stored on computers much more easily than in the past.

Think of all the ways you generate digital information about yourself—credit
card purchases; telephone calls; magazine subscriptions; video rentals; mail-
o.rdcr purchases; banking records; local, state, and federal government records
(including court and police records); and visits to websites. Put together and

—-—

© Andriy Popov/123RF

P

Iinformati¢

Cre
per
ma
ers
Ad
no
pr



art One Organizati
ganizations, Management, and the Networked Ent,
erprise

11))::1:}(.; (Fi’(;perlg,'t}.lis information could rev
Bt g ur nvmg habits, your tastes y
o : .your political interests, :

Ompanies purchase relevant

criminal, and i :
and previons e, e e POTmen e
ble and maintain dossie’rs on alm e g closm o
pany sells this personal informatoif)tne:,c? Iguz(iir?;;sl:stng s,

Qemand ff)r personal data is so enormous that data brolig:rvggsl;ﬁ::stea B
o e e T e

i consumer social net.‘:vork angroteh . e Cre('ht el
Tk er information to create customer profiles
could be sold to advertising firms. A
A data analysis technology called nonobvious relationship awz ;
(NORA) has given both the government and the private sector eves
power@l profiling capabilities. NORA can take information about peop!
many disparate sources, such as employment applications, telephone
customer listings, and wanted lists, and correlate relationships to find ob:
connections that might help identify criminals or terrorists (see Figure -
NORA technology scans data and extracts information as the data are
generated so that it could, for example, instantly discover a man at an
ticket counter who shares a phone number with a known terrorist befo
person boards an airplane. The technology is considered a valuable toc
homeland security but does have privacy implications because it can

such a detailed picture of the activities and associations of a single individ
* Finally, advances in networking, including the Internet, promise to
: ing and accessing large quantities of data and

atly the costs of mov .
possibility of mining large pools of data remotely by using small de
devices, and cloud servers, permitting an invasion of

2 a scale with a precision heretofore unimaginable.

specific principles for conduct can be
‘guide ethical decisions?
V( who have freedom of choice. Ethics is about

, swith alternative courses of action, what is the
o es of sfhical choloe?
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NOBVIOUS RELATIONSHIP AWARENESS (NORA)
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incident and
Arrest Systems

Customer S
Transaction
Systems

s NORA Alerts

Name standardization
Match
Merge

m disparate sources and find obscure,

NORA technology can take information about people fro .
sino shares

nonobvious relationships. It might discover, for example, that an applic_ant forajobataca
a telephone number with a known criminal and issue an alert to the hiring manager.

Basic Concepts: Responsibility, Accountability,
and Liability

Ethical choices are decisions made by individuals who are responsible for the
consequences of their actions. Responsibility is a key element of ethical action.
Responsibility means that you accept the potential costs, duties, and obligations
for the decisions you make. Accountability is a feature of systems and social
institutions; it means that mechanisms are in place to determine who took action
and who is responsible. Systems and institutions in which it is impossible to find
out who took what action are inherently incapable of ethical analysis or ethical
action. Liability extends the concept of responsibility further to the area of laws.
Liability is a feature of political systems in which a body of laws is in place that
permits individuals to recover the damages done to them by other actors, sys-
tems, or organizations. Due process is a related feature of law-governed societies
and is a process in which laws are known and understood, and ability exists to
appeal to higher authorities to ensure that the laws are applied correctly.

These basic concepts form the underpinning of an ethical analysis of infor-
mation systems and those who manage them. First, information technologies
are filtered through social institutions, organizations, and individuals. Systems
do not have impacts by themselves. Whatever information system effects exist
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are products of institutional, organizational, and inr‘.iividual actlc;nlsl, anld
iors. Second, responsibility for the consequences of technology falls clea
the institutions, organizations, and individua.l managers who choo§e to use
technology. Using information technology in a socially responsible ma
means that you can and will be held accountable for the consequences of
actions. Thi;d, in an ethical, political society, individua.ls and others can

damages done to them through a set of laws characterized by due process.

Ethical Analysis

When confronted with a situation that seems to present ethical issues,
should you analyze it? The following five-step process should help.

1. Identify and describe the facts clearly Find out who did what to whom and w'
when, and how. In many instances, you will be surprised at the errors in the
initially reported facts, and often you will find that simply getting the facts
straight helps define the solution. It also helps to get the opposing parties
involved in an ethical dilemma to agree on the facts.

2. Define the conflict or dilemma and identify the higher-order values involved Et
social, and political issues always reference higher values. The parties to a
pute all claim to be pursuing higher values (e.g., freedom, privacy, protection
property, and the free enterprise system). Typically, an ethical issue involv
dilemma: two diametrically opposed courses of action that support worthw.
values. For example, the chapter-opening case study illustrates two compe:
values: the need to make organizations more efficient and cost-effective an
need to respect individual privacy. 4

3. Identify the stakeholders Every ethical, social, and political issue has stakeho
ers: players in the game who have an interest in the outcome, who have .
invested in the situation, and usually who have vocal opinions. Find out the
identity of these groups and what they want. This will be useful later when

designing a solution. o

4. Identify the options that you can reasonably take You may find that none of the
options satisfy all the interests involved but that some options do a better job
than others. Sometimes arriving at a good or ethical solution may not always
a balancing of consequences to stakeholders. ‘

5. Identify the potential consequences of your options Some options may be ethic
correct but disastrous from other points of view. Other options may work i

instance but not in similar instances. Always ask yourself, “What if I choose t
option consistently over time?” B

Candidate Ethical Principles

Once your analysis is complete, what ethical principles or rules should you t
to make a decision? What higher-order values should inform your judg |

ciples you will follow, and how you will prioritize them, it is helpful to ¢

some ethical principles with deep roots in many cultures that have survi
throughout recorded history. e

& }?c unto othe?s as you would have them do unto you (the Golden Rule).
t.mg yourself in the place of others, and thinking of yourself as the objec
_dmrmon, can help you think about fairness in decision making,

. action is not right foy everyone to take, it is not right for anyone (I
el Kant’s catggqncal Imperative). Ask yourself, “If everyone did
L the organization, or society, survive?”

3
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If an action cannot be taken repeatedly, it is not right to take at all. This is the
slippery slope rule: An action may bring about a small change now that is
acceptable, but if it is repeated, it would bring unacceptable changes in the long
run. In the vernacular, it might be stated as “once started down a slippery path,
yvou may not be able to stop.”

L Toks > acti : ¥ : g . . .
A Al ]l\( t%( action that achieves the higher or greater value (utilitarian princi-
P (‘).i hns rule assumes you can prioritize values in a rank order and under-

stand the consequences of various courses of action.

5. Take t}le a(:ti(?n that produces the least harm or the least potential cost (risk
aversion prmciple). Some actions have extremely high failure costs of very
low probability (e.g., building a nuclear generating facility in an urban area) or
vxtx:cmely high failure costs of moderate probability (speeding and automobile
accidents). Avoid actions which have extremely high failure costs; focus on
reducing the probability of accidents occurring.

6. Assume that virtually all tangible and intangible objects are owned by someone
else unless there is a specific declaration otherwise. (This is the ethical no-free-
lunch rule.) If something someone else has created is useful to you, it has
value, and you should assume the creator wants compensation for this work.

Actions that do not easily pass these rules deserve close attention and a great
deal of caution. The appearance of unethical behavior may do as much harm to
you and your company as actual unethical behavior.

Professional Codes of Conduct

When groups of people claim to be professionals, they take on special rights
and obligations because of their special claims to knowledge, wisdom, and
respect. Professional codes of conduct are promulgated by associations of pro-
fessionals such as the American Medical Association (AMA), the American
Bar Association (ABA), the Association of Information Technology Profes-
sionals (AITP), and the Association for Computing Machinery (ACM). These
professional groups take responsibility for the partial regulation of their
professions by determining entrance qualifications and competence. Codes
of ethics are promises by professions to regulate themselves in the general
interest of society. For example, avoiding harm to others, honoring property
rights (including intellectual property), and respecting privacy are among
the General Moral Imperatives of the ACM's Code of Ethics and Professional

Conduct.

Some Real-World Ethical Dilemmas

Information systems have created new ethical dilemmas in which one set of
other. For example, many companies use voice rec-
ognition software to reduce the size of their customer support staff by enabling
computers to recognize a customer’s responses to a series of computerized
questions. Many companies monitor what their employees are doing on the
Internet to prevent them from wasting company resources on nonbusiness
activities. Facebook monitors its subscribers and then sells the information to
advertisers and app developers (see the chapter-ending case stgdy). .

In each instance, you can find competing values at work, with groups lined
up on either side of a debate. A company may argue, for example, that it has a
right to use information systems to increase productivity and redupe the size
of its workforce to lower costs and stay in business. Employees dlsllola.xc.ed by
information systems may argue that employers have some responsibility for

interests is pitted against an
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Information Rights: Privacy and Freedom in the
Internet Age

‘Privacy is the claim of individuals to be left alone, free from surveillanc
interference from other individuals or organizations, including the state. Claims
to privacy are also involved at the workplace. Millions of employees are su e
to digital and other forms of high-tech surveillance. Information technolo
and systems threaten individual claims to privacy by making the invasion 0
privacy cheap, profitable, and effective. '
The claim to privacy is protected in the United States, Canadian, and Ge
constitutions in a variety of ways and in other countries through various
utes. In the United States, the claim to privacy is protected primarily by
First Amendment guarantees of freedom of speech and association, the Fo
Amendment protections against unreasonable search and seizure of one’s
sonal documents or home, and the guarantee of due process.
Table 4.3 describes the major U.S. federal statutes that set forth the cond
tions for handling information about individuals in such areas as credit repo
ing, education, financial records, newspaper records, and electronic and d
communications. The Privacy Act of 1974 has been the most important of
laws, regulating the federal government's collection, use, and disclos
information. At present, most U.S. federal privacy laws apply only to the f€
eral government and regulate very few areas of the private set?ttc})lr. There,? ]
20 major privacy bills before Congress in 2015, although few of them aré

! )‘
08 ‘x ]lEll:all a]ld Eurcpeall Fll 2153 la 18 basad on a Iegune Callsd

Information Practices (FIP) first set forth in a rep '
1 government advisory committee and updated most recently in 20 :

into account new privacy—invading technol.ogy (Federal Tradi gcrigmr;l,
010; U.S. Department of Health, Education, a.nd Welfa.re, " )1; o

ples governing the collection and use of mfo.rmam.)n a ox:b

ciples are based on the notion of a mutuality of interest e

and the individual. The individual has an interest in eng
> PrARE IR bpnnﬂf—usually abuSiness or gOVC ”;:‘
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£ 4.3 FEDERAL PRIVACY LAWS IN THE UNITED STATES

rABL
PRIVACY LAWS AFFECTING PRIVATE INSTITUTIONS

freedom of |nformation Act of 1966 as  Fair Credit Reporting Act of 1970

Amended (5 USC 552)

privacy Act of 1974 as Amended Family Educational Rights and Privacy Act of 1974
(5 USC 552a)

Electronic Communications Privacy Act Right to Financial Privacy Act of 1978

of 1986

Computer Matching and Privacy Privacy Protection Act of 1980

protection Act of 1988

Cable Communications Policy Act of 1984

Computer Security Act of 1987
Electronic Communications Privacy Act of 1986

Federal Managers Financial Integrity
Act of 1982

Driver's Privacy Protection Act of 1994 Video Privacy Protection Act of 1988

The Health Insurance Portability and Accountability Act
(HIPAA) of 1996 Childrens Online Privacy Protection Act
(COPPA) of 1998 Financial Modernization Act (Gramm-Leach-

Bliley Act) of 1999

E-Government Act of 2002

-

agency—requires information about the individual to support the transac-
tion. After information is gathered, the individual maintains an interest in the
record, and the record may not be used to support other activities without the
individual’s consent. In 1998, the Federal Trade Commission (FTC) restated and
extended the original FIP to provide guidelines for protecting online privacy.
Table 4.4 describes the FTC’s Fair Information Practice principles.

The FTC's FIP principles are being used as guidelines to drive changes in pri-
vacy legislation. In July 1998, the U.S. Congress passed the Children’s Online
Privacy Protection Act (COPPA), requiring websites to obtain parental permis-
sion before collecting information on children under the age of 13. The FTC
has recommended additional legislation to protect online consumer privacy in

TABLE 4.4 FEDERAL TRADE COMMISSION FAIR INFORMATION PRACTICE
PRINCIPLES

Notice/awareness (core principle). Websites must disclose their information practices before collecting
data. Includes identification of collector; uses of data; other recipients of data; nature of collection (active/
fnactive); voluntary or required status; consequences of refusal; and steps taken to protect confidentiality
integrity, and quality of the data. R e ;
Choice/consent (core principle). A choice regime must be in place allowing consumers to choose how their
information will be used for secondary purposes other than supporting the transaction, including internal
use and transfer to third parties.

Access/participation. Consumers should be able to review and contest the acci
uracy and completeness
data collected about them in a timely, inexpensive process. o

Security. Data collectors must take responsible steps to ensure that consumer information is accurate and
secure from unauthorized use.

Enforcement. A mechanism must be in
legislation giving consumers legal rer

w
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trade group Network Advertising Ini
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therg are many stgdies of privacy issues at the federal level, there has been
significant legislation in recent years. A 2016 survey by the Pew Research Ce
ter foundA 91 percent of Americans feel consumers have lost control of th
personal information online and 86 percent have taken steps to protect the
information online.
Privacy protections have also been added to recent laws deregulating finan
cial services and safeguarding the maintenance and transmission of healt]
information about individuals. The Gramm-Leach-Bliley Act of 1999, whic
repeals earlier restrictions on affiliations among banks, securities firms, an
insurance companies, includes some privacy protection for consumers of fi
cial services. All financial institutions are required to disclose their policies an
practices for protecting the privacy of nonpublic personal information and
allow customers to opt out of information-sharing arrangements with nonaf
ated third parties.
The Health Insurance Portability and Accountability Act (HIPAA) of 19
which took effect on April 14, 2003, includes privacy protection for medice
rds. The law gives patients access to their personal medical records
providers, hospitals, and health insurers maintain and the right t
how protected information about themselves can be used or d
tors, hospitals, and other healthcare providers must limit the disclo
information about patients to the minimum amount neces

purpose.
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les were 1mplemen “ bsite V1 S -

Kkies are being used

These new ru ) :
to give explicit consent to be tracked by cookies. Websites

have highly visible warnings on their pages if third-party co0
g ean Parliament, 2009). ’

(El;:lo\rljanuary 2012, the EU i)ssued significant proposed changes to 1ts dlaltatpraol'1

tection rules, the first overhaul since 1995. The new rules would app] yS :u(:h

companies providing services in Europe and require In.temet.ct.)mpame i

2s Amazon, Facebook, Apple, Google, and others to obtain explxglt consen rof

consumers about the use of their personal data, delete i.nformat?on at the uie s

request (based on the right to be forgotten), and retain information only as onrgt

as absolutely necessary. In 2014, the European Parliament gave strong suppo

to significant changes in privacy policies by extending greater contrpl to users

of the Internet. Although the privacy policies of United States firms (1.n contragt

to the government's) are largely voluntary, in Europe, corporate privacy poli-

cies are mandated and more consistent across jurisdictions. '

Among the changes being discussed are a requirement for firms tp mform
users before collecting data, every time they collect data, and how it will be
used. Users would have to give consent to any data collection. Other propos-
als call for users to have a right of access to personal data, and the right to ‘r?e
forgotten. The right to be forgotten was upheld by a European Union court in
2014, and since then, Google has had to respond to more than 200,000 requests
to remove personal information from its search engine.

Working with the European Commission, the U.S. Department of Commerce
developed a safe harbor framework for U.S. firms. A safe harbor is a private,
self-regulating policy and enforcement mechanism that meets the objectives of
government regulators and legislation but does not involve government regu-
lation or enforcement. U.S. businesses would be allowed to use personal data
from EU countries if they develop privacy protection policies that meet EU
standards. Enforcement would occur in the United States by using self-policing,
regulation, and government enforcement of fair trade statutes. However, in
October 2015, Europe's highest court struck down the safe harbor agreement
entirely, in large part due to the revelations by Edward Snowden that Facebook
had shared personal information on European citizens with the NSA and there-
fore violated the terms of the agreement. In 2016 a new agreement was reached
that allows European regulators to monitor American use of European private
information.

Internet Challenges to Privacy

Internet technology has posed new challenges for the protection of individual
privacy. Information sent over this vast network of networks may pass through
many computer systems before it reaches its final destination. Each of these
systems is capable of monitoring, capturing, and storing communications that
pass through it.
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Websites using cookie technology cannot directly obtain visitors’ names
addresses. However, if a person has registered at a site, that informatimy}‘

be combined with cookie data to identify the visitor. Website owners eénv

combine the data they have gathered from cookies and other website moni A
ing tools with personal data from other sources, such as offline data collec

from surveys or paper catalog purchases, to develop very detailed profiles o
their visitors. ¥
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the 50 most popular sites had risen nearly fivefold due to the grov.vt o e
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Other spyware can secretly install itself on an Internet user’s comﬁ)\,\tert tz
piggybacking on larger applications. Once installed, the spyware calls ou 2
websites to send banner ads and other unsolicited material to the user, an
it can report the user's movements on the Internet to other computers. More
information is available about intrusive software in Chapter 8.

Nearly 80 percent of global Internet users use Google Searc:,h and other
Google services, making Google the world’s largest collector of onlm.e user data.
Whatever Google does with its data has an enormous impact on.onlme privacy.
Most experts believe that Google possesses the largest collection of personal
information in the world—more data on more people than any government
agency. The nearest competitor is Facebook.

After Google acquired the advertising network DoubleClick in 2007, Google
began using behavioral targeting to help it display more relevant ads based on
users’ search activities and to target individuals as they move from one site to
another to show them display or banner ads. Google allows tracking software
on its search pages, and using DoubleClick, it can track users across the Inter-
net. One of its programs enables advertisers to target ads based on the search
histories of Google users, along with any other information the user submits
to Google such as age, demographics, region, and other web activities (such as
blogging). Google’s AdSense program enables Google to help advertisers select
keywords and design ads for various market segments based on search histo-
ries such as helping a clothing website create and test ads targeted at teenage
females. A recent study found that 88 percent of 400,000 websites had at least
one Google tracking bug.

Google also scans the contents of messages users receive of its free web-based
e-mail service called Gmail. Ads that users see when they read their e-mail are
related to the subjects of these messages. Profiles are developed on individual
users based on the content in their e-mail. Google now displays targeted ads
on YouTube and Google mobile applications, and its DoubleClick ad network
serves up targeted banner ads.

Social Issues in Information System
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they visit. The results of this study and

«Take my privacy, I don't.care,
«We want access to the mfor-
ected, what is done with
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not informed of trackers on the pages ;
others suggest that consumers are not saying,
send me the service for free.” They are saying, .
mation, we want some controls on what can be co o
the information, the ability to opt out of the entire S e . 1
some clarity on what the policies really are, a}nc? We" gﬂ ot dulns o S
changed without our participation and permission. (

able at knowprivacy.org.)

Technical Solutions :
In addition to lejgislatio_n, ther.e are a f_ew tiihﬁolc())gflfi et::aattools s poem
privacy during interactions with wsabsnes. any i {0, e
i i i - fing activities appear anony: )

encrypting e-mail, for making e mail or sur ng ‘ ot 1]
for preventing client computers from accepting COOle.S, or for AL Gt
eliminating spyware. For the most part, technical solupons have faile P
tect users from being tracked as they move from one site tf’ another. ' d

Because of growing public criticism of behavioral trackmg{ targeting of ads,
and the failure of industry to self-regulate, attention has shifted to browsers.
Many browsers have Do Not Track options. For users who have selected Fhe
Do Not Track browser option, their browser will send a request to Yvebsxtes
requesting the user’s behavior not be tracked, but websites are r?ot obhgatgd. to
honor their visitors’ requests not to be tracked. There is no online advertising
industry agreement on how to respond to Do Not Track requests nor, current}y,
any legislation requiring websites to stop tracking. Private browser encryptlgn
software or apps on mobile devices provide consumers a powerful opportunity
to at least keep their messages private.

can pI‘OtCCt user

Property Rights: Intellectual Property

Contemporary information systems have severely challenged existing laws
and social practices that protect intellectual property. Intellectual property
is considered to be tangible and intangible products of the mind created by
individuals or corporations. Information technology has made it difficult to
protect intellectual property because computerized information can be so eas-
ily copied or distributed on networks. Intellectual property is subject to a vari-

ety of protections under three legal traditions: trade secrets, copyright, and
patent law.

Trade Secrets

Any intellectual work product—a formula, device, pattern, or compilation of
data—used for a business purpose can be classified as a trade secret, provided
it is not based on information in the public domain. Protections for trade secrets
vary from state to state. In general, trade secret laws grant a monopoly on the
ideas behind a work product, but it can be a very tenuous monopoly.

Software that contains novel or unique elements, procedures, or compila-
Fions can be included as a trade secret. Trade secret law protects the actual
ideas in a work product, not only their manifestation. To make this claim, the
Creator or owner must take care to bind employees and customers with nondis-
closure agreements and prevent the secret from falling into the public domain

The limitation of trade secret protection is that, although virtually all sof’t.-
wgre programs of any complexity contain unique elements of some sort, it is
difficult to prevent the ideas in the work from falling into the public do'rmin
when the software is widely distributed.
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the popular Galaxy 5. Apple sought $2 billion in damages_. In 201.5, the t :
Court of Appeals reaffirmed that Samsung had copied 'sp?emﬁc design patents,
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To make matters more complicated, Apple has been one of Samsung's largest
customers for flash memory processors, graphic chips, solid-state dm'ves, and
display parts that are used in Apple’s iPhones, iPads, iPod Touch devices, and
MacBooks. The Samsung and Apple patent cases are indicative of the complex
relationships among the leading computer firms.

Challenges to Intellectual Property Rights

Contemporary information technologies, especially software, pose severe chal-
lenges to existing intellectual property regimes and, therefore, create significant
ethical, social, and political issues. Digital media differ from books, periodi-
cals, and other media in terms of ease of replication; ease of transmission; ease
of alteration; compactness—making theft easy; and difficulties in establishing
uniqueness.

The proliferation of digital networks, including the Internet, has made it
even more difficult to protect intellectual property. Before widespread use of
networks, copies of software, books, magazine articles, or films had to be stored
on physical media, such as paper, computer disks, or videotape, creating some
hurdles to distribution. Using networks, information can be more widely repro-
duced and distributed. The BSA Global Software Survey conducted by Inter-
national Data Corporation and The Software Alliance (also known as BSA)
reported that the rate of global software piracy was 39 percent in 2015 (The
Software Alliance, 2016).

The Internet was designed to transmit information freely around the world,
including copyrighted information. You can easily copy and distribute virtually
anything to millions of people worldwide, even if they are using different types
of computer systems. Information can be illicitly copied from one place and
distributed through other systems and networks even though these parties do
not willingly participate in the infringement.

Individuals have been illegally copying and distributing digitized music files
on the Internet for several decades. File-sharing services such as Napster and,
later, Grokster, Kazaa, Morpheus, Megaupload, and The Pirate Bay sprang up to
help users locate and swap digital music and video files, including those pro-
tected by copyright. Illegal file sharing became so widespread that it threatened

er 4 Ethical and Social Issues in Inform
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Computer—Related Liability Problems

iti sonal
In late 2013 hackers obtained credit card, debit card, and adgif:f;rgz;:%.s
information about 70 to 110 million customeljs Qf Target: <;:1.et e
retailers. Target's sales took an immediate hit from vyh.lc tlo R,
pletely recovered. Target says it has spent f)‘fer $60 million e
tems. In 2015, Target agreed to pay $10 million to customers AR 1R
MasterCard. It has paid an even greater price through.the. 1985 fD e

who is liable for any economic harm caused to mdwl.dualfs or P
whose credit cards were compromised? Is Target respor}sxble Otr_oam e 5
breach to occur despite efforts it did make to secure the informati ré od basie
just a cost of doing business in a credit card world Where cust;)réle R i
‘hesses have insurance policies to protect them aga1.nst losses? usd ; federal
instance, have a maximum liability of $50 for credit card theft unde

anking law.

bdr,l\krlen(ignformation system managers responsible for the harm that qorpog‘f;(if
systems can do? Beyond IT managers, insofar as cqmputer software.ls 1Il)a e
2 machine, and the machine injures someone physmal.ly or economically,
producer of the software and the operator can be held llablg for dam.ages. Inso-
far as the software acts like a book, storing and displaying mformgnon, courts
have been reluctant to hold authors, publishers, and booksellers liable for con-
tents (the exception being instances of fraud or defamation); hence, courts have
been wary of holding software authors liable for software.

In general, it is very difficult (if not impossible) to hold software producers
liable for their software products that are considered to be like books, rggardless
of the physical or economic harm that results. Historically, print pubhsher‘s-of
books and periodicals have not been held liable because of fears that liability
claims would interfere with First Amendment rights guaranteeing freedom of
expression. The kind of harm software failures causes is rarely fatal and ty_pi-
cally inconveniences users but does not physically harm them (the exception
being medical devices).

What about software as a service? ATMs are a service provided to bank cus-
tomers. 1f this service fails, customers will be inconvenienced and perhaps
harmed economically if they cannot access their funds in a timely manner.
Should liability protections be extended to software publishers and operators of
defective financial, accounting, simulation, or marketing systems?

Software is very different from books. Software users may develop expec-
tations of infallibility about software; software is less easily inspected than a
book, and it is more difficult to compare with other software products for qual-
ity; software claims to perform a task rather than describe a task, as a book
does; and people come to depend on services essentially based on software.
Given the centrality of software to everyday life, the chances are excellent that
liability law will extend its reach to include software even when the software
merely provides an information service.

Telephone systems have not been held liable for the messages transmitted
because they are regulated common carriers. In return for their right to pro-
vide telephone service, they must provide access to all, at reasonable rates, and
achieve acceptable reliability. Likewise, cable networks are considered private
networks not subject to regulation, but broadcasters using the public air waves
are subject to a wide variety of federal and local constraints on content and
facilities. In the United States, with few exceptions, websites are not held liable
for content posted on their sites regardless of whether it was placed there by
the website owners or users. .
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before releasing them to the marketplace, they knowingly ship buggy prod
ucts because the time and cost of fixing all minor errors would prevent thes
products from ever being released. What if the product was not offered o
marketplace? Would social welfare as a whole falter and perhaps even dec
Carrying this further, just what is the responsibility of a producer of comg
services—should it withdraw the product that can never be perfect, warn
user, or forget about the risk (let the buyer beware)? y

Three principal sources of poor system performance are (1) software |
‘errors, (2) hardware or facility failures caused by natural or other caus
' ) poor input data quality. A Chapter 8 Learning Track discusses why ze
. in software code of any complexity cannot be achieved and why t
s of remaining bugs cannot be estimated. Hence, there is a techs
er to perfect software, and users must be aware of the pote?n f
failure. The software industry has not yet arrived at testing st
cing software of acceptable but imperfect performance.
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- ,lancing Power: Center Versus Periphery e
An early fear of the computer age was that huge, centrahze:d n?ala B ot
‘)ll‘crs would centralize power in the nation’s capital, resultmﬁ'lfrt‘toward el
Locicty, as was suggested in George Orwell’s novel 2984. T'he shi 7
Lh;(;cmralized client-server computing, coupled with an 1de910gy g
ment of Twitter and social media users, and tpe decentrahzatlo(ri\ * R
making to lower organizational levels, up until recently reducfeh Lo
power centralization in government institutions. .Yfzt much of t ? 1;0 o
ment described in popular business magazines is trivial. Lowe.r-leve emp : }r’n :
may be empowered to make minor decisions, but the key policy dec151gnm0th3;
be as centralized as in the past. At the same time, corporate Internet b(-:d em A
such as Google, Apple, Yahoo, Amazon, and Microsoft have come.t.o om;r.la
the collection and analysis of personal private information of all citizens. 1;10;
the terrorist attacks against the United States on September 1L, 20.01, the fa -
eral government has greatly expanded its use of this private sector information
under the authority of the Patriot Act of 2001 and subsequent and secret execu-
tive orders. In this sense, power has become more centralized in the hands of a
few private oligopolies and large government agencies.

Rapidity of Change: Reduced Response Time to Competmon

[nformation systems have helped to create much more efficient national and
international markets. Today's more efficient global marketplace has reduced
the normal social buffers that permitted businesses many years to adjust to
competition. Time-based competition has an ugly side; the business you work
for may not have enough time to respond to global competitors and may be
wiped out in a year along with your job. We stand the risk of developing a just-
in-time society with just-in-time jobs and just-in-time workplaces, families, and
vacations. One impact of Uber (see Chapter 10) and other on-demand services
firms is to create just-in-time jobs with no benefits or insurance for employees.

Maintaining Boundaries: Family, Work, and Leisure

Parts of this book were produced on trains and planes as well as on vacations
and during what otherwise might have been family time. The danger to ubig-
uitous computing, telecommuting, nomad computing, mobile computing, and
the do-anything-anywhere computing environment is that it is actually coming
true. The traditional boundaries that separate work from family and just plain
leisure have been weakened.

Although authors have traditionally worked just about anywhere, the advent
of information systems, coupled with the growth of knowledge-work occupa-
tions, means that more and more people are working when traditionally they
would have been playing or communicating with family and friends. The work
umbrella now extends far beyond the eight-hour day into commuting time,
vacation time, and leisure time. The explosive growth and use of smartphones
have only heightened the sense of many employees that they are never away
from work. ;

Even leisure time spent on the computer threatens these close social rela-
tionships. Extensive Internet and cell phone use, even for entertainment or
recreational purposes, takes people away from their family and friends. Among
middle school and teenage children, it can lead to harmful antisocial behavior,
such as the recent upsurge in cyberbullying.
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Dependence and Vulnerability
Today, our businesses,

governments, schools, and private associations,
as churches, are incredi

bly dependent on information systems and are, t
fore, highly vulnerable if these systems fail., Secondary schools, for insta
increasingly use and rely on educational software. Test results are often
off campus. If these systems were to shut down
tional structure or content that can make
sSystems now as ubiquitous as the telephone system, it is startling to remen
that there are no regulatory or standard-setting forces in place that are
: ~lar to telephone, electrical, radio, television, or other public utility techr
s. The absence of standards and the criticality of some system appli
ill probably call forth demands for national standards and perhaps regulatc
ght.
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users who had expressed no interest in the product or service bel‘ngtcr)nf::
keted. However, as cell phone use has mushroomed, spam was_certamtion .8
low. Identity and financial-theft cybercriminals are t.urnmg tht.alr atte(ril e
smartphones as users check e-mail, do online banking, Py blll? an rf poS
personal information. Cell phone spam usually comes m.the (.)rnFl‘ o T
text messages, but increasingly, users are receiving spam in their Face e
Newsfeed and messaging service as well. Spammers tend to marke(ti potmngt
raphy, fraudulent deals and services, outright scams, an('i other pro ucds1 5
widely approved in most civilized societies. Some countries .he?ve passe a_lf b
to outlaw spamming or restrict its use. In the United States, it 1§ still legal i 11
does not involve fraud and the sender and subject of the e-mail are properly
identified.

Spamming has mushroomed because it costs only a few cents to send thou-
sands of messages advertising wares to Internet users. The percentage of all
e-mail that is spam was estimated at around 65 percent in 2015 (Kaspersky,
2015). Most spam originates from bot networks, which consist of thousands
of captured PCs that can initiate and relay spam messages. Spam volume has
declined somewhat since authorities took down the Rustock botnet in 2011.
Spam costs for businesses are very high (estimated at more than $50 billion per
year) because of the computing and network resources billions of unwanted
e-mail messages and the time required to deal with them consume.

ISPs and individuals can combat spam by using spam filtering software to
block suspicious e-mail before it enters a recipient’s e-mail inbox. However,
spam filters may block legitimate messages. Spammers know how to skirt fil-
ters by continually changing their e-mail accounts, by incorporating spam mes-
sages in images, by embedding spam in e-mail attachments and digital greeting
cards, and by using other people’s computers that have been hijacked by bot-
nets (see Chapter 8). Many spam messages are sent from one country although
another country hosts the spam website.

Spamming is more tightly regulated in Europe than in the United States. In
2002, the European Parliament passed a ban on unsolicited commercial mes-
saging. Digital marketing can be targeted only to people who have given prior
consent.
The U.S. CAN-SPAM Act of 2003, which went into effect in 2004, does not out-
law spamming but does ban deceptive e-mail practices by requiring commer-

cial e-mail messages to display accurate subject lines, identify the true senders,
and offer recipients an easy



