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CYBERCRIME:
AN OVERVIEW

Cybercrime is more profitable than illegal drug trafhdf-
ing.! In 2009 worldwide costs to consumers and bl.ml-
Nesses exceed 1 trillion dollars,? 8 billion of it occurrng
'n the United States, where 20% of online consumers
Were Victimized in a single year.3 Their median loss
Was $575.4

There were two prerequisites for the emergence odf
SYb*-‘rcrime: (1) computers had to be commonplace, an
(2 they had ¢, be linked in a network. The first electronic
OMputer was built in 1942, and the first })L’rst)ﬁt1] c:;;r;-
Puter (PC) was the Kenbak-1, introduced in 1971,

although fewer than 50 were ever built. Radio Shack
began selling the TRS-80 in the late 1970s; IBM jumped
into the PC market in 1981; and the Apple Macintosh
appeared three years later. Joseph Licklider, in 1962, con-
ceived of what is now called the Internet, with his idea
of a “Galactic Network.” A rudimentary form of the Inter-
net, ARPANET, was publically demonstrated in 1972, the
same year Ray Tomlinson developed e-mail. In those
early years the Internet was largely used only by the gov-
ernment and universities. However, the rapid develop-
ment of the PC market and the commercialization of the
net in the early 1990s quickly led to a worldwide net-
work; the first online service provider for consumers was
Delphi (1992). Presently, over 200 million Internet searches
are performed daily.”

The satisfaction of the two prerequisites set the stage
for a new breed of criminals who (1) didn’t have to leave
the comfort of their homes to commit crimes; (2) were
invisible/anonymous, avoiding the dangers of perscnal
contact with their victims; (3) could strike anywhere
in the world; (4) were enabled to approach thousands of
potential victims simultaneously; (5) executed crimes that
victims might never detect or be too embarrassed to
report; {6) committed crimes that might be discovered
only much later, hampering investigations; (7) stood to
reap profits far beyond those associated with conven-
tional crimes; and (8) didn’t have to worry about fencing
tangible stolen property—for example, televisions and
cars—because what they stole was intangible property—
for instance, they looted checking, savings, and casino
accounts.” Figure 17-1 illustrates some of the differences
between traditional and cybercrime techniques.
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Traditional criminal techniques

Burglary: Breaking
into a building with the
intent to steal.

Deceptive callers: R
Criminals who “’F 2
telephone their victims

and ask for their

financial and/or

personal identity
information
Extortion: |llegal use
of force or one’s official
position or powers to
obtain property, funds,
or patronage.

Fraud: Decetit, trickery,
sharp practice, or breach of
confidence, perpetrated for
profit or to gain some unfair
or dishonest advantage.

Identity theft:
Impersonating or presenting
oneseif as another in order
to gain access, information,

or reward.

Child exploitation:

Criminal victimization of
minors for indecent purposes ©
such as pornography and L s
sexual abuse. ; / /

Hacking: o
9: Com ~~,
or network 1mr5t:ter ~. |

u ; Sig,
nauhorize aCCe:ser*U|ng

P S |
Phishing; 4 hig';;\_\\ i
i ges 1'0 decgle ns&llcilau \
Isclosing the, . "y
and/or persgny| ; d Mgy
information, Entity

Internet extorion |
nternet extonionm 3
and controfling various%"g i |
databases (or fhe g oy
fromlsmg 10 relegse C:1m !

o th_e COMpany it fpg gy
rec‘elved Or s0mg g, o

satisfied. "o

Internet lrm !

of fraud schemes thay Sscabg"’“’
more companents of mef o |
to defraud prospective Vic?rer
B conduct fraudulent rransaclu ‘
| or transmit fraudulent rgng o
to financial institutiong oro;,mm
parties. er
. *'*H‘"—‘_"—-—.. l
Identity theft: The wiongfyl J
obtaining and using of anotpg
_person's identifying informaﬁgln
& In some way that involves frayq
B or decepticn, typically for
sconomic gain,
e e P e e

Child exploitation: Using

computers and networks to
facilitate the criminal victimizaton
of minors.

A FIGURE 17-1 Comparison of tradition

(No author, Cybercrime: Public and Private Entities Face

CYBERCRIME TOOLS AND
SERVICES RELATED TO
THEFT AND FRAUD

Cybercrime tools and services are being mass marketed
on the Internet. They are found on publicly accessible web
forums, such as Internet Relay Chat (IRC); the major ven-
dors are principally located in Russia, Eastern Europe,
and M.atlf;lysia.7 Sellers and buyers also communicate by
ICQ software (pronounced “I seek you”). Table 17-1 sum-
marizes three major categories of cybercrime tools and

services related to theft and fraud.

al and cybercrime techniques
Challenges in Addressing Cyber Threats [Washington, D.C.: General Accountability Office, June 2000748
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Maiidous Software

malicious software th;
a VIrus on the downlg

ybercrime Services Examples include dis

tribution of Spham
: ' and
and denial of Service attacks tq shut down

gs, checkj
king, u
ccount numbers; user names and

documents—for example, data from
—are also available to assume new
& in fraud. Offenders may use or sell

Golen Data Includes bank, savin

iTunes, and casino a
passwords; identity
scanned passports
identities or engag
data “harvested.”

source: Bill Chu, Thomas J. Holt, and Gail joon Ahn,
LS. Department of Justice, March 2010), pp. 7—
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PERCENTAGE OF

MARVFET SHARF

39

or that places

POP-up messages,
websites,

credit card, PayPal,

34

on, Distribution, and Function of Malware On-Line,” (Washington, D.C.:
d additions.

OFFENDERS AND
OFFENSES

S W ST 5

Not so long ago, computer enthusiasts hacked into com-
puters out of curiosity or for excitement. Now, the over-
whelming motive is for financial gain. Hackers/crackers
who use their skills to illegally make money are called
“black hatters”; those who use them for good—for exam-
ple, for identifying security risks in computer systems
and notifying corporations and other entities of their vul-
nerebility—are designated as “white hatters.”

Cybercrime is a major source of profit for some trans-
national criminal organizations (TCOs)."Y During the fir.st
six months of 2010, cyberattacks increased from 60 mil-
lion to nearly 180 million.™ Hong Kong Triad groups are
fuﬂding the academic education of some membffrs to
Aquire degrees in computer science, software engineer-
Mg and information systems in order to comumit lucra-
ive cybercrimes.? Al Qaeda is also acquiring cybercrime
“pertise to fund its operations.” ek

The triads are in competition with other TCOs, includ-
g well-educated members of groups in Russia and East-
¢ Europe; this competition is so keen that recently the

lzck market price for stolen credit card numbers has
Hopped from 75 to 108 to 15 “Carders” are cyber.crlmz
fals who primarily profit from selling stolen credit _car
Mimbers. MasterCard International reported that m?l
“ingle year more than 40 million consumer credit car

numbers were accessed by hackers."” In 2011 Sony reported
that sensitive information was stolen from 102 million
user accounts.

In cases for which perpetrator data is available, 76%
of cybercriminals are male, and most range in age from
14 to 30 years. Hackers are often described as “antisocial
loners,” which is not very useful for investigators. More
helpful is Table 17-2, a taxonomy or classification scheme
that categorizes cybercriminals by type, characteristics,
motivation, and skill. This table is not a fixed hierarchy
of offenders, but it does provide a framework for think-
ing about the capabilities and threats posed by different
cybercriminals. To a degree, Table 17-2 is limited in that
it represents “pure” categories, when in fact cyber-
offenders may be active in several different categories.
Table 17-3 summarizes data about cybercrime perpetra-
tors and complainants. It suggests that offenders have a

preference not to victimize people living in the offend-
ers’ own state.

COMPUTER INTRUSIONS

e A

Computer intrusions are accomplished by the use of mal-
ware, a term derived from combining malicious and soft-
ware. Malware is intended to (1) deny use of computers;
(2) covertly gain control over computers, for example,
through the use of a Remote Administrator Tool (RAT);
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1. Novice

2. Cyberpunks

3. Internals/
Insiders

4. Petty Crooks

5. Virus Writers

6. 0ld Guard
Hackers

7. Professional
Criminals

-

-

. Taxonomy of Cybercriminals

Limited computer/programming skills

Use software (“tool kits") written by others, €.8.
SpyEye, IcePack, XRumer, and KanBe, which
cost from $700 to several thousand dollars

Referred to as "script kiddies” or “script bunnies”

Commit simple cybercrimes, e.g., virus attack

Higher skills than novices
Can write some of their own programs

Better understanding of systems they attack

Deface web pages, send spam
Many engage in account data thefts, cyberfraud

Often information technology (IT) professionals
Represent greatest risk because in position

of trust
Historically have triggered great losses

Inflated sense of their importance/value
Have strong sense of entitlement

Some are making transition from novice or

street to cybercrimes
Not interested in notoriety/attention, keep

low profile
May work to obtain requisite skills, e.g., attend

technical school

May show a progression in skill or interest over

time, such as moving to professional criminals

category
Often in transition to some other category

Age of VWSs varies
Stop or shift to another category during mid-
to late-20s

Generally have no criminal intent
However, disregard for athers’ property may

cause operational interruption or other losses
Enjoy technical challenge of hacking
Write but generally do not use tool kits they

sell to novices

Some number are well trained former intelligence

operatives—Russia, Eastern Block European
countries and some Asian gangs

Crime is their career field
Seldom arrested; convicted even less often

Choose lucrative targets, e.g., banks, casinos,
intellectual property (e.g., games, movies, recipes)

Fully exploit the potential of the Internet as a

crime tool

Apolitical, will commit national security espionage
for prafit, even against their own governments

«Guns for hire,” if the price for accepting a

“project” is right
High tolerance for risk

* Thrill seeking e

* Ego enhancement R

¢ Prove themselves tq
others

» Collect “trophies”

Media attention
Financial gain

Mod@fatg

Typically revenge .
Feel slighted, e.g., ligh
not promoted
Disgruntled, seek to
“right” a “wrong” done
to them

¢ Greed, financial gain

* [n small number of cases
may act out of revenge,
e.g., former employer,
ex-girl/boyfriend

Modera‘e

* Mixed motives Very high

¢ Motives may be similar
to novices and petty

criminals
s Curiosity Very high
» Need for challenges
Very high

» Money and financial gain
« Life-style attractive
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| CONTINUED

HARACTE RISTICS
Wm;om- * Targets are defense indust
i \Enrw‘-cmge + Disrupt, destabilize
5
warfare
» milit

; 81y unit commuynicat:
and data integrity/reliabil; Munications,

ty
* Theft of national security

capabilities of aircraft 5
in development

* May be conducted, or sponsored
competitors, a national

with professional criminal gangs

rce: tarkus Rogers, “A Two-Dimensional Circumplex A
1}:(' pp. 93-100, with some changes and additions.
SuN ’

information. e.g., stealth
nd submarines.
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| / 1
MOTIVATION LEVEL

* Highly trained, skilled, Highest
and experienced,

* May be very patriotic

* Profit motivation may

be primary

weapons

by corporate
government, or tontracted

Pproach to the Development of 3 Hacker Taxonomy,” Digital Investigation, Vol. 3, Issue 2,

"".i_fwlﬂ!ﬂﬂm‘m. : .

. Cybercrime Perpetrat@rsand(:nmp

PERPETRATORS
PER 100,000
PEOPLE
1 District of Celumbia - __"1_16W
2 Nevada 106.73
3 Washington 81.33
4 Montana 68.20
5 Utah 60.22
6 Florida 57.28
7 Georgia 56.99
8 Wyoming 56.40
9 North Dakota 51,01
10 New York 48.10

Aurre:

7% Bureau of Justice Assistance, 2010), pp. 7 and 9.

COMPLAINANTS
PER 100,000

RANK STATE PEOPEE o

T 48591
2 New Jersey 166.74

3 Colorado 143.21

4 Nevada 135.75

5 District of Columbia 131.90

6 Oregon 124.18

7 Maryland 121.67

8 Arizona 121.01

9 Washington 120.56
10 Florida 116.25

No author, 2009 Internet Crime Report (Washington, D.C.: Internet Crime Complaint Center, the National White Collar Crime Center and
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" oreretly access or intercept computer data; and (4) sub-
M the operation of computers for personal profit. Many
\?- the techn, jues discussed in this section are being
dapted £, attacks on Smartphones.

AMhoueh malvore is often for a single purpose, the
ot cybercriminals is to use multipurpose or
reat” malware —for example, the ABC Virus,
ludes spyware, control from remote sites, a?\d
ft capabilities. Malware may be transmitted with
I(:n:r.lf:ndcd images, a “spoofing” e-mail, which e)%p(]ea;s:
tm:tml; from 4 legitimate source, such as a banlé,DSa; ;
ﬂas,-h d Y and Christmas cards; files saved orT .
Secyr: "IVes that are shared with other users; a s

Uty software offers; “You have won an instant $10

e bogus news, storm, or sports reports; or by

lear frend
“blended th
which ine
ddta the

other means discussed in this chapter, such as drive-bys.
This section addresses common malware intrusions;
there is some inherent overlap in these categories—for

instance, an infostealer Trojan horse can also be catego-
rized as spyware.

1. Bofnets: A “herder” (“botmaster”) uses malware to
hijack hundreds to tens of thousands of computers
and is able to remotely control them all, including
the ability to update the malware and to introduce
other programs such as spyware. Hijacked comput-
ers are called zombies (robots, or bots). The mal-
ware creating the bot “lies low,” waiting for
commands from the herder and thus is difficult for
security software to detect.
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Botmaster/Herder

l

Command and control computer

)

Bot
Bot Bot Bot Bot Bot Bot Bot Bot Bot

Target computer

AFIGURE 17-2 Typical botnet

A botnet is a network of zombies or bots (Fig-
ure 17-2). The Georgia Institute of Technology esti-
mates that globally 15% of all computers may be
zombies.'® The herder makes money from repeat-
edly selling clandestine botnet access to others to
use for pop-up advertising or other purposes, at an
average cost of 37 cents per week for each zombie."”
A herder with 10 weekly clients for a botnet with
10,000 zombies could gross $1.9 million annually.
Computers are often hijacked by what appear to
be legitimate e-mail messages. A growing method
is “drive-bys,” which occurs as a user-unintended
side-effect of visiting a website; Drive-bys are made
possible by exploiting web browser vulnerabilities.
For example, a person on Facebook sees a video on
YouTube that friends might be interested in and
sends the link to them. When the friends click on
the link, the malware is surreptitiously installed. A
variation of this involves seemingly innocent celeb-
rity websites that are actually malicious; click on
one, and a drive-by occurs. In 2009 Jessica Biel was
the most dangerous celebrity site to visit; in 2010 it
was Cameron Diaz; visits to celebrity websites cre-
ates a 10% chance of being a drive-by victim."
2. Viruses: At any one time there may be as many as
16,000 viruses floating around. The primary purpose
of a virus is to replicate as many times as possible
and to cause as much mischief or damage as pos-
sible. A number of programs provide a good levgi
of security from infection, including Norton, Anti-

Virus, McAfee, Intego, and Kaspersky.

. Time, logic, and e-mail b

. A virm_a is an Lmauthmized
is surreptlﬁf?us]y Inserted into 4 " Pry
gram on a single computor. 19 V\:']n Exagy ‘hi%ram B
the infected program, the Virus Ik)n a € org,
cutable programs in which ¢, blooks
malicious code. Thus, the tYpif ]aCe a Copy
human intervention to spread ;’ Viryg requ?fils
spread the virus to other com self, ugE'?s
if it has attached itself to Outggiutefs“for e)(; Mgy
computers may run slower ang I;]g ©mgj| ZPJ@.
programs are infected. The Viruseswer ag g
a hard drive, causing the loss of allc'rln alsg
taunting messages may appear on tl:iafa, O odg,
Polymorphic and metamorphic v; € Screey
in that they each make changes 1o i;:‘lfSes Te S
hide from security software, but the elr repiicams;‘
ently. A polymorphic virus, such ag Viiudo %0 diffy,
replicant into an alternate form, byt j v Encr'fplsitg
decrypt itself back into iis original fom’:‘llst then
In contrast, a metamorphic virus complet, ;0 Xeeppy
itself each Hme it reproduces, No meta:;y iy
cant or “child” looks like its parent. e Tegh.
) W'Nor‘ms are considered a variant or Subclasg of
viruses and therefore are substantially sim ro
them. The key difference between the two ia. &
inserted into a computer, a worm can disl‘riil?: #
itself across the Internet without any action byi]w
computer user because it is self-contained and does
not have to be part of another software program
One of the most famous worms was the e-m;i!
that appeared in 2000 with the tag line of “I Love
You.” When recipients clicked on its “love letter”
attachment, the virus was installed. Originating in
the Philippines, this worm affected 10% of all Inter
net users in nine days by sending itself automati-
cally to everyone on each infected computer's
contact list. It is estimated that this virus created
losses of $15 billion.””

The software security firm Sophos estimates

an unprotected computer connected for the fist

time to the Internet has a 40% chance of gettiﬂlé
a worm within 10 minutes; that risk reaches 9%

after an hour.” §iloie
In 2010, just two years after it was dilsCOVEf d
the Conficker worm had infected 7 m.illfoﬂ Cd"m'
puters. Its encryption code is s0 soph)sticzj-tﬂthe
only a small number of people would h‘ge i
skill to write it; moreover, Conﬁck.er is & il;ges
reappearing even after some antivirus pac

have eliminated it.22
ambs: A time bom

grammed to “go off” at a particular hcl:e
such as April Fool’s Day, Halloweet,

13th. A logic bomb is “det
event occurs—tor example,
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intended to overwhelm a person’s e-mail account
by surreptitiously subscribing it to dozens or even
hundreds of mailing lists. Alternatively, 10 knowl-
edgeable people might be able to collectively send
630,000 e-mail messages in an hour to a single
user’s account. In such circumstances, the Internet
service provider usually suspends the use of the
e-mail account, disrupting the ability of the victim
to use it. Such a circumstance is called a denial of
service (DoS) attack.

On a larger scale, a botnet herder can use all of
his/her zombies to overwhelm even the largest
servers, in a distributed (across the botnet) denial of
service (DDoS) attack. DDoSers are also referred to
as flooders, and their known corporate victims
mclude Yahoo!, Amazon, and CNN. In 2007 Tailinn,
Estonia, decided to relocate a Soviet-era monument
from the center of the city to the suburbs. Two
days of rioting by ethnic Russians was followed
by DDoS attacks against Estonian agencies. Many
believe that the attacks were conducted by or an
behalf of the Russian government.

LDOS threats can also be used for extortion.
Russian gan 15 successfully extorted millions of
dollars from 50 online casinos and betting busi-
"esses in 30 different countries by threatening such
aMacks; the profitability from remaining onlline :
f:’ hours a day was greater than the extortion paid

.
. Rint:‘(jﬁz\;mms' irus, ransome-
§ are: Also known as a cryptovirus,
%are holds the data on a computer or the use of
® Computer hostage until a payment is made
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‘FIGURE 17-3

A typical ransomware message

(© McGraw-Hill Companies, Inc./Mark Dierker,
pholographer)

(Figure 17-3). Ransomware encrypts the target’s
files—for example, through a CryZip Trojan—and
the attacker tells the victim to make a payment of
a specified amount to an E-Gold, a Yandex, or a
WebMoney account to receive the decryption key.™
Alternatively, the attacker requires the victim to
prepay for a certain value of goods with a specific
business in a foreign country. The goods are used
or traded by the attacker, or the “business” may
simply exist on paper and the attacker receives the
ransom from the sale of it.

Ransomware encryption methods are too sophisti-
cated to be easily cracked, and pressure is placed on
the victim by the notification “For every 30 minutes
that goes by without full payment, one file will be
deleted.”® Although ransomware attacks have been
aimed primarily at businesses, individual personal
computer users have also been victimized with the
demanded payment in the $200-$300 range.

Movieland, also known as Moviepass.tv and
Popcorn.net, allegedly puts displays or plays music
on a computer that cannot be closed or turmed off.
Movieland’s creators claimed the “users” did not
pay the required $29.95 for the program after the

trial period, and users state that their systems were
being held hostage.”

. Dead drop: To avoid personal contact, intelligence

agents use a location called a dead drop or drop
zone to leave and pick up messages. Similarly,
some cybercriminals prefer to distance themselves
from incriminating files; they use another com-
puter or server, a virtual dead drop, sometimes

Sy A v VDR
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called an egyg drop or drop zone, on which to store
the data they have stolen.” The attackers sell the
data or use it to commit cybercrimes themselves.
Trojan horse: There are numerous platforms for
delivering Trojan horses. One way is to offer what
appears to be legitimate software program with a
title that mimics a well-known package that many
users may trv. such as a free download of a “Web
\ceelerator.” The Trojan horse piggybacks on the
Web Accelerator download. In another version,

a pop-up appears on the screen with “Yes” and
buttons to answer the question “Do You

\U
?” No mat-

Want to Optimize Your Internet Access
ter which button is pushed, the Trojan horse is
downloaded. Another pop-up that functions in the

same manner is a window that offers some type of

a browser plugin.
Svmantec, a leading antivirus company, recog-

nizes three categories of Trojans: (1) backdoor, with
a primary purpose of establishing the opportunity
for remote access at some later time; (2) down-
loader, with the main goal of facilitating the down-
loading of some other tvpe of software, most
usually additional malware; and (3) infostealer,
with an objective of stealing information, such as
account names, numbers, and passwords.”

7. Spuwarc: Spyware is a broad term that sometimes is
used to mean the same thing as malware but more
narrowly is thought of as a surveillance tool, such as
the infostealer form of a Trojan horse. Webroot, an
antivirus software company, audited 19,480 busi-
nesses in 71 countries and found an average of

19 pieces of sp_\fware.zq Crimes involving stolen pass-

words result in losses of $2.75 billion annually.*

A kevstroke logger, referred to as a keylogger,
may be the most common form of spyware. As
shown in Figure 17-4, a keylogger secretly “har-
vests” every kevstroke that a computer user makes
and thus steals sensitive data for profit.

Keyloggers may be hardware or software.
KevGhost makes a hardware version that is
roughly the size of a small thumb and 1s easily
installed. The kevboard cord is plugged into the

kevlogger, which in turn is inserted into the back of

the computer. There are two families of keylogger
oftware: (1) ZeuS, Zbot, and Wsnpoem, whose
attack channel is spam e-mails that trick users into

pening them, and (2) Limbo2 and Nethel, which
: nloaded as a drive-by when users visit a

are dow
malicious website.
prams designed to steal pdb‘SW()rdS via keylogging.

Some spyware Is relatively benign, learning what

Jitee a user visits on the Internet to shape market-
ing strategies. However, an accum

5p_‘f"“'ﬂre S](]\A"S dt)wn d C()l]'IPUf(‘]"H .\Pi‘l‘(‘
Rootkits: In many computer operating systems
(O5s), the “root” is a ”supvruscr" account tor sys-

i

" There are over 200 unique pro-

ulation ol benign

Bank

Authorized Keylogger
user ¢ attack ==y
My I

<
%,
%

e
%

Dead drop

AFIGURE 17-4 Keylogger attack

tem administration. A “kit” is the malwar
duced into the computer. A rootkit gives i ..
“super powers” over computers—for exampio
ability to steal sensitive personal informaticn
Rootkits—for instance, T1055—are consider
most sophisticated type of malware and are
emerging as the largest intrusion threat tc -1y
ers.” There are at least five different “flavor.
rootkits. A common one, after being introdu..
a computer, alters the OS so that it can rem:
hidden indefinitely. Rootkits do not replicit v
ordinarily do not cause damage to files.
Scareware: A scareware attack often starts
pOp-up Message On your screed, “Virus A
Detected!” claiming that your computer i
virus—and for $19.95 you can download a0

73 I

software to fix the problem (Figure 173). 2
unwary user who buys the software ﬂ?m,ﬁ“,‘. i
problem is resolved, but the software 13 '
useless and delivers malware, and the vends
sells the user’s credit card numbt'f-.m 2ﬂ-: I\:
method of delivering scareware, using f ‘
update to the Firefox web browser e =

ered in England.
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ntusions and the spread of malware; (2) to identify and
thwart online sexual predators who use the Internet to
mect and exploit children and those who produce, pos-
sess, or share child pornography; (3) to counteract oper-
enoms that target U.S. intellectual property, endanger
national security or competitiveness; and (4) to disman-
te national and transnational organized criminal enter-
prises engaging in Internet fraud.

The USSS has broad jurisdiction to investigate com-
puter crimes, including unauthorized access to protected
wemputers, identity theft, DDoS attacks involving disrup-
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‘FIGURE 17-5
Typical scareware message
{© McGraw-Hill Companies, Inc,/Mark Dierker,
photographer)
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tion of e-commerce or extortion, and distribution of mal-
ware. The USSS has established Electronic Crimes Task
Forces (ECTFs) (Figure 17-6) in approximately 20 cities
across the country, bringing together the expertise of fed-
eral, state, and local agencies and representatives from
industry and the academic community, The mission of
ECTFs is the prevention, detection, mitigation, and aggres-
sive investigation of attacks on the United States’ finan-
cial institutions and critical infrastructures.

Many federal agencies participate on ECTFs and lead
or serve on other investigative task forces (TFs) spread

US. Secret Service Electronic Crimes Task Force
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:1::::{::11\:“1;:1\t1\ A‘mmn“;; thc-l'udoml agencies participat-
Hil, Unit;ﬂ “-‘ut‘ t“‘" t;:t' ‘Unm'd hr.n.vs Attorney’s Oftfices, the
et lmn“ 1 ltv ostal E‘HHPL‘L‘UUH F%.ur\'irv (USPIS), and
i l..g.‘ ; .‘\l‘.l‘h\tltﬂ.\ .'\nd L.ur.[nm-; I'nforcement (ICF). The
Soctal Security Administration (55A) participates in approx-
mmt?‘l\' 100 such TFs. Many of these TFs are aimed at
spediic computer assisted crimes, such as identity theft,
advance fee schemes, and exploitation of children.

STATE AND LOCAL EFFORTS

Computer/cyber/high-technology /electronic crime units
are C\‘_mﬂmﬂl\' found in all larger municipal and county
agencies, although their mission, expertise, and capa'-
bilities vary widely. As departmental size decreases, so
does the probability that such units exist. These “poor
cousins” and larger agencies both face barriers to estab-
lishing and growing an cffective computer-, cyber-, or
electronic-crimes unit, because: (1) the needs/for, and
benefits of, an electronic crimes unit are not well under-
stood; (2) manyv local agencies cannot alone afford to
provide adequate olfice space, purchase the necessary
hardware and software, or dedicate and train the staff
required; (3) administrators are reluctant to engage in the
hard and uncertain work of recruiting qualified informa-
tion technology partners from industry and the academic
community; (4) support for such units is often nonexis-
tent or low, especially for administrators who are trying
to meet more basic service delivery needs; (5) the inabil-
ity to fully staff such units means that where they do
exist, their mission may be restricted to a few crimes—
for example, identity theft, child pornography, online
child predators, cyberbullying and stalking, and non-
delivery of merchandise ordered online—because the
“unit” consists of a single officer; (6) it is difficult to retain
trained and experienced officers; (7) existing laws may
be inadequate; and (8) prosecutorial expertise may be
lacking.™
Of necessity, many local agencies depend on the
computer-crime expertise of their state investigative
agency, state police, or state patrol. These state agencies
are often staffed with a combination of officers trained in
computer-crime investigation and civilian information
technology specialists. In addition to a staff located at
qualified personnel are usually located
commands or other geographical districts.
These agencies also operate T¥s, as do State Aftorney

Generals and local prosecutors. A number of local agen-
ted in founding their own units,
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LEGAL CONSIDERATIONS
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CONSENT SEARCHES
Search and seizure were discussed in Ch
apter 2

Aspects of Investigation.” Consent searcheg ,. <" g
here within the personal computer-crime S are tevig
unlike warrant applications there ig noclont_eﬁ,
screening to guide investigators’ actions ‘Luhdrcla] offy
search is sought in the field.” €N & Congg
ek warrant. However oy s 885 g

. , ¥ times a Tequest uld
on the basis of consent may be a sound = 0 sg,
course of action, because a consent search ;109:‘2 Pruen;
probable cause. To avoid conflicting accounts ?;m‘iuire
arise later, the party granting consent should ;Xat may
written consent form (Figure 17-7) prepared by f;gtea
prosecuting authority. When the examination Oi'a;f;l
puter system is contemplated, the consent form Shou}d-
specify in broad terms that computer and other electry,
evidence may be searched. Computer case law confiny
to evolve, and the discussion here is for general informs
tion and is not a guide to authoritative practice.

The general rules for consent searches is that the palce
can rely on a person’s actual authority to consent 03
search or the apparent authority of such other parties the
reasonably believe can grant a search of the premises~
for example, an adult guest who has “the run of e
household” while the owners are absent.”

The consent must be freely and voluntary g
police threats such as “Let us look at your compud
files or we’ll arrest your girlfriend and take away your
children” will nullify the consent.” Different fact sit
tions determine whether investigators can conduct 2
consent search:
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CONSENT To SEARCH FORM
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| 4FIGURE 17-7

‘ Consent to search form oriented
toward personal computers

Source: Priscilla Adams, Consent Searches
(Oxford, Mississippi: National Center for Justice
and the Rule of Law, University of Mlssissippl
Law School, 2010), p. 6 with modifications.

and such other
and every kind,

Signature of Consenting Party:

Witness Signature:

Witness Signature:

In United States v. Stierhoff (549 F.3d 19, 2008) a
defendant suspected of stalking signed a broadly
worded consent form for the Rhode Island State Police
to search the room he rented as a residence and in
which his computer was located. Over $140,000 in
cesh and financial records in the room suggested the
possibility of a separate tax evasion case. When inves-
tigators began examining his computer, Stierhoff ver-
bally narrowed his consent to the files containing his
“love poems.” However, the police also opened a file
abeled “Offshore,” which deepened their suspicions
about tax evasion. Later that night, investigators, with
a separate consent form from Stierhoff, searched the
defendant’s storage unit and found more evidence of
tax evasion. The Internal Revenue Service was notified.
Stiethoff was later convicted at separate trials of sta'lk-
ng and failure to pay taxes on over $1 million during
afour-year period. His lone “victory” was that both thg
tax evasion trial and appeal courts agreed that the evl-
dence from the “Offshore” file was not admissible. T.his
@@se illustrates that consent may be modified or with-
drawn at any time,

United States v. Wong (334 F.3d 831, 2003) shows the
importance of being patient and using a warrant when
possible. The investigation of a murder led to the sei-
zure of a computer under warrant. The investigator
later obtained a search warrant to have it forensically
examined for graphic files pertaining to the case. Child
pornography was found, which the court held was a
plain view exception to the Fourth Amendment.

3. When a person is asked for permission to search
personal computers in a home, his/her mere silence
does not rise to consent. If investigators falsely tell
a person “we have a warrant to search your com-
puter” the fruits of the search are not admissible.

&. Consent to enter a home does not constitute author-
ity to conduct a search. A nonverbal gesture to “come
in” is sufficient to enter the premises. Although mere
entry does not authorize a search, investigators can
act on plain view offenses—for example, child por-
nography pictures or drugs lying on a table.
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n\t;‘:\l:[‘: :(l::“::“\‘\'::?: :1|\‘|~110| 3".%\0 {lm.l enlorcemaent
computers or t'lhm; ‘:“t- ! PH‘\ ate living arcas tor
purposes are landiords and
apartment managers, Under some rental agree-
ments they may be able to entey and un-.'pliﬂ for an
agreement violation—for instance, if a nonpermis-
sible pot is on the premises, if the tenant is given
reasonable notice, it the manager does so at :1 rea-
"f""‘l‘l(‘. time and contorms to other related provi-
sions of the agreement, I evidence of a crime is
"l"‘""_‘"‘\i tor instance, credit-card-making
m‘““”“?‘* or computers being used to produce
cunn_tm'tuit currency—the manager’s information
can form the basis of probable cause tor a search
warrant. However, if the manager’s intention is
actually to “get the goods” on tenants and is essen-
tially acting as a law-enforcement officer, the evi-
dence will be inadmissible.

Dormitory, sorority, and fraternity managers,
and usually medical and administrative staff with
respect to a patient’s room, cannot give consent
when there is a reasonable expectati'on of privacy.”
Hospital security personnel responsible for protéct-
ing a patient’s possessions, such as a laptop, do not
appear to have a right to surrender them to investi-
gators. Hotel managers cannot normally give con-
sent to search private rooms, although they can if
tenants have terminated their occupancy or eviction

proceedings have been completed.

6. Spousal and domestic partner search consents for

domiciles may be valid depending on the circum-
stances. If a spouse or parner is absent, consent by
the other is usually approved by the courts. Even
so, the courts have imposed restrictions; in Trulock
v. Freeh (275 F3d 391, 2002} a housemate consented
to a search of the computer she shared jointly with
her boyfriend; both accounts on the computer were
password protected. The police found incriminating
evidence in the boyfriend’s account, but the court
refused to admit the evidence on the basis that the

use of a password created a reasonable expectation

of privacy by him.
If, however, the password is on a “sticky note”

attached in plain view to the computer or has been
shared with others, the courts may not be deferen-
tial to a claim of privacy. Encrypted files might
create a privilege similar to password protected
files. Short of password protection, defendants may
claim an expectation of privacy based on instruc-
tions such as “no one is to use my computer except
me” or keeping it locked up when not in use.

If both spouses or partners are present and one
affirmatively objects and the other consents, any
search is unconstitutional (Georgia v. Randofpl 547
U.S. 103, 2006). Under Randolph, the nonconsenting
party must be physically present and immediatelv

. o
challenge any qualified co-occupant who consents.

.
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i Spy -
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consent to a search of hiy H‘siqﬁ» Clon yp M

a live-in girlfriend. Three weekg
Groves was at work, the p(:licg\
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domicile and were granted engy ; Siteg “Fg
The court heid the search wag c)c: y ) the Bir] n'm“h.
because Grove was not “objectin ?shf“ﬁ@na] g
the police had no role in r‘-’mUViE a;'the dogy »
Parents ordinarily have unlimiteq m fr(,m’“and

g : authopgr, ,
sent to searches over the disseng of th orig by
who are under 18 vears old and livi €I chilgy,,
because there is a recognized hierarn a‘t
, ar a . ch
ily. However, if juveniles have Createdynm.t € fo,.
space,” such as footlockers ta whieh o tivate
a key, a right fo privacy claim migh biWi.he;s;mE
their children are older than 18 years ;’ Taiseg, |
in some ci‘rcumstances be able to givé CDparem Mg
However, if children are older than 8 Nsent.
and have asserted their right to deny ;CPHY tent,
room, the courts have held that parEHtS‘Cess 0 the
search that private space is not valid. “
Montana appears to be the only jurisdiction gy,
clear guidance as to whether a minor child b 3
consent to a search of their parent’s home; ; i
there who is 16 vears or older may be able 1 auth
rize a search in the absence of both parents. . (-
where, the fact situation will guide whether child,
can do so. As the Supreme Court noted, no one
“would reasonably expect an eight-year-old to ben
a position to authorize anyone to rummage thug
his parents’ bedroom.”*' The authority of minars o
consent to a search of their parents” home and con-
puters has no “bright line” test.

A search warrant is a better option than relying
on the uncertain authority of a child. Nonetheles,
before acting on a child’s consent, investigators’
should pursue a rigorous line of inquiry to deter
mine if it is reasonable to believe such authorly is
valid. The courts will closely scrutinize the basis 0
which the police acted on the consent of children
including their, age, maturity, physical and III_EI‘W
state, intelligence, education, and the instruf,hﬂm
their parents gave them—for example, “dor't ¢
anyone in the house unless it’s an pmergency

The courts have held differently on ufvhetll;zr :ﬁeﬁ
computer-repair person may allow the P(‘jdence i
to a computer being repaired that has evl i
it. Some states have laws re

quiring computer ok
. __for exatpr
services to report crines they detect for
credit card fraud.
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. ond reported that there were a Jot of image
\m nd he recommended deleting some of them
it {mih fhe wif@“authﬂfized. In the pProcess of deter:
\\. e weiich files might be deleted, 17 porno-
Ij::rh;{ images were discovered and reported to a

;\_1[ detective, who looked only at the 17 images

d did not reque-.s“t that the rePairman examine the
;:L‘I]1\1iz1il\g im.age files. The 17 files were copied on a
doppy and given to an EBI agent, who patiently
sptained a warrant _to seize the computer, which
«was held to be lawtul by the court,

Those on parole or probation may have their
, |

weleases based on conditions creating diminished
Fourth Amendment rights that approximate con-
went. In Linited States v. Herndon (501 E3d 683, 692,
‘:l“k\,"! a warrantless search of a probationer’s com-
suter was upheld, based on reasonable suspicion
Eﬂmt he had violated the terms of his probation.
Herndon's release prohibited him from using the
Internet, and he was required to allow his proba-
tion officer to search his computer at any time for
<uch use. After Herndon told his probationer officer
he was using the Internet to look for a job, the
officer drove to his residence and searched an exter-
nal hard drive, finding child pornography. The

court upheld the search, noting that Herndon's
privacy rights were “dramatically reduced” by the
terms of his release and the government's legiti-
mate interest in preventing his recidivism.

. Raitine searches at border crossings or other points

of entry into or departure from this country do not
require a warrant, probable cause, reasonable suspi-
con, or consent. In United States v. Arnold ((523 F.3d
941, 946, 2008) the court ruled that reasonable sus-
picion was not required to search a laptop or other
personal electronic devices, because it was a non-
destructive intrusion akin to searching luggage.
This decision did not address border searches
involving password protected or encrypted files.
More intrusive nonroutine searches of people that
involve their dignity and privacy—for example,
strip and body—cavity searches—require a degree
of reasonable suspicion; destructive searches—for
Instance, cutting open panels in a car to look for
drugs—fall into this category also.”
Although outside the scope of consent searches, 'it
is noted that inventory searches that discover evi-
dence of a crime are admissible if the searches are
tonducted pursuant to a departmental policy that is
uniformly followed in similar cases and the inven-
tory has 4 legitimate non-investigatory intent—for
“Xample, protection of the property of an arrestee.
OWwever, because the intent is to protect tangible
Personal property, it is unlikely that the examina-
ton of the files on a computer inventoried from the

runk of an impounded vehicle would pass judicial
Scrut‘my_

THE CRIME SCENE aBs
THE CRIME SCENE

COMPUTER AND PERIPHERAL EVIDENCE

Evidence related to com
subject to the same fund
were discussed earlier.

puter-assisted and cybercrimes is
amentals of crime processing that
; Important evidence may be asso-
clated with many items, including tablets, computer note-
books and laptops, desktops, rack systems, and main
frames, as well as external hard drives, printers, scanners,
compact disks, flash drives, memory card readers, web
cameras, and wireless access points and network servers.
The existence of a wireless network should alert investi-
gators to the possibility that evidence may also be located
on devices located away from the primary crime scene,
such as in another room or a garage.

Search warrants may be issued to cover both the sei-
zure of the targeted computers and peripherals and the

actual digital forensic examination of them, or separate
search warrants may be used.

CRIME SCENE PROCESSING

If the resources are available, trained and experienced
computer investigators are the best choice for processing
a cybercrime scene. In many jurisdictions this option may
not exist, and so the first responding officer will have that
responsibility. In all instances, investigators must be sure
of their legal authority to search and any applicable limits.

This section is not a definitive guide to processing
computer crime scenes, which is properly covered by in-
service training covering a full range of situations, such
as searching corporate computers that may hold trade
secrets and other confidential information. It does pro-
vide a perspective on common situations, but a depart-
ment's policy is the definitive source for action.

Securing and Evaluating the Scene

1. Remove and exclude all persons from the area
where evidence is to be collected.* Do not accept
advice or assistance from “volunteers” whose actual
motive may be to destroy evidence or misdirect the
investigation.

2, If a wireless system is involved, direct non-
investigative personnel to stay in a particular
room until the possibility of potential evidence in
rooms beyond where the computer is located is
determined. If several persons of interest and/or
suspects are present, they should be placed in
separate rooms.

3. If a computer and other devices are off, leave them
off. If they are on, do not move them, press any
keys, check for DVDs, or click the mouse, because
changes or damage to evidence may be triggered.
If the computer is on but the screen is blank, very
slightly move the mouse to see what information is
displayed.

SESsE 0 9
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4. 1 the computer’s power stale cannot be immedi-
ately detormined, Took and tisten for indications
that it is on o exvample, tans running, drives
spinuing, and light-emitting diodes {108}, and

observe the monitor (o see il the anachine is on, off,

or in a sleep mode.

5. 1f the compuler is on, check the display for signs

that files are being deleted or overwritten, such as
the words delete, ﬁ:nm]f, remowve, destroy, copy, move,
or wipe. Also check the moenitor for signs that the
computer is ["l'iﬂg remotely controlled. In all these
cases, the immediate disconnection of power is
recommended.

6. 1f the destruction of evidence is not a cancern, the

immediate disconnection of power is not recom-
mended, because information, data, and images of
apparent evidentiary value may be seen on the
screen and photographed-—for instance, financial
documents, child pornography, identities of
coconspirators/other suspects, text documents, chat
rooms used. In such cases, assistance from investi-
gators qualified to capture volatile data is essential.

7. If no destructive processes are running and if there
P &

15 no information of evidentiary value on the
screen, remove the power cord from the back of the
computer.

8. Do not attempt to examine the computer’s contents.

This is highly technical and speciatized work that
should be undertaken only by qualified personnel.

Preliminary Interviews
In addition to other information, the following should be
established:

1. Who owns the computers? For example, the home-

2,

owner, a renter, or a business?

Who uses the computer and its related devices?
What are their login names, user account names,
and instant messaging screen names?

What are the passwords for any password-protected
accounts, and are any files encrypted? Whose
accounts are these?

What e-mail, personal web, or social networking
websites, such as MySpace and Facebook, accounts
exist, whose are they, and what passwords are
used?

What data-access restrictions, destructive devices or
software, or automated applications are in use?

. For wireless networks, where is all accessible equip-

ment located?

Who provides the Internet service?

Whose name is on the Internet bill, and who actu-
ally pays the bill?

How is the Internet accessed? For example, cable,
modem, Digital Subscriber Line (DSL), Wi-Fi, or T-1
leased service, which normally involves 20 or more
people online simultaneously.

Documenting the Scene

1.

Both in the report and by video
identify the location, type of
tion, and power status. (o

, ‘ijh )h“h
L \=,‘ji‘:‘:’ltu‘*, 'h(‘ir)}ir;\ml‘:
including the backs, where of al ¢ Ny
1 5 b . 1ere cﬂbies i b'di‘.\;
Record all activity and Processes +: ?attaChE.
monitor. ‘sible on t}:j' i
Note all devices physically ¢q C
puter as well as the same for Wirele, © the
nents. Record their serig) Oumber, 55 ¢ p;hrn.
“sticky notes” attached to then, ar;:ihe Oty
ten information. relaged i
Note the condition and POWer staty Wiy,
puter’s network access, Of the O,

Nnee ted t

Document, photograph, and sketch o
cables, and devices connecteq to, or i Wirgg
the computer. MSerteq in
Tag every cable as to where each Bl ]
Document and photograph every Wire‘}zas iache,
the locations at which they were foun S5 d, if@iﬁ
Document and photograph the Iocaﬁcm-s
evidence, such as printed pages of IntemOf Telateg
addresses, financial records, images, ang et
code, GPSs/maps/directions, electronic mcomp%
transfers, books on hacking, software Pac}:m

of computers accessed and dead drops, Creii‘es' lisg
information, reproductions of signatures 5 It carg
and money orders, diaries and calendars: m(:}ﬁ-
victims’ names, cash, fictitious idenﬁﬁcit'jon il in
words and information on encryption ang S;epass
anography. (“Steg” or “Stego” has been, used fc;
thousands of years. Historically, steg means wr{r'
in a cipher or code so that only the sendey and the
recipient know what the message means. In the
context of computers, steg means hiding a file in 5
larger file so that others are not aware of it pres-
ence Or meaning.)

d

Collecting and Transporting Evidence

The following steps should be followed when collctitg |

and transporting computers and related devices:

1.

Remove batteries from laptops and place tape over
the power switch on all computers and associated
devices. Disk-drive trays should also be taped dosd
Place all digital evidence in antistatic packagi;
do not use regular plastic bags or other contain®
that can produce static electricity and condens
tion, both of which can damage or destroy evt
dence. Antistatic bags and packaging is often
colored—for example, pink or light blue—to i
tinguish them from regular evidence bags: e
they may have bubble wrap built into tl\eming
protect evidence. If antistatic bags orl;;vad(ag"r
are not available, wrap the evidence in St
manila /kraft paper.

i
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