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SRIMER ON HAZARD ANAL
AXD RISK ASSESSMENT: T~
ARGTIONS 4.2 AND 5.1.1 OF Z10

/——-—_

- oments for risk assessment and prioritization within an occupational safety
and health management system are introduced in Section 4.2 of Z10: Processes are
to be in place 10: assess management system issues and assess the level of risk for
dentified hazards; establish priorities based on factors such as the level of risk; and
identify underlying causes and other contributing factors related to system

jencies that lead to hazards and risks.
In the advisory column at E4.2, it is said that the method of assessment should be

selected based on the type of issue, nature of risk, or operations and that various
methods may be used in determining the level of risk imposed. Organizations are

advised that priorities are to be set based on several factors, such as issues requiring
immediate attention; opportunities having the greatest potential for improvement or
risk reduction; organizational, resource, participation, or accountability issues; and

issues with the highest impact or severity.
EA.2 encourages employers t0 give consideration not only to hazards that relate to

the high probability of incident occurrence but also to hazards that relate t0 low-
probability/serious-consequence events.
. It is stated clearly that assessments conducted for Section 4.2 are for the priori-
tizing of occupational health and safety issues and that they may not be sufficient for
’h_e requirements of Section 5.1.1, “Risk Assessments,” Or 10 determine the appro-
priate hazard controls as outlined in Section 5.1.2, «Hjerarchy of Controls.” Appendix

D provides guidance on assessment and prioritization.
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An important ste
p forward was taken by addi :
210 requiri : y adding a provision
- ad\g:nqng that risk assessments be made. The requiremel:,:n. th‘? 2012 Version
ory comments are brief. Section 5.1.1 states in jts e“tir;? Sg]nply Stateg a::d
Y that

The organization shall establi ]
: sh and implement q risk
appropriate to the nature of hazards and level of rislj i Process(es)

Little is said about risk assessments i i
: nts in the advi
s Ttifotiaed thak: sory columnatE5.].1. Organization

Assessing risks can be done usin itati

o g quantitative (numeric) or .

( def criptive) methods. There are many methods of risk assessnfent. queua:tanv?
zation should select methods appropriate to the hazards and type o fpmc’iim.

. Appendix F, “Risk Assessment,” has been lengthened considerably ang
includes a broader overview of risk assessment processes and data on :everal i
assessment methods. The bibliography, Appendix O, also lists several risk assessn::;Sk
resources. a

Safety professionals can expect that being able to make documented risk assess-
ments will be necessary for their job retention and career enhancement. That premise
has acquired weight because of the more frequent inclusion in safety standards and
guidelines of provisions requiring that hazards be identified and analyzed and that
risk assessments be made. Examples of recently approved examples follow.

o ANSI/ASSE Z590.3-2011: Prevention Through Design: Guidelines for
Addressing Occupational Hazards and Risks in Design and Redesign Processes

« ANSVAIHA Z10-2012: Occupational Health and Safety Management Systems
o CSA Z1002-12: Occupational Health and Safety—Hazard Identification and
Elimination and Risk Assessment and Control, issued by the Canadian Standards

Association

Other standards and guidelines having such provisions are discussed in Chapter 11,
“Provisions for Risk Assessments in Standards and Guidelines”. .

Since safety professionals are to analyze hazards, and assess the risks thz}t dem‘;?
from them, the question logically follows: What do they need to know? The mtfinrtisk
this chapter is to provide a primer that will serve many of the hazard analysis f‘“
assessment needs that safety professionals will encounter. In this chapter We:

: isk
« Define the terms that must be understood in the hazard analysis and 1%

assessment process
Establish the parameters for a hazard analysis

Indicate how a hazard analysis is extended into a ris
Establish that the goal is to achieve acceptable risk levels

Include a hazard analysis and risk assessment guide

k assessment
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. Give examples of the terms used in risk assessment matrices, and their variations
« Present examples of basic two-dimensional risk assessment matrices
» Describe several of the most commonly used hazard analysis and risk assessment

techniques

JEFINING HAZARD, HAZARD ANALYSIS, RISK, AND
RISK ASSESSMENT

When a safety professional identifies a hazard and its potential for harm or damage
and decides on the probability that an injurious or damaging incident can occur, a
subjective: risk assessment has been made. In doing so, for the simpler and less
complex hazards and risks, t.he assessment may be based entirely on a priori
knowledge and experience, without documentation. Making informal risk assess-
ments has been an integral part of the practice of safety and health professionals from
time immemorial.

Recent developments take the risk assessment subject to a higher level within the
practice of safety. By formalizing the hazard analysis and risk assessment process, a
better appreciation of the significance of individual risks is achieved. As risk levels
are categorized and prioritized, more intelligent decisions can be made with respect
to their elimination or reduction. For the hazard analysis and risk assessment process,
it is necessary that agreement be reached on the definitions of hazards, hazards
analyses, risks, and risk assessments. ;

ANSVAIHA Z10 is an occupational health and safety management systems
standard, and its definitions of hazard and risk are, understandably, worker injury and
illness related. They do not include considerations for injury to the public, possible
damage to the environment or damage to property, or business downtime. This
chapter has a broader purpose than Z10, as will be seen.

* A hazard is defined as the potential for harm to people, property, or the environ-
ment. If there is no potential for harm, injury or damage cannot occur. (In Z10,
a hazard is defined as q condition, set of circumstances, or inherent property
that can cause injury, illness, or death.) The dual nature of hazards must be
understood. Hazards encompass all aspects of technology or activity that
Produce risk. Hazards include the characteristics of things and the actions or
Inactions of peopl e.
rtsz?faéd analysis is made to estimate the severity of harm or damage that could
need om a hazard-related incident or exposure. The hazarc} .analysw process
azard: tinclude an estimate of incident or exposure probability. Exam;?les of
Made b at!;ralyses théft do not include probability indicators are the estimates
pmbab]y © Protection engineers of maximum foreseeable loss or maximumm

€ loss for insurance purposes, and the hazard analysis requirements of

OSHA’s Ry '
e For Proces Highly Hazardous Chemicals,
%9 CFR 19 10,119, s Safety Management Of Highly
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* Whether hazardous situations are simple or complex,
hazard analysis will address the following questions:
1. Is there potential for harm deriving from aspects of the technolo

the characteristics of things, or the actions or inactions of peo

Can the potential be realized?

Who and what are exposed to harm or damage?

What is the frequency of endangerment?

What will the consequences be (i.e., the severity of harm or damage) ;

potential of a hazard is realized? 89)if the

* Making a hazard analysis is necessary to and precedes making a risk assessmep
William Johnson said this about hazard analysis in MORT Safety Assumullé
Systems: “Hazard analysis is the most important safety process in that, if that fajl
all other processes are likely to be ineffective.” Johnson’s premise is stated soundlyj

e Risk is defined as an estimate of the probability of a hazards-related incident or
exposure occurring and the severity of harm or damage that could result. (Z10
defines risk as an estimate of the combination of the likelihood of an occurrence
of a hazardous event or exposure(s), and the severity of injury or illness that
may be caused by the event or exposures.)

« Probability is defined as the likelihood of a hazard’s potential being realized
and initiating an incident or exposure that could result in harm or damage for a
selected unit of time, events, population, items, or activity being considered.

o Severity is defined as the extent of harm or damage that could result from 2
hazard-related incident or exposures.

« Risk assessment is a process that begins with hazard identification and analysis,
followed by an estimate of the probable extent of severity of harm or damage if
an incident or exposure occurs, concluding with an estimate of the probability

of the incident or exposure occurring.

the PI‘OCBSS f()r ma-king
4

&Y or actjy;
ple? .

@AW

. . . 0 4N severily Of
In a statement indicating risk level, both probability of occuﬂenci :‘:‘;l damage O

outcome must be included. After determining the severity of expe
harm through a hazard analysis, estimating the probability of an incident Of elipos
occurring is the additional and necessary step in concluding a risk as.sessm,jag.emen

These excerpts from the Framework for Environmental Health Risk Mcﬂt and Risk
issued by The Presidential/Congressional Commission on Risk Assessmen foregoiné
Management are an indication of the widespread adoption ©
definitions.

What Is “Risk -l produce

Risk is defined as the probability that a substance OF Situaﬁofactors:
harm under specified conditions. Risk is a combination of t%0

o The probability that an adverse event will occur;
 The consequences of the adverse event.
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4sses impacts on public heal.th z}nd on the environment, and arises from
isk encomlzl hazard. Risk does not exist 'f, eXposure to a harmful substance of
prposure does not or will not occur. Hazard is determined by whether 3 particular
guation o situation has the potential to cause harmful effects.

cé
substn

MAKING A HAZARD ANALYSIS/RISK ASSESSMENT
hazards and the risks that derive from them, knowledge gained by safety
For many als through education and experience will lead to proper conclusions on
wt:ai n an acceptable risk level without bringing teams of people together for
how to _an For the more complex situations, it is vital to seek the counsel of experi-
discussiO ;mnel who are familiar with the work or process. Reaching group consensus
o gty 0 esirable goal. Someti.mes, f.or what a safety professional considers
stvio us, achieving consensus is still desirable so that buy-in is obtained for the
woiions 10 be taken. A general guide follows on how to make a hazard analysis and
now to extend the process into a risk assessment.
This guide is applicable to every phase of the ?ife cycle of facilities, equipment,
ocesses, and materials (e.g., design, construction, operation, maintenance, and

disposal).

Whatever the simplicity or complexity of the hazard/risk situation, and what-
ever analysis method is used, the following thought and action process is

applicable.

A Hazard Analysis and Risk Assessment Guide.

. Select a risk assessment matrix. A risk assessment matrix provides a method
1o categorize combinations of probability and severity, thus establishing risk
levels. A matrix helps in communicating with decision makers and influenc-
ing their decisions on risks and the actions to be taken to ameliorate them.
Also, risk assessment matrices can be used to compare and prioritize risks

and to effectively allocate mitigation resources.

Dt}ﬁnitions of the levels of probability and severity used in risk assessment

atrices vary greatly. That reflects the differences in the perceptions people

Ve of risk. Since a risk assessment matrix is a management decision tool,

Hl:nagement Personnel at appropriate levels must agree on the definitions of

that Sto be us§d. In so doing, management establishes the levels of risk
equire reduction and those that are acceptable.

de :ﬁfating Jor emphasis: Safety professionals must understc.md that
vary gf " of terms for incident probability and severity and for risk levels
hazafdsea”y' T:hus, they should tailor a risk assessment matrix to suit the
deg| x;:,d lﬂsks and the management tolerance for risk with whtcft they
Presented hp €5 of definitions used for incident probability and severity are

€Te as wel] g5 for risk categories and risk assessment Matrices.

| 'y P inen o
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They are to provide safety professionals with a ;

from which choices can be made in developing thg ';aafrza:e o‘f inf Ormatiop,

priate for their clients’ needs. onsidered appro.
. The breadth of possibilities in drafting a risk assessment matriy ;

sive. Matrices have been developed that display only one or a ¢cq 1S exten.

of several of the following injury or damage classes: employees mmbmation

the public, facilities, equipment, product, operation downtis embers of

environment. e, and the

For this primer, two-dimensional risk assessment matrices are disc
They are displays of variations for two categories of terms: the seveu.s el
harm or damage that could result from a hazards-related incident or ex e
and the probability that the incident or exposure could occur. They alslzao:lllue'
the risk levels that derive from the various combinations of severity ;:z
probability.

A review of three-and four-dimensional risk assessment systems is given
in Chapter 13, “Three and Four Dimensional Numerical Risk Scoring
Systems”.

2. Establish the analysis parameters. Select a manageable task, system, pro-
cess, or product to be analyzed, establish its boundaries and operating phase
(standard operation, maintenance, startup), and define its interface with
other tasks or systems, if appropriate. Determine the scope of the analysis in
terms of what can be harmed or damaged: people (the public, employees),
property, equipment, productivity, the environment.

3. Identify the hazards. A frame of thinking should be adopted that gets to the

bases of causal factors, which are hazards. These questions would be asked:

What are the aspects of technology or activity that produces risk? What are

the characteristics of things or the actions or inactions of people that pre-

sent a potential for. harm? Depending on the complexity of the hazardous

situation, some or all of the following may apply.

¢ Use intuitive engineering and operational 'sense: This is P
throughout. - -

« Examine system specifications and expectations.

» Review codes, regulations, and consensus standards.

o Interview current or intended system users or operators.

« Consult checklists. _

» Review studies from similar systems.

o Consider the potential for unwanted energy

« Take into account possible exposures to haz

« Review historical data: industry experience,
OSHA and National Safety Council data, man

¢ Brainstorm.

aramount

releases.

ardous environments gt
incident investigatio”
ufacturers’ literatur™
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r the failure modes. Define the possible faj]yre
result in realization of the Potentials of hazards, Agsk: W]T;?dci:c:];;t o
can arise that would result in the occurrence of an undesirable eventfj?ta&’;es
in place that mitigate against the occurrence of such an event ; :
r

controls are ! :
exposure? How effective are the controls?

termine the frequency and duration of exposure. For
5 ,lj::nag ¢ category selected for the analysis (people, property, btilas‘::els]:lrimnn::t
ruption, etc.), e.snmate the frequencfy and duration of exposure to the hazard
This is a very important part of this exercise. For example, in a workplace:
situation, ask: How often is a task performed, how long is the exposure
riod, and how many people are exposed? More judgments than one might

ll.);]jze will be made in this process.

6. Assess the severity of consequences. The purpose is to determine the mag-
pitude of harm or damage that could result. Informed speculations are made
to establish the consequences of an incident or exposure: the number injuries
or illnesses and their severity, and fatalities; the value of property or equip-
ment damaged; the time for which productivity will be lost; and the extent
of environmental damage. Historical data can be of value as a baseline but
should not be treated as the primary or sole determinant. Judgment of knowl-
edgeable and competent personnel should prevail.

On a subjective basis, the goal is to decide on the worst credible consequences
should an incident or exposure occur, not the worst conceivable consequence.

4, Conside

When the severity of the outcome of a hazard-related incident or exposure is
determined, a hazard analysis has been completed.

7. Determine occurrence probability. Extending the hazard analysis into a
risk assessment requires the one additional step of estimating the likelihood,
the probability, of a hazardous event or exposure occurring. Unless empirical
data are available, and that would be a rarity, the process of selecting inci-
dent or exposure probability is subjective. As is the case when determining
severity of consequences, historical data can be of value as a baseline but
should not be the sole determinant. Judgment of knowledgeable and com-
petent personnel, controls in place and their capability, and lessons learned
with respect to similar systems should prevail.

For the more complex hazardous situations, it should be considered a
ecessity that brainstorming sessions be held with knowledgeable people
d that consensus be reached in determining occurrence probability.

i To be meaningful, probability has to be related to an interval base .of _SOH;C
of:,fsu?l? as a unit of time or activity, events, units produced, or the life cycie

8.De nnaclht{’- equipment, process, or a product. 3
of g hzzthe initial risk, Conclude with a statement that addresses the proba.blhtgli

ard-related incident or exposure occurring, the expected severity O
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adverse results, and a risk category (e.g., — high,serious, moderate, ¢ lo
Using a risk assessment matrix for that purpose assists in Cc'mmunicmingW '
on

the risk level.

9. Risk prioritization. A risk ranking system should be adopted so thg . .
orities can be established. Since the risk assessment exercise is S“bjectli)n'
the risk ranking system would also be subjective. Prioritizing risks ive,

ledge needed for intelligent allocation of resoﬁrz:

management the know Ge 40
with respect to risk avoidance, elimination, or control.

10. Select and implement risk reduction and control methods. Whep ¢,
initial risk assessment indicates that elimination or reduction measures ar:
to be taken to achieve acceptable risk levels:

« Alternative proposals for the design and operational changes necessary
would be recommended.

« In theirorder of effectiveness, the actions outlined in Chapter 14, “Hierarchy
of Controls”, would be the basis upon which remedial proposals are made,

o If informal judgments on costs are considered inadequate for a risk
situation, formal action would be taken to establish remediation cost for
each proposal and an estimate would be given of its effectiveness in achiev-
ing risk reduction to an acceptable risk level.

« Risk avoidance, elimination, or reduction methods would be selected and
implemented.

« A tracking system should be put in place to assure completion of the
actions undertaken.

11. Assess the residual risk. Residual risk is defined as the risk remaining after
preventive measures have been taken. No matter how effective the preventive
actions, there will always be residual risk if a facility exists or an activity
continues. Attaining zero risk is not possible.

« If the residual risk is not acceptable, the action outline set forth in this

hazard analysis and risk assessment process would be applied again-

« The risk assessment process is to continue until an acceptable risk level is

attained.

« If an acceptable risk level cannot be achieved, operations gl nmt;e
contl.nued, except in unusual and emergency circumstances or as a closeh)’
monitored and limited exception and with the approval of the person ¥
has the authority to accept the risk.

* Information on residual risks is to be communicated to
stream stakeholders so that they can use this information i
assessments.

~Even though the residual risk may be acceptable, manage

comflder takfng additional risk reduction measures if the cost i

particularly if so doing resolves concerns of employees.

relevant 4OV
n their own 1%

ment should
reasonable,
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cceptance decision making. Risk acceptance decisions shall be made
il appropriate management levels.
. Temporary acceptance of high and serious risks shall be made at the top

management level.
. Responsibility for moderate or low risks may be assigned to lower

nanagement levels.
entation. To the extent appropriate for a given risk situation,

B documentation should include the:
. The names and job titles/qualifications of the persons who did the risk

DESCRIPTIONS: PROBABILITY AND SEVERITY 175

Risk 2

assessment
« The risk assessment method(s) used
« Hazards identified
« Risks deriving from the hazards
« Avoidance, elimination, reduction, and control measures taken to attain

acceptable risk levels
In certain cases, consideration would be given to additional documenta-

tion that includes relevant information about the use, effectiveness of design,
problems during startup and continued use, and changes to designs over the

life cycle of the design.
The foregoing applies whether the documentation is done directly under
the direction of management or by a supplier of services.

14. Reassess the risk: follow up on actions taken. This step is a part of all
effective problem-solving exercises. Follow-up activity would determine
that the:

* Problem was resolved, only partially resolved, or not resolved, and that
acceptable risk levels were or were not achieved.

* Actions taken did or did not create new hazards.

If i . -
i tO‘CCbeeptable risk levels were not achieved or new hazards were introduced, the risk
feevaluated and other countermeasures are to be proposed and taken.

DESe
RIPTIONS: PROBABILITY AND SEVERITY

Exam I .
d?'s,crigt?snzouow in Tables 11.1 to 11.5 to show variations in the terms and their
huny of Wcuarsr used in g variety of applied risk assessment processes for the proba-
:1: electing pr:g €€ and severity of consequence. There is no single correct method
typ“'ﬁ Show pg, i and severity categories and their descriptions. Tables 11.4

& of adverg W severity of harm or damage categories can be related to several

€ con 3
S€quences and levels of harm or damage.
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TABLE 11.1 Example A: Probability Descriptions
Descriptive Word Probability Descriptions ~————
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i __-—--——--\\,
Frequent Likely to occur repeatedly
Probable Likely to occur several timeg
Occasional Likely to occur sometime
Remote Not likely to occur
Improbable So unlikely that one can assume occurrence

will not be experienced
TABLE 11.2 Example B: Probability Descriptions
Descriptive Word Probability Descriptions
Frequent Occurs often, experienced continuously
Probable Occurs several times
Occasional Occurs sporadically, occurs sometimes
Seldom Remote chance of occurrence; unlikely
but could occur sometime

Unlikely Can assume that incident will not occur
TABLE 11.3 Example C: Probability Descriptions e
Descriptive Word Probability Descriptions -
Ffequent Could occur annually
Likely Could occur once in two years
Possible Would occur no more than once in five years
Rare . Would occur no more than once in 10 Yeﬁ
Unlikely Would occur no more than once_l_l'l_?_?__}’f__,_

TABLE 114 Example A: Severi ttiole Harm and
Damage Categories everity Descriptions for Multip

Citistronhier T amag®

- j Cﬂ d
trophic Deat.g OF permanent total disability, system'loss, major ProP 3“ majof
and business downtj e
Critical Permanent o st .

» partial, or temporary disability in excess e y
, System damage, significant property damage, and dowﬂs inof Proptﬂ
Marginal Minor injury, lost-workday accident, minor system damag®

damage, and little downtime
i ; B3 . sement
Negligible First aid or minor medical treatment, minor system impair”®
—— e
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Example B Severity Descriptions for Multiple Harm and
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TABE:Z Categories
pam™= One or more fatalities, total system loss, chemical release with lasting
CastroP!i® 1 ironmental or public health impact -
Disabling injury or illness, major property damage and business downtime
th temporary environmental or public health impact ‘ |
!

critical chemical release Wi
Medical treatment or restricted work, minor subsystem loss or damage,

chemical release triggering external reporting requirements

Marginé!
s First aid only, nonserious equipment or facility damage, chemical release
Neglig! requiring only routine cleanup without reporting

1o ot SRR

ple C: Severity Descriptions for Multiple Harm and

— " Faclities
: People:
m . Employees, P.roduct or Operations Environmental
S Public Equipment Loss Downtime Damage
Wl
Catastrophic Fatality Exceeds Exceeds6  Major event,
$3 million Months requires more
than 2 years for
full recovery
(Critical Disabling 500,000 to 4 weeks to Significant event,
injury or $3million 6 months injury or
illness requires 1 to 2
years for full
’ recovery
Marginal Minor injury or 50,000 to 2days to Recovery time is
illness 500,000 4 weeks less than 1 year
Negligible ~ Injury requires  Less than 50,000 Lessthan2  Minor damage,
only first aid days easily repaired,
little time for
recovery

E
XAMPLES OF RISK ASSESSMENT MATRICES

Five . .
Plz’t{i::;::s Of‘f‘ls.k assessment matrices follow. Shown here in Table 11.7 is an
fenge, s,andﬂ;e Risk Assessment Matrix” in MIL-STD-882E, the Department faf

1983,y o227 Practice for System Safety. (p- 11 MIL-STD-882, first issued in

Malriogy that?andfather of risk assessment matrices. All of the over 30 variations of

have collected include the basics found in the 882 standard. They include

"N propgpy;
&blht}’ Categories’ Severity of harm or damage ranges, and risk gradings.
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TABLE 11.7 Risk Assessment Matrix
Occurrence Severity of Consequence K
Probability Catastrophic Critical Marginal E;T-—-
- gligiby
Frequent H..lgh High Serious N—ie—&g--li
Probat?Ic H}gh High Serious Med-um
Occasional High Serious Medium Lo -
Remote Serious Medium Medium L "
In}probable Medium Medium Medium Lg:
Eliminated This category is used only for identified hazards that are totally remoyeq

TABLE 11.8 Risk Scoring System: B155.1-2011°

Severity Category
Probability Level Catastrophic Critical Marginal Negligible
Frequent High High Serious Medium
Probable High High Serious Medium
Occasional High Serious Medium Low
Remote Serious Medium Medium Low
Improbable Medium Medium Low Low
adentified in B155.1-2011 as MIL STD 882: Two-Factor Risk Model [4 X 5].

n Table 11.8 appears in the ANSI/PMMI B155.1-

The risk scoring system shown i
uirements for Packaging Machinery and Packaging-
here for two reasons. It is an

2011 standard titled Safety Req
Related Converting Machinery (p. 53). It is shown
indication of the validity of the concepts on which the risk assessment matrices in MIL-
STD-882 are based and why so many developers of matrices use 882 as a reference.
Table 11.8 is almost identical with the 882 version shown in Table 11.7 except for
the addition of an “e]iminated” probability category in the 882 model. But there IS
one other slight difference: People who drafted B155.1 made 2 change in one
severity category. ‘
As noted previously, people who develop risk assessment s work thege C;“;g
d that’s great. Safety professio

risk perceptions into them. An
ombines types of

matrice
nals should feel

severity

do so too. TiLsy
ows a risk assessment matrix that C

Table 11.9 sh
categories and uses alphabetical risk gradings.

Table 11.10 is close to arisk assessment matrix shown in Annex E oth e udes
:on of Z10. Its uniqueness is that it was a broadly published ma ;11 aieg0T
erity categories and descriptive data for eactegory-
aking and remedial action for each risk cﬁmgm ihat

as developed, one of the partlclpﬂn;? ssion inat
tep too high in two places. In the di

vers
not only probability and sev

but also advice on decision m
As the matrix in Table 11.10 w
the risk levels presented were one s
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Risk Assessment Matrix: Alphabeticg) Risk.
TABLE 11.9 will Go Wrong* Sk-Leye] Indicg .y
¢ Somethl"8 * Probabyyy,
11;3// Frequent: L&el)\
Likely to Quite Occasionai. Seldom:
occur likely h;a;nal. Not likely
immediately  to occur to oceyr ,
ories or soon often igc;::e but U{.rrlllllkmtie B
ngen'l}’ Cates Possible ly to
W E E M
Canﬁﬁplc injuries, M
e
environmen
serious E H H M
property Of
eqvironmental
damage
Marginal: maY CAUSE - o e L L
financial loss,
negative publicity
Negligible: minimum M L L L L
hreat to persons oOr
damage to property

£ extremely high risk; H, high risk; M, moderate risk; L, low risk.

followed, it was agreed that changes could be made. What is the significance of this?
Risk assessment is more art than science. Since establishing risk levels is largely a
matier of judgment, people will come to different conclusions in a given situation.
Mevert!y:less, the ultimate goal needs to be kept in mind, which is to be satisfied that
the residual risk that exists after risk reduction measures are implemented is
aceptable,
qual]?;u.'e are no restrictions or rules with respect to the terms used to t_‘;S:tab]ng
v ve risk .lcvels. But at a minimum, a matrix should show proba}blllty 131“1
ay calegories and risk gradings. Tables 11.7 through 11.10 and Figure 11.
forg?ilefl acceptance of a group of terms for incident probability and sea‘;‘:g
With whjchs Calegories. However, safety professionals should draft Taluable
i Unicatiq €y are comfortable. Since risk assessment matnce; t;I:education
limg “ecessaryn to(’ls’_ the terms used in them must be agreed upon a::d
The i, > © hieve an understanding of them must be allocatec. irices that
mchfde ma:;essmem Mmatrix shown in Figure 11.11s 2 composite 0f Il?sa osed into
1:.';1htﬂlive risk:la;'fﬂues for probability and severity levels th";; a;i(ir;w?er to deal
e o gs. It was originally developed for peoP e tool that could
Sedby o o a0 Qualitative indicators. To provide a one-pag | involved in
®Y professionals who wanted to get shop floor persotne
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TABLE 11.10 The Risk Assessment Matrix Example in Z10

Example of a Risk Assessment Matrix =~ ———

Severity of Injury or Illness Consequence andm
on

Likelihood of

OCCURRENCE | CATASTROPHIC | CRITICAL | MARGINAL | Nggp

or EXPOSURE Death or permanent Disability in Minor injury, lost Fi.mlquE
For selected Unit of | (otq] disability | excess of 3 months | workday accident | Mip Ald *
Time or Activity or Medicy)
Frequent HIGH HIGH

Likely to occur Operation not Operation not

repeatedly permissible permissible

Probable HIGH HIGH

Likely to occur Operation not Operation not

several times permissible permissible

Occasional HIGH OUS |  MEDIUM LOW
Likely to occur Operation not | ¢
sometime permissible
Remote
Not likely to occur

Remedial Action

Discretionary

Improbable LOW
Very unlikely — may Risk Acceptable: | Risk Acceptable: | Risk Acceptable:
assume exposure Remedial Action | Remedial Action | Remedial Action
will not happen Discretionary Discretionary Discretionary

risk assessments, extensions were made to include severity and probability descrip-
tions and action levels. .

In two instances, shop floor personnel said to safety professionals that relating
numbers to each other first—such as 6 to 12—was a big help in understanding “’heﬂ,]er
the risk category was moderate or serious. If using a risk assessment matrix in which
numbers are used to begin with to establish risk levels makes the process more under-
standable and acceptable for operating personnel, that should be encouraged:

As noted in Figure 11.1, numbers in the matrix were derived intuitively: TheY %
qualitative, not quantitative. Thus, the numbers have value only in relation © o
other. zik{xd that is the case for all risk scoring systems that are not based of
probability and severity numbers, which are rarely available.

On Acceptable Risk

. ot b°
fThe.theorencal goal should always be to eliminate all hazards, but that I;:f-;:juced
easible. When a hazard cannot be eliminated, the associated risk should aints

. str:
toalevel as low as reasonably practicable and acceptable, considering cost con

4



EXAMPLES OF RISK ASSESSMENT MATRICES 181

Occurrence probabilities and values

Seldom (2) Occaslonal (3) Likely (4) F
i3 0 e
12 16 20
9 12 15
8 10
3 4 5

.W

One or more fatalities, total system loss and major business down time, environme: i

. s ntal release with
with respect to health, property damage or business interruption. ws

CotastropPic Jasting impact on others
ury or illness, major property damage and business down time, environmental release

Disabling injury .
impact on others with respect to health, property damage or business interruption.
oss or property damage, environmental

ciiaF with
o Medical treatment or restricted work, minor subsystem 1
Margind release triggering external reporting requirements.
Negligible: First aid or minor medical ?:eaunent only, non-serious equipment or facility damage,
environmental release requiring routine cleanup without reporting.
t to injuries or illnesses, system Joss or down time, or environmental

Tnsignificant: Inconsequential with respec
release.
i
Unlikely: Improbable, unrealistically perceivable.
; Could occur but hardly ever.

Seldom:
Occasional:  Could occur intermittently.
Likely: Probably will occur several times.
Frequent: Likely to occur repeatedly.
Risk Levels
Combining the Severity and Occurrence Probability values yields 2 risk score in the matrix. The risk levels and
the action levels are categorized below.
ri ri
fimn  Risk Score Action Level
Low risk 1 ol il FUOAL 17
Moderae ik to5 Remedial action discretionary.
i 6t09 Remedial action to be taken at appropriate time.
n an unusual

Serious rigk
, 10to 14 Remedial action to be given high priority.
i ¢ permissible except i
oval

High rigk

ISor greater  Immediate action necessary. Operation no
circumstance and as a closely monitored and limited exception with appr
of the person having authority 10 accept the risk.

F ; .
IGURE 11.1 Risk assessment matrix: numerical gradings.

and performance requ
The Operational Goal,” 1t
is to achieve acceptable
able. It is also said
s of risk categories

In elation
to th i .
£ .In Chapt:re; tim oif n§k reduction to be obtained
lisim at as eve ’ IAChle‘{lng Acceptable Risk Levels:
i levels g, that?;l element in Z10 is applied, the outcome
Wi"ﬂleris aSSessmz fisk Of'harm is as low as reasonably practic
Din deger - o Matrices in this chapter and the discussion
nikdpplying then:(:mng acceptable risk levels.
Wag 0?; 4 Valyab)e ::]C;pt ok A_‘LARP—HS low as reasonably practicable—-—is recog-
bred ing; to assist in determining acceptable risk levels. But a caution
as reasonably

Indicatj
Ing th : : W
& that, on occasion, achieving risk levels as 10
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practicable will not achieve acceptable risk levels. Prior to presenting the follow;
definition, it was made clear that a workable and sound definition of acccptal:;lewl.ng
must encompass hazards, risks, probability, severity, and economics. e

Acceptable risk is that risk for which the probability of an incident or exposure
occurring and the severity of harm or damage that may result are as low ag

reasonably practicable (ALARP) in the setting being considered.

Thus far in this chapter we have dealt with hazards, risks, probability, and severity,

In applying the ALARP concept, economics is brought into the decision making

ALARP is defined as follows: ALARP is that level of risk which can be further
lowered only by an increment in resource expenditure that is disproportionate in

relation to a resulting decrement of risk.

MANAGEMENT DECISION LEVELS

Remedial action or acceptance levels must be attached to risk categories to permit

intelligent management decision making. Examples are given in Tables 11.10 and
11.11. It must be understood that they are examples only and that remedial action

and acceptance levels should be developed to suit the needs and exposures in an
individual operation. They must be agreed upon, understood, and supported by

senior management.

TABLE 11.11 Management Decision Levels
Remedial Action or Acceptance

Low Risk is acceptable; remedial action discretionary
Remedial action to be taken within appropriate time

Medium

Serious Remedial action to have high priority

High Immediate action necessary. Operator not permissable except in an unusual
circumstance and as a closely monitored and limited exception with

approval of the person having the authority to accept the risk

Risk Category

ement on arisk assessn?ent
essional’s e{fectl\fe—

Going through the exercise of creating and reaching agre
f the remedial |

matrix and the management decision levels adds to a safety prof
ness in communicating about risks and obtaining consideration 0

actions recommended. at
For the discussion that follows of acceptable risk levels and the managem®
d11.11 are us

actions to be taken to achieve them, the contents of Tables 1 1.10 an
as base data. Keep in mind that:
g considered

« An acceptable risk level must be tolerable in the situation bein .
the risk level 18

« While economic considerations are a part of decision making,
to be as low as reasonably practicable, and acceptable
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. Special consideration should be given to preventing incidents resulting j
serious injuries and fatalities g in

, What follows represents my opinion; others may have different views,

f the risk category for worker injury or illness or environmental damage or other
propeﬂy damage 18 high, op‘eratlgn 18 n(_)t l?ernusmble‘ except in an unusual circum-
tance and as 8 closely monitore and lmut?d exception, only with approval of the

rson having the authority to accept .the risk. If it is determined that the cost to
reduce the risk to an acceptable le_vel 1s excessive in relation to the risk reduction
penefit to be achiev?d, the operation shf)uld cease in all but rare situations (e.g.,
society 8ccepts the rlska:. of dt?ep—sea fishing, a high-hazard occupation).

If the risk category Is serious, the risk is not acceptable and action should be
undertaken on 2 high-priority basis, meaning very soon, to lower the risk to an
acceptable level. While arrangements are made to reduce the risk, an extra-heavy

plication of the lower.le'vels in the hierarchy of controls (warning systems, block-
ing off work areas, administrative controls, training, personal protective equipment)
is in order. If it is determined that the cost to reduce the risk to an acceptable lower
evel is excessive in relation to the risk reduction benefit to be achieved, the operation
should cease in all but rare situations.

Where the risk category is medium, even though the probability ratings for severe
injury or illness are “improbable” or “remote,” and the probability rating for minor
injury is “occasional,” and the probability ratings for negligible injury are “frequent”
or “probable,” remedial action should be taken, in good time, to reduce the risk in
accord with good economics. This is the risk category where the lower levels in the
hierarchy of controls, if applied more extensively and effectively, may be sufficient
to achieve acceptable risk levels.

Where the risk category is low, the risk is considered acceptable. Nevertheless,
there will be times when it is good business management and employee relations to
reduce low risks further if they are perceived by employees to be more serious than
they actually are. Remember, employee perceptions are their reality.

Some of the risk assessment matrices shown in this chapter combine elements
pertaining to personal injury with the financial impact of an incident represented by
the amount of property damage, business interruption time, and time to recover from
a en\_’qunmental incident. Safety professionals who have made such combinations
Ee?r‘e“ risk assessment matrices say that they get.bette{' I'nanagemel.lt response to
opemfzirgposals for risk reduction if they tie the severity of injury potential to avoiding

nal property damage, downtime, business interruption, and environmental

8¢. That has also been my experience.

DES

Ass(E:g'PTIONS OF HAZARDS ANALYSES AND RISK
SMENT TECHNIQUES

Over . .

asS"SSE: AT 50. years, a large and unwieldy number of hazard analysis and n_sk

descliptiom techniques have been developed. For example, Pat Clemens gave br_lef
8025 techniques in “A Compendium of Hazard Identification & Evaluation
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Techniques for System Safety Applications.” In the System Safety Analysis Handboo
101 methods are described. In ANSI/ASSE Z2690.3-2011, Risk Assessment Tech"i‘?“es'
comparisons and descriptions are given of 31 risk assessment techniques. (26903 is’
the American National Standard adoption of IEC/ISO 31010:2009.)

Brief descriptions are given here of purposely selected hazard analysis techniques
If a safety professional understands all of them and is capable of bringing them u;
bear in resolving hazard and risk situations, she or he will be exceptionally well qual.
ified to meet the risk assessment requirements in Z10.

As a practical matter, having knowledge of three risk assessment concepts will be
sufficient to address most occupational safety and health risk situations: preliminary
hazard analysis, the what-if checklist analysis methods, and failure mode and effects
and analysis.

It is important to understand that each of those techniques complement, rather
than supplant, the others. Selecting a technique or a combination of techniques to be
used to analyze a hazardous situation requires good judgment based on knowledge
and experience. Qualitative rather than quantitative judgments will prevail. For all
but the complex risks, qualitative judgments will be sufficient.

Sound quantitative data on incident probabilities are seldom available. Colleagues
who are skilled in system safety, a field in which making quantitative risk assessments is
ordinarily done, are not overly pleased when I say that most quantitative risk assessments
are really qualitative risk assessments because so many judgments have to be made in the
process to decide on the occurrence probability and the severity of outcome .

PRELIMINARY HAZARD ANALYSIS: HAZARD ANALYSIS
AND RISK ASSESSMENT

Originally, the preliminary hazards analysis (PHA) technique was used to identify
ess. However, 11 acltueltl

and evaluate hazards in the early stages of the design proc
practice the technique has attained much broader use. Principles on which P“?h.“,“'
nary hazards analyses are based have been adopted for use not only in the i
design process, but also in assessing the risks of existing products or operaﬂons'dar_
For example, a standard adopted by the International Organization for Stand

: ri
dization is employed in the European Union, and the standard requires that .
orkplace 1n mem

assessments be made for all machinery that is to go into a WOTKP™ Generd
countries. That standard is EN ISO 12100-2010. Safety of Machiner> ooy
principles for design. Risk assessment and risk reduction. Those risk asse 5
requirements have been met in some companies by applying an adaptation

PHA technique. o dor uSaES In
In reality, the PHA technique needs a new name, reflecting 1S bro i
d risk assessment,

one organization, the process is called hazard analysis and 1l ¢ pUrpOse-
nation that is coming into greater us since it is more descriptive of ltsPP Safety
(Also, take note to avoid confusion: In OSHA’s Rule for M nagemem

Management of Highly Hazardous Chemicals and EPA’s Risk
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for Chemical Accidental Release Prevention, “PHA” stands for process
ram

i a.ual)'sm-)mlimim‘ry hazard analysis forms include the typical identification
Headlﬂgsag;f of evaluators, department, and location. The following information
Flsa;l;;ﬁt:'izcluded in a preliminary hazard analysis form.
1
. A hazard description, sometimes called a hazard scenario.
» A description of the task, operation, system, or product being analyzed.
. The exposures that are to be analy-zed: peopl'e (employees, the public); facility,
roduct, or equipment loss; operation downtime; environmental damage.

« The probability interval to be considered: unit of time or activity; events; units

produced; life cycle.
« A numerical or alphabetical indicator for the severity of harm or damage that

might result if the hazard’s potential is realized.
» A numerical or alphabetical indicator for the occurrence probability.
« Arisk assessment code, using the agreed-upon risk assessment matrix.
« Remedial action to be taken if risk reduction is required.

Prog§

A communication accompanies the analysis, explaining the assumptions made
and the rationale for them. Comment would be made on the assignment of responsi-
bilities for the remedial actions to be taken, and when. A hazard analysis and risk
assessment worksheet (formerly called a preliminary hazard analysis worksheet)
appears as Addendum A in this chapter. That form, and similar forms, require entry
of severity, probability, and risk codes before and after countermeasures are taken.
Figure 11.1 is an add-on to Addendum A.

On Developing a Coding System

m"' that there are to be four severity categories, for which numerical codes are t0

be fye 'c:ma‘as“'_ophm. 1; critical, 2; marginal, 3; negligible, 4. Assume that there are to
gories of occurrence probability, having alphabetical codes: frequent, A;

Probable R. .
tiong n'u?];eogcaslona], C; remote, D; improbable, E. Table 11.12 displays combina-
) fical and alphabetical indicators and the risk codes that derive from them.
A-BLE 11,1

A2
Wﬂt Matrix, Including Probability and Severity Codes
pmbabil;:; Severity Categories
f'rr?;;""‘“ o Cftastmphic (1) Critical ?)  Marginal (3)  Negligible (4
Ocm:lhle () gfgh High Serious Medium
Rﬂmo[:m ©) H;g}l: High Serious Medium
Iy (D) ¢ Serious Medium Low

0b Ser
ble (5) h;;ic:ﬁ; Medium  Medium Low
Medium Low Low
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Risk codes would then be as follows, taking into account the combinations of th
severity and probability codes: s

Combinations Risk Category  Risk Code
A-1,A-2, B-1,B-2, C-1 High H
A-3,B-3,C-2,D-1 Serious S
A-4,B+4,C-3,D-2,D-3,E-1,E-2,E-3 Medium M
C4,D4,E4 Low L

The foregoing is intended as an example from which suitable adaptations can be
made by safety professionals.

WHAT-IF ANALYSIS

For a what-if analysis, a group of people (as few as two, but often several more) use
a brainstorming approach to identify hazards, hazard scenarios, how incidents can
occur, and what their probable consequences might be. Questions posed during the
brainstorming session may begin with “what-if,” as in “What if the air-conditioning
system fails in the computer room?” or may be expressions of more general concern,
as in “T worry about the possibly of spillage and chemical contamination during truck
offloading.”

All of the questions are recorded and assigned for investigation. Each subject of
concern is then addressed by one or more team members. They would consider the
potential of the hazardous situation and the adequacy or inadequacy of risk controls
in effect, suggesting additional risk reduction measures if appropriate.

CHECKLIST ANALYSIS

Checklists are primarily adaptations from published standards, codes, and industry
practices. There are many such checklists. They consist of lists of questions Pe“a’;‘,'
ing to the applicable standards and practices, usually with a “yes” “no” or “not ﬂPPt:’
cable” response. Their purpose is to identify deviations from the expected, and there bi
possible hazards. A checklist analysis requires a walk-through of the ared 10
surveyed.

Checklists are easy to use and provide a cost-effective way to identify hazards :h:l:
are customarily recognized. Nevertheless, the quality of checklists is dependen suit
the experience of the people who develop them. Further, they must be crafiod 8 me
particular needs. If a checklist is not complete, the analysis may not idt”nuﬁ-’ S::ias
hazardous situations. An example of a checklist for machinery design i o ses
Addendum C at the end of this chapter. A checklist for general desig purpouﬂd
appears in Chapter 16. These can serve as resources for those who choos® 4
their own checklists.
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WHAT-IFICH ECKLIST ANALYSIS
hnique combines the creative, brainstorming

¢ hazard analysis tec
od with the systematic approach of a checklist. Combining the

for the weaknesses of each. The what-if part of the process,
can help the team identify hazards that have the potential
using & usal factors for incidents, even though no such incidents have yet occurred.
to be dw;:ckli“ provides a systematic approach for review that can serve as an idea
The cr during the brainstorming process. Usually, a team experienced in the
B"n.eramopemﬁon, and maintenance of the operation performs the analysis. The
dfmli':r of people required depends, of course, on the operation’s complexity.
n

_if/checklis

s of the what-if meth
;p:ﬁques can compensate

prainstorming method,

URE MODES AND EFFECTS ANALYSIS

ure mode and effects analysis (FMEA) has been the tech-
nique of choice by design engineers for reliability and safety considerations. Such
techniques are used to evaluate the ways in which equipment fails and the response
of the system to those failures. Although an FMEA is typically made early in the
design process, the technique can also serve well as an analysis tool throughout the

life of equipment Or & process.
An FMEA produces qualitative, systematic lists that include failure modes, the
effects of each failure, safeguards that exist, and additional actions that may be
the failure modes would include: fails to stop

necessary. For example, for a pump,
when required, stops when required to run; seal leaks or ruptures; and pump case

leaks or ruptures.

Both the immediate effects and the impact on other equipment would be recorded.
Generally, when analyzing impacts, the probable worst case is assumed and analysts
would conclude that existing safeguards do or do not work.

Although an FMEA can be made by one person, it’s typical for a team to be

appointed when there is complexity. In either case, the traditional process is similar.

FAIL
In several industries, fail

;' ]I;l:nﬁfy the item or function to be analyzed.

+ Define the failure modes.

: l];:::rd .the causes of failure.

s, Entern:lsne the effects of failure.

- Enter g ries‘;:my code and a probability code for each effect.
code.

+ Record th acti .
e H
tions required to reduce a risk to an acceptable level.

Note thg
' the FMEA
E;Ode& The risk o Sa];:t:ocess desc.ribed_here requires entry of probability, severity, and
analy“?low it fulfl] the ne;: ent matrix shown in Table 11.12 and the risk category codes
8 form g v for traditional FMEA purposes. A failure modes and effects

Which
those codes would be entered is provided as Addendum B.
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HAZARD AND OPERABILITY ANALYSIS

The hazard and operability analysis (HAZOP) technique was developed to idep;
both hazards and operability problems in chemical process plants. An interdi;:?
plinary team and an experienced team leader are required. In a HAZOP applicatiol]'
a process or operation is reviewed systematically to identify deviations from desireci
practices that could lead to adverse consequences. HAZOPs can be used at any stage
in the life of a process,

HAZOPs usually require a series of meetings in which the team, using process dray.
ings, systematically evaluates the impact of deviations from the desired practices, The
team leader uses a set of guide words to develop discussions. As the team reviews each
step in a process, they record any deviations, along with their causes, consequences, safe-
guards, and required actions, or the need for more information to evaluate the deviation,

FAULT TREE ANALYSIS

A fault tree analysis (FTA) is a top-down, deductive logic model that traces the
failure pathways for a predetermined undesirable condition or event called a TOP
event. An FTA can be carried out either quantitatively or subjectively.

An FTA generates a fault tree (a symbolic logic model) that enter’s failure proba-
bilities for combinations of equipment failures and human errors that can result in
accidents. Each immediate causal factor is examined to determine its subordinate
causal factors until the root causal factors are identified.

The strength of an FTA is its ability to identify combinations of basic equipment
and human failures that can lead to an accident, allowing the analyst to focus preven-
tive measures on significant basic causes. An FTA has a particularly high value when
analyzing highly-redundant systems and high-energy systems in which high severity
events can OcCur.

For systems vulnerable to single failures that can lead to accidents, the FMEA and
HAZOP techniques are better suited. FTA is often used when another technique has
identified a hazardous situation that requires more detailed analysis. Making a fault tre¢
analysis of other than the simplest systems requires the talent of experienced analysts:

MANAGEMENT OVERSIGHT AND RISK TREE

the management oversight and

matized logic tree t© the
uipment a0

As Pat Clemens wrote in a paper cited previously,
risk tree (MORT) technique applies “a pre-designed, syste
identification of total system risks, both those inherent in physical eq
processes and those which arise from operational/management inadequacleS-e
MORT is an incident investigation and analysis technique. It is discussed hert'
for a particular purpose. There are four major stages in operational risk managemen™

. . . . . 2 1 i 'n d
1. Pre-operational stage: in the initial planning, design, specification, P ?ﬁ?g:,sfs

and construction processes, where the opportunities are greatest an i
are lowest for hazard and risk avoidance, elimination, reduction, o €=
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2. Operational stage: where hazards and risks are ident]

itigati i ntified and eval
mitigation actions are taken through redesign initiatives or ch uated and

methods before incidents or exposures occur. anges in work
3, Post-incident stage: where investigations are made of incj

i cid
to determine the causal factors that will lead to appmpriat:rjl:i and exposures
acceptable risk levels. erventions and

i Post-operational stage: where demolition, decommissioni i
rebuilding operations are undertaken. e 6 e

All of the hazard analysis and risk assessment techniques discussed previ
ously relate principally to the design process or achieving risk reduction ?ne:l: -
operational mode before hazards-related incidents occur. MORT was develo e;
for use principally when incident investigations are made—the post—fncidint
stage. In the Introduction to the NRI MORT User’s Manual, the following comments

gre made.

The Management Oversight and Risk Tree (MORT) method is an analytical

ure for inquiring into causes and contributing factors of accidents and.
incidents. The MORT method is a logical expression of the functions needed
by an organization to manage its risks effectively. MORT reflects a philosophy
which holds that the most effective way of managing safety is to make it an
integral part of business management and operational control. (p. viii)

MORT is a comprehensive analytical procedure that provides a disciplined method
for determining the systemic causes and contributing factors of accidents. MORT
directs the user to the hazards and risks deriving from both system design and proce-
dural shortcomings. When used properly in the post-incident stage of the practice of
safety, MORT provides an excellent resource from which decisions can be made to

redesign technical and procedural aspects of operations.

ADDITIONAL RESOURCES

A Risk Assessment Tool made available by the European Agency for Safety and
i‘IEalth at Work can be found at http:I/hwi.osha.eurdpa.eu/ra_tools _generic/. Parts
O;m il Dr?vide basic information on risk assessment. The subject matter consists
ide;t?:iy cight pages. Nevertheless, it takes a reader. through a basic Eazarg
idenﬁﬁcation and risk assessment process. Part I1I provides ch.eckhsts for azar
Machj Cation and selection of preventive measures for 10 subjects (.8 n?ovm%
i eCkll}efY electrical installations and equipment, fire, etc.). Part IV consnst§ 0
small_mts for seven occupation settings (€.8- office work, food processing,
In t;cale surface mining, etc.)
assessm:,:g ,I,( the Health and Safety Executive recently U
asic Unc' - e be accessed at http:/www.hse. gov.uk/ris
 “complicated system.

tly updated “Five steps to risk
k/fivesteps.htm. Itis also
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If a safety professional undertakes to inform supervisors and workers on th

fundamentals of hazard identification and risk assessment, say at safety Meetingg e
two foregoing resources will serve well in developing the presentations ang thg ‘;ﬂ‘le
nt.

ten material.
A particularly valuable reference is the Guidelines for Hazard Evaluation Procedype

Second Edition With Worked Examples, issued by the Center for Chemical Process Syf
Although this text is issued by a chemical industry organization, it is largely generic .
The Basics of FMEA, a 75-page 5x7-inch paperback FMEA by MCDern.l(m

Mikulak, and Beauregard, is a primer on the FMEA process.
In Chapter 13, “Three and Four Dimensional Numerical Risk Scoring Systems»

we comment on an FMEA publication issued for the semiconductor industry by
International SEMATECH. It is well done. Its uniqueness is that environmenta],
safety, and health considerations are vital in the process described.

OSHA has issued a paper on Job Hazards Analysis which has enough guidance
points to warrant inclusion of a modified version of it as Addendum C to this chapter.
Its definition of a hazard is the same as mine: A hazard is the potential for harm. The
paper also says that “Ideally, after you identify uncontrolled hazards, you will take
steps to eliminate or reduce them to an acceptable risk level.” But the data on elimi-
nating or reducing hazards are a bit shallow.

Should a safety professional want to acquire extensive and valuable texts devoted
entirely to applications in risk assessment, it is suggested that he or she consider two
books written by Bruce Main, president of design safety engineering.

1. Risk Assessment: basics and benchmarks is a 485-page treatise published in 2004.
2. Risk Assessment: Challenges and Opportunities is a 364-page text published in
2012.

With respect to risk assessment, Main has been a researcher, writer, consultant,
software developer, instructor, and a leader in standards development.
Addendum D provides additional information on types of hazards, hazardous

situations, and hazardous events.

AVOIDING UNREALISTIC EXPECTATIONS

Making hazards analyses and risk assessments is both an art and a science. whate:;;
the methodology—the simplest or the most complex—many judgments will et 0
in determining the severity potentials of hazards and the probably of occurrenc®
incidents and exposures. judg
Even though appliers of the risk assessment methodologies make informed J:Le'
ments, they may disagree on which hazards are most important because Ofsolve
severity potential and which risks deserve the highest priority. One W&¥ s ks are
those differences is to have qualified teams participate when the hazar ds and 18

considered significant, the intent being to reach consensus.
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who oppose the use of qualitative risk assessment techniques do so
somcmc outcomes are not stated in absolutely assured, precise numbers. Such
ause is not attainable because incident probability data are lacking, and the
cur'acyoé event outcomes is a best estimate. Expecting such results js unrealistic,
tyzcly recognition contjnu'es to grow that hazard analysis and risk assessment
Fol:hu;:s al'thOUSh largely qualitative, add value to operational risk management
me Ll

decision making.

CONCLUSION

This chapter is simply a primer on hazard analysis and risk assessment. Its purpose
is to provide a foundation for those who perceive that having additional knowledge
in this aspect of safety and health risk management provides an opportunity for
professional growth, accomplishment, and recognition. Having that knowledge adds
toone’s ability to evaluate hazardous situations and make more convincing presenta-
tions to management for resource allocation to accomplish the risk reduction
measures proposed.

Looking to the future, safety professionals can expect that having knowledge of
hazard analysis and risk assessment techniques will be required for job retention and ‘
career enhancement. Fortunately, it is not difficult to acquire the knowledge and skill
required to fulfill almost all of their needs.

As safety and health professionals become more involved in risk assessments,

they will come to understand that professional safety practice requires attention to
the two distinct aspects of risk:

* Avoiding, eliminating, or reducing the probability of occurrence of a hazard-
related incident or exposure
' HﬂViflg the severity

of the potential for harm or damage be as low as reasonably
Practicable
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ADDENDUM A-1
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Preliminary Hazard Analysis and Risk Assessment
Codes are in Addendum A-2

Prepared by Date Location Project No. Page No.___of Pages
Description of task/operation/process N
T —
Risk Risk
Before After
Risk Risk

Hazards Identified | E | S P | Code | RiskReductionMeasures | S | P | Code
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Risk Assessment Matrix

e S Occurrence Probabilities and Values IR
S everity Levels - .
S lues Unlikely (1)  Seldom (2)  Occasional (3) Likely (4)  Frequent (5)
Catastrophic (5) 5 19 0 20 25 i"
Crtical @) 4 8 12 16 20

: 3) 3 6 9 12 15
Negligible  (2) 2 * ° 8 10
nsignificant (1) ! 2 3 4 3
= il

Numbers were intuitively derived. They are qualitative, not quantitative and have meaning only in
relaﬁﬂﬂ to each other.

Codes: P — personnel; E - environment; D — damage - facility, equipment, business interruption;
M - material, product

Severity Descriptions
C- Catastrophic: One or more fatalities, total system loss and major business down time,
environmental release with lasting impact on others with respect to health, property
damage or business interruption.
Cr- Critical: Disabling injury or illness, major property damage and business down time, |
environmental release with temporary impact on others with respect to health,
property damage or business interruption. |
M-Marginal: ~ Medical treatment or restricted work, minor subsystem loss or property damage, 1
environmental release triggering external reporting requirements. |
N-Negligible:  First aid or minor medical treatment only, non-serious equipment or facility damage, |
environmental release requiring routine cleanup without reporting.
I-Insignificant:  Inconsequential with respect to injuries or illnesses, system loss or down time,
or environmental release.

Probability Descriptions
U-Unlikely:  Could occur but hardly ever.
E ~ Qccasional: Could occur intermittently.
: - Likely: Probably will occur several times.
~Frequent:  Likely to occur repeatedly.
—
andmﬂng the Severity and Occurrence Probability values yields a risk score in the matrix. The risks
action levels are categorized below.

Risk Categories, Scoring, and Action Levels

Cate
ﬁﬁsk Risk Score Action Level
M- Moderage lto5 Remedial action discretionary. o
f!‘ Serioyg risl? il Remedial action to be taken at appropriate tume.
cap 1 ; A AP
High rig Oto 14 Remedial action to be given high priority —r

I5or greater  Immediate action necessary. Operation not permis ncert )
an unusual circumstance and as a closely monitored and limite

exception only with approval of the person having authority to

accept the risk.
® 195
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ADDENDUM C
m

This presentation is an adaption from Job Hazard Analysis, U.S. Department of
Labor, Occupational Safety and Health Administration, OSHA 3071, 2002 (revised),
Available at http://www.osha. gov/Publications/osha3071 html.

What is a Hazard? _
A hazard is the potential for harm. In practical terms, a hazard often is associated
with a condition or activity that, if left uncontrolled, can result in an injury or illness,
Identifying hazards and eliminating or controlling them as early as possible will help

prevent injuries and illnesses.

What is a job hazard analysis?

A job hazard analysis is a technique that focuses on job tasks as a way to identify
hazards before they occur. It focuses on the relationship between the worker, the task,
the tools, and the work environment. Ideally, after you identify uncontrolled hazards,
you will take steps to eliminate or reduce them to an acceptable risk level.

Why is Job Hazard Analysis Important?

Many workers are injured and killed at the workplace every day in the United
States. Safety and health can add value to your business, your job, and your life.
You can help prevent workplace injuries and illnesses by looking at your workplace
operations, establishing proper job procedures, and ensuring that all employees &
trained properly.

One of the best ways to determine and establish proper work p
conduct a job hazard analysis. A job hazard analysis is one component
commitment of a safety and health management system.

rocedures is ©0
of the largef

Advanced Safety Management: Focusing on Z10 and Seri i '
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what is the Value of a Job Hazard Analysis?

Gupervisors can use the findings of a job hazar i i

hafﬂf ds in their workplace_s. This is likely to r(:s?;llf li);m:e:r) B i
illnesses; safer, more effective WOk k methods; reduced worke: er' bl i =
and increased worker p.roductmty. The analysis also canll;S o voeion ooy
raining NeW employees in th.e Steps required to perform their ‘e bal e

For a job hazard analysis to be effective, management S

commitment _to safety anc! health and follow through to COHIEESI P o
hazards identified. Otherwise, management will lose credibili tgn il
hesitate to go to management when dangerous conditions ﬁuet:ma;lm2$ployees S

What Jobs are Appropriate for a Job Hazard Analysis?

A job hazard analysis can be conducted on many jobs i o
should go to the following types of jobs: ¥ JObs In your workplace. Priority

« Jobs with the highest injury or illness rates;

* Jobs \:vith thf: potential to cause severe or disabling injuries or illness, even if
there is no history of previous accidents; '

« Jobs in which one simple human error could lead to a severe accident or injury;

* Jobs that are new to your operation or have undergone changes in processes and
procedures; and

* Jobs complex enough to require written instructions.

Where do I Begin?

Involve your employees. It is very important to involve your employees in the hazard
analysis process. They have a unique understanding of the job, and this knowledge is
invaluable for finding hazards. Involving employees will help minimize oversights,
ensure a quality analysis, and get workers to “buy in” to the solutions because they
will share ownership in their safety and health program.
hi Review your accident history. Review with your e
Story of accidents and occupational illnesses that nee
?}‘;‘;:ddirepair or replacement, and any “near misses” — even
ard cogt:(;t {(}f:fcur, ;Jut could have. These ex:n:its are mdlcatc::':u s
s (if any) may not be adequate and deserve more s A
OC‘:nd.uct_ a preliminary job review. Dcilscuss with your employees the hazalrctlls thet();
™ Xist in their current work and surroundings. Brainstorm with them for ideas

“minate o ¢
ontrol those hazards. e Ii
lake ::;e hﬂlﬂfds exist that pose an immediate danger 10 an cue loy;: Sohrf;gdh::gg
diate action to protect the worker. Any problems that ca1 b liawd analysis.

Shoulq pe J

Mldbe corrected as soon as ible. Do not wait to complete your JO
S wil] possible. Dono Ith and enable you to f0cUS 7
the demonstrate your commitment to safety and beith st el'l?; 120); those hazards

Geterpy, and jobs that need more study because of their complexI
“ 10 present unacceptable risks, evaluate types of hazard controls.

mployees your worksite’s
ded treatment, losses that
ts in which an accident
that the existing
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List, rank, and set priorities for hazardous jobs. List jobs with hazards that Prese
unacceptable risks, based on those most likely to occur and with the most che:t
consequences. These jobs should be your first priority for analysis. b

Outline the steps or tasks. Nearly every job can be broken down into job tagks b
steps. When beginning a job hazard analysis, watch the employee perform the job
and list each step as the worker takes it. Be sure to record enough information to
describe each job action without getting overly detailed. Avoid making the breakdown
of steps so detailed that it becomes unnecessarily long or so broad that it does not
include basic steps. You may find it valuable to get input from other workers wh

have performed the same job. _
Later, review the job steps with the employee to make sure that you have not omit.

ted something. Point out that you are evaluating the job itself, not the employee’s job
performance. Include the employee in all phases of the analysis—from reviewing the
job steps and procedures to discussing uncontrolled hazards and recommended

solutions.
Sometimes, in conducting a job hazard analysis, it may be helpful to photograph

or videotape the worker performing the job. These visual records can be handy refer-
ences when doing a more detailed analysis of the work.

How do I Identify Workplace Hazards?
A job hazard analysis is an exercise in detective work. Your goal is to discover the

following:

« What can go wrong?

» What are the consequences?

» How could it arise?

» What are other contributing factors?
 How likely is it that the hazard will occur?

To make your job hazard analysis useful, document the answers to these questions
in a consistent manner. Describing a hazard in this way helps-to ensure that your
efforts to eliminate the hazard and implement hazard controls help target the most
important contributors to the hazard. Good hazard scenarios describe:

* Where it is happening (environment),

* Who or what it is happening to (exposure),

* What precipitates the hazard (trigger),

* The outcome that would occur should it happen (consequence), and
* Any other contributing factors.

. . LW ingular
Rarely is a hazard a simple case of one singular cause resulting 11 one Sl:;i; to
effect. More frequently, many contributing factors tend to line up in 8 cert&?
create the hazard. Here is an example of a hazard scenario:
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In the metal shop (environment), while clearing a snag (trigger), a worker’s
hand (exposure) comes into contact with a rotating pulley. It pulls his hand into
he machine and severs his fingers (consequences) quickly.

rm a job hazard analysis, you would ask:

o wrong? The worker’s hand could come into contact with a rotating
hes” it and pulls it into the machine.
2 The worker could receive a severe injury and lose

To perfo
. Whatcang

object that “catc
« What are the consequences

fingers and hands.
« How could it happen? The accident could happen as a result of the worker

trying to clear a snag during operations or as part of a maintenance activity
while the pulley is operating. Obviously, this hazard scenario could not occur if
the pulley is not rotating.

« What are other contributing factors? This hazard occurs very quickly. It does

not give the worker much opportunity to recover or prevent it once his hand
ith the pulley. This is an important factor, because it

comes into contact w1
helps you determine the severity and likelihood of an accident when selecting

appropriate hazard controls.
Unfortunately, experience has shown that training is not very effective in hazard

control when triggering events happen quickly because humans can react only so
quickly.
« How likely is it that the hazard will occur? This determination requires some
judgment. If there have been “near-misses” or actual cases, then the likelihood
of a recurrence would be considered high. If the pulley is exposed and easily

accessible, that also is a consideration.

In the example, the likelihood that the hazard will occur is high because there is no
guard preventing contact, and the operation is performed while the machine is running.
By following the steps in this example, you can organize your hazard analysis activities.

HOW DO | CORRECT OR PREVENT HAZARDS?

iﬁ‘t‘;]fo:lzviqwin'g your list of hazards with the employee, consider what. conlfrol
i 1:111 eliminate or reduce them. The most effective controls are engineering
eXposure toatthphyswally change a machine or work environment to prevent employee
Vented, the bee hazard. The more reliable or less likely a hazard control can be circum-

Y tter. If this is not feasible, administrative controls may be appropriate.

s iI;l;}; ;nvolve changing how employees do their jobs. | |

eir respmyour recommendations with all employees who perform tl?e job and consider

—— unses carefully. If you plan to introduce new or modified job procedures, be
derstand what they are required to do and the reasons for the changes.
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EXAMPLES OF HAZARDS,
HAZARDOUS SITUATIONS,
AND HAZARDOUS EVENTS

This checklist is an adaptation from a standard issued by the International Organization
for Standardization titled Safety of machinery. General Principles for Design. Risk
assessment and risk reduction, EN ISO 12100-2012. The checklist is a guide for
companies located throughout the world that design and manufacture machinery and
equipment that would go into workplaces. Although the checklist pertains to a broad
range of equipment, those who use it as a reference must understand that it could not

possibly include all hazards and all hazardous situations.

Mechanical Hazards
Due to machine parts or work pieces: e.g.,
* Shape

* Relative motion |
* Mass and stability (potential energy of elements which may move under the

effect of gravity)
* Mass and velocity (kinetic energy of elements in controlled and. uncontrolled

motion)
* Inadequacy of mechanical strength

Advanced Safety Management: Focusing on Z10 and Serious Injury Prevention,

Second Edition. Fred A. Manuele,
© 2014 John Wiley & Sons, Inc. Published 2014 by John Wiley & Sons, Inc.
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Due t0 accumulation of energy inside the machinery: e.g

« Elastic elements (springs)
o Liquids and gases under pressure

. The effect of vacuum

Mechanical Hazards Due to the Potential for
« Crushing

o Shearing

« Cutting or severing

« Entanglement

« Drawing-in or trapping

o Impact

« Stabbing or puncture

« Friction or abrasion

« High-pressure fluid injection or ejection

Electrical Hazards Due to

« Contact of persons with live parts (direct contact)
« Contact of persons with parts which have become live under faulty conditions

(indirect contact)
« Approach to live parts under high voltage

* Electrostatic phenomena
* Thermal radia'tion or other phenomena, such as the projection of molten parti-
cles and chemical effects from short circuits, overloads, etc.

Thermal Hazards, Resulting in

. Burns_, scald_s, and other injuries by a possible contac

mz:itenals with an extreme high or low temperature,
. ;H also by the radiation of heat sources

amage to health by hot or cold working environment

t of persons with objects or
by flames or explosions,

H
AZards Generated by Noise, Resulting in

* Hearin
g loss (deafness : Jogical di
cl)f awareness) ), other physiological disorders (€.
* Interf |
erence with speech communication, acoustic signals, etc.

g., loss of balance, loss

Hazay,
. Uds Generated by Vibration
s¢ of . :
disardeiandheld machines resulting in a variety of neurological and vascular
" Whl .
¢ body vibration, particularly when combined with poor postures
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Hazards Generated By Radiation
 Low-frequency, radio-frequency radiation; microwaves
o Infrared, visible, and ultraviolet light
¢ X- and gamma rays
« Alpha and beta rays, electron or ion beams, neutrons
* Lasers

Hazards Generated by Materials and Substances
(and their Constituent Elements) Processed or Used by the Machinery

« Hazards from contact with or inhalation of harmful fluids, gases, mists, fumes

and dusts

* Fire or explosion hazards
« Biological or microbiological (viral or bacterial) hazards

Hazards Generated By Neglecting Ergonomic Principles
In Machinery Design; A E.G.,
e Unhealthy postures or excessive effort

» Hazardous situations due to lifting
e Inadequate cqnsideration of hand—arm or foot-leg anatomy

« Neglected use of personal protection equipment

o Inadequate local lighting
« Mental overload and underload, stress

o Human error, human behavior
« Inadequate design, location, or identification of manual controls

« Inadequate design or location of visual display units

Hazards Deriving from Unexpected Startup, Unexpected
Overrun/Overspeed (or any Similar Malfunction) from

» Failure/disorder of the control system

« Restoration of energy supply after an interruption
» External influences on electrical equipment

o Other external influences (gravity, wind, etc.)

* Errors in the software
« Errors made by the operator (due to mismatch of machinery

characteristics and abilities)

with human

« Impossibility of stopping a machine under the best possible conditions

» Variations in the rotational speed of tools
* Failure of the power supply
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o Failure of the control circuit

« Errors of fitting

+ Breakup during operation

» Falling Of ejected objects or fluids

o Loss of stability/overturning machinery

o Slip, trip, and fall of persons, related to machinery

Hazards, Hazardous Situation and Hazardous Events Due to Mobility:

Relating to the traveling function

. Movement when starting an engine

« Movement without a driver in the driving position

« Movement without all parts in a safe position

« Excessive speed of pedestrian-controlled machinery
« Excessive oscillation when moving

Linked to the work position (including driving station) on a machine

« Fall of persons during access (or at/from) the work position
« Exhaust gases/lack of oxygen at the work position
« Fire (flammability of the cab, lack of means extinguish to
» Mechanical hazards at the work position:
1. Contact with the wheels
2. Rollover
3. Fall of objects, penetration by objects
4. Breakup of parts
3. Contact of persons with machine parts or tools
(pedestrian-controlled machines)
* Insufficient visibility from the work position
* Inadequate lighting
* Inadequate seating
* Noise at the work position
: Vibration at the work position
Insufficient means for evacuation/emergency

Due ¢
0 . .
the power source and to the transmission of power

] H&Z
ards from an engine and batteries

L}

HaZar
e s from transmission of power between machines
ads from coupling and towing
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From/to third persons
* Unauthorized startup/use
* Drift of a part away from its stopping position
* Lack of or inadequacy of means of visual or acoustic warning of

Hazards, Hazardous Situations, and Hazardous Events Due to Lifting

Mechanical hazards and hazardous events
* From load falls, collisions, machine tipping caused by:

1. Lack of stability
2. Uncontrolled loading, overloading, overturning moments exceeded

3. Uncontrolled amplitude of movements
4. Unexpected/unintended movement of loads
5. Inadequate holding devices/accessories
6. Collision of more than one machine
* From access of persons to load support
* From insufficient mechanical strength of parts
* From inadequate design of pulleys, drums
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>ROVISIONS FOR RISK
ENTS IN STANDARDS

ASSESSM
GUIDELINES: SECTIONS

ND
45 AND 5.1.1 OF Z10

-...—-"'"'"'———__

ds indicate that having the ability to make risk assessments

As stated in Chapter 11, tren
will be expected of safety professionals. That premise has acquired considerable
inclusion of provisions in safety standards and

sessments be made. This trend will
have an impact on the knowledge and skills that safety professionals are expected to

nave. It will also provide career opportunities for them.
is a partial list of standards, guidelines, and initiatives

Addendum A in this chapter 1S 2
that require or promote making risk assessments. To avoid having the list become
overly lengthy, 2005 was selected as the year to begin recordings in the list. That is the
year that the first version of Z10 was adopted as a national standard. Although there are

35 items in the list, it is probably not complete.
als on trends throughout the world

To provide guidance for safety profession
rega,’ﬂ"_lg requirements for risk assessments, we comment in this chapter on selected
entries in the list to demonstrate:

* The variations in content for risk assessments in the standards and guidelines

. ihPeCIﬁcity or lack thereof in their content

e pace and importance of recent activity
There are gimilacis: drafters of
are similarities and differences in. the approaches taken by the 2
fic whereas others apply acf

e ; :
andards and guidelines. Some are industry specl

Advang
S ed Sa .
©e;?)?g ?diﬁ{;rymgﬁem: Focusing on Z10 and Serious Injury Prevenfior
ohn Wj - Manuele.

iley & Sons, Inc, Published 2014 by John Wiley & 500% 0t 207
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all industries. The message they give is clear: Sa'lfety professionals will be eXDecteq
to have knowledge of a variety of hazard analysis and risk assessment methog and

how to apply them.

EN ISO 12100-2010: SAFETY OF MACHINERY—GENERAL PRINCIPLEs
FOR DESIGN. RISK ASSESSMENT AND RISK REDUCTION.

This standard, issued in 2010 by the International Organization for Standardization
(ISO), has had an interesting history. The standard combines and replaces three previ-
ously issued ISO standards. Note that “Risk assessment and risk reduction” are inclugeg
in the title. That’s significant, as it displays the significance that risk assessment ha
attained in designing for the safety of machinery. The impact of this standard worldwide
has been substantial. '

ISO 12100-1, Safety of machinery—Basic Concepts, General Principles for
Design—Part 1, presented general design guidelines and required that risk assessments
be made of machinery going into a workplace. ISO 12100-2, Safety of Machinery—
Basic concepts, general principles for design—Part 2: Technical Principles, gave
extensive details on design specifications for the “safety of machinery.” ISO 14121,
Safety of machinery—Principles of risk assessment, set forth the risk assessment
concepts to be applied. EN ISO 12100-2010 combines these three standards and
retains their content.

EN ISO 12100-2010 is truly an international standard and has had considerable
influence worldwide. Its existence implies that a huge majority of countries agree on
the principle that hazards should be identified and analyzed and their accompanying
risks should be assessed in the design processes for machinery.

The “EN” that precedes “ISO” in the title indicates that the origins of the standard
were in the European Community (later, the European Union). Several standards that
were applicable in the European Union and had titles beginning with the EN designation
became ISO standards. Some of the relative EN standards were written in the 1990s.

The European Union standards have had considerable influence on manufacturers
throughout the world. An example follows. Suppliers of products that are to g0 mtz
acountry that is a member of the European Union are required to place a “CE mart
on products to indicate that all operable European Union directives have been M
Risk assessment provisions in EN ISO 12100-2010 are among those requirements:

Additional European Influence

ut
Other developments originating in Europe have also had a noteworthy impact througt?
the world. Comments on two of them follow, ationd)
BS OHSAS 18001:2007 is the desi gnation for a guideline titled Oc?ﬁtituﬁon
health and safety management systems—requirements, a British stanfi > pidder 18
publication. In some contract situations, particularly in Asian countrieS: ¢ Among
required to establish that its safety management system has been “certl éertif)’ing
other things, the British Standards Institution has attained prominence o
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; 18001 is the base upon which certification ;
ntitys and - * certification i ;
Z 007 revision, requirements for risk assessments becm:fl; ar:t:: ?r Withheld. In a
. H i i ok 1Cit.

The gulde.llﬂc.s now say in Section 4.3.1: ."I'he Organization s‘naIIJI :;tabl' h, i
mentand n'faln{iﬂlﬂ a procedure(s) for the’ ongoing hazard identification, rigk 1sh, imple-
and determination of necessary controls: As an indication of how broa;ll this sessment,
. nown and used, Singapore adopted it fully as law in 2009, e

In August 2008, the European Union (EU) launched a two-

on risk assessment. Their bulletin states: year health and safety

campﬂiS“ focusing

Risk assessment is the cornerstone of the European approach t

oocupational accidents and ill health. If the risk assessmelﬂpprocessig:zgg
of the healt!l and safet){ management approach—is not done well or not at all
the appropriate preventive measures are unlikely to be identified or put in place,.

That statement of the EU is seminal. It states boldly: “Risk assessment is the start
of the health and safety management approach,; if it is not done well or not at all,
safety efforts will be misdirected.” It is noteworthy that several European countries
have continued with innovation on risk assessment since 2010, the year in which the

campaign ended.

B11.TR3-2000: RISK ASSESSMENT AND REDUCTION —A GUIDELINE
T0 ESTIMATE, EVALUATE AND REDUCE RISKS ASSOCIATED
WITH MACHINE TOOLS

“TR” stands for “Technical Report.” “TR3” is the acronym for areport issued by the BLL
TR3 Subcommittee formed by the Machine Tool Safety Standards Committee (B11) of
the American National Standards Institute. The secretariat for this work is the Association
for Manufacturing Technology. . s dags

TR3 became a registered document at AN SI in November 2000, the Yeaf}mmed"
ately following the approval of the robotic standard. Its historic value and its influence
e recognized here. Principles set by the TR3 subcommittee follow.

" Asimple, practi ' alysis and risk assessment process is
practical, and generic hazard analy e imall B san Ancl

to be developed that has the potential to be incorporat

* The proce i
ss must apply to both suppliers and users European

To the exten possible, the technical report is t0 be harmonized with
Standards,

The 4 —
Hoye,..ument produced inciples. TR3is 2 guideline,
OWe matches the princip  fed into im0 ot

Ve .
ANgy T, the content of the guideline has been incorpo
document O hazard ana?l‘ysxs

la .
Over 9[(1}%7?:2; ;]?f which there are 24.
d rigy e guideline is generic. Thus, it s 8 asic . itized
' ] : ; [ tO a non
“Sessment that provides guidance on reducing 1 according t0 8P
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selection of appropriate design and protective measures, Whey th
i €

process is complete, an acceptable risk level is to be achieved.
As an indication of its influence, almost all of its provisions are now includeg

in the 2010 version of B11.0, the American National Standard entitled Safe
Machinery—General Requirements and Risk Assessment. ek

procedure and on the

A Standard of Major Consequence
Because of the breadth of its coverage, ANSI B11.0-2010, Safety of Machinery—
General Safety Requirements and Risk Assessment, has major consequences. This is its

stated purpose: “This standard describes procedures for identifying hazards, assessing
risks, and reducing risks to an acceptable level over the life cycle of machinery.”
has only one exclusion—portable hand tools:

Note that its Scope, as follows,
d or rebuilt power driven machines, not

“This standard applies to new, modifie
portable by hand, used to shape and/or form metal or other materials by cutting,
impact, pressure, electrical or other processing techniques, or a combination of

these processes.”
The standard includes an explicit requirement that machinery suppliers, recon-
le risk levels. ANSI B11.0 is the most

structors, modifiers, and users achieve acceptab
comprehensive standard outlining the risk assessment process currently available
for all of the operational categories just mentioned.

The ANSI B11.0 standard is built on standards that preceded it, including EN 1050,
ANSI B11 TR3, ANSI/RIA R15.06 (robotics), ANSI B 155.1 (packaging machinery)
ISO 12100 (safety of machinery), SEMIS 10 (semiconductors), and several otherS-A:
with most standard development efforts, the writing committee started, with the worf
completed by others, and then advanced the wo pans

rk to improve the content as
continuous improvement.
The Foreword from B11.0 includes the following: “The concepts
contained in this standard can be applied very broadly to 2 wide variety of
and applications.” Documented risk assessments Were first introduced 10

s and P"iﬂcjples
sysleﬂls

jsk
the publication of ANSIB! l;;d Reduc?
ide to Estimate, EV@ ua

sy RO

Jicatio”

aﬂd

« The machine tool industry in 2000 with
Assessment and Risk Reduction—A Gu
Risks Associated with Machine Tools

» The robot industry in 1999 with the publication of AN
Requirements for Industrial Robots and Robot Systems e pub

» The packaging and related machinery industry in 2006 W! Maghinffy
o ANSUBMNG B135.1. Safety Requirements for Packis!™s
Packaging-Related Converting Machinery

; .. g rece

" The Foreword also states: “Prevention through Design or-PtDalrfdaeliﬂ‘i" s

the industry; the objectives of risk assessment, risk reductiof is staﬂ‘wd'

hazards as early as possible are integral to and not new ©

objective is also taken from the Foreword:
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The objective of thfz B11 standards is to eliminate injuries to personnel fr
machinery Of machinery systems !)y establishing requirements for the d rom
: reconsn:uctwn, modification, installation, set-up Opcraﬁoeslgn,

- -tenance of machinery or machine systems. This standard ,should be"uagg
by suppliers a:“fl e wellae b.y the appropriate authority having _iurisciic-
tion. Responsxblhtles have Peen assigned to the supplier (i.e., manufacturer, the
reconstructo: and the modifier), the user, and the user personnel to impler;lent
(his standard. This standard is not intended to replace good judgment and
rsonal responsibility. Personnel skill, attitude, training and experience are

safety factors that must be considered by the user.

es typically have long life spans and ANSI B11.0 addresses the life cycle of
Once a supplier sells a machine, it usually has limited control over it. The
hine and determines where it is to be installed, how it is used, and if,
ns it. Additionally, machinery is often modified—sometimes fo;

Machin
machinery-
user OWns the mac
how, and who maintai

the better or less SO.
ANSI B11.0 were written, largely, by Bruce Main,

Comments made here on
president of design safety engineering. He was the chair of the committee that wrote

the standard.

E—

ANSVAIHA Z10-2012: THE STANDARD FOR OCCUPATIONAL
HEALTH AND SAFETY MANAGEMENT SYSTEMS

The first version of Z10, approved in 2005, required that processes be in place “to

identify and take appropriate steps to prevent or otherwise control hazards and reduce
risks associated with new processes Or operations at the design stage.” Its Annex E
was captioned “Assessment and Prioritization”. That annex commented on assessing
the level of risk and included a hazard analysis and risk assessment guide. But a

specific requirement that risk assessments be made was not included in the standard.
0 has a “shall” provision on risk

Thinking changed. The 2012 version of Z1
assessment in Section 5.1.1. It says: “The organization shall establish and implement
arisk assessment process(es) appropriate to the nature of hazards and level of risk.”
Annex F, “Risk Assessment.” provides extended guidance.

ANSUPMMI B155,1-2011: SAFETY REQUIREMENTS FOR PACKAGING
NVERTING MACHINERY

WACHINERY AND PACKAGING-RELATED CO

e standard was aPPme’d
ecretariat

Ehe hl;tlo'ry of B155.1 dates back to 1972. A revision of th
for the st;; 2006.’ one of several revisions in the intervening 34 years. The s
e .dard is the Packaging Machinery Manufacturers Institute. o 5T
ard Major revisions in the 2006 version are indicative of the progress 1n th¢ -
acceptance of the premise that hazard analysis and risk assessment provisl

Shoulq pe ;
be included in ANSI safety standards.
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s in the risk assessment process, all weg

. list of the major step X
In the following lis 6.8, which was added in the 2011 versjqy,

included in the 2006 version except Section
These are the key elements in Section 6:

Section 6.0: The Risk Assessment Process
6.1 General
6.2 Prepare for/set limits of the assessment
6.3 Identify hazards
6.4 Assess initial risk
6.5 Reduce risk
6.6 Assess residual risk
6.7 Achieve acceptable risk
6.8 Validate risk reduction measures
6.9 Document the results

A review made of Section 6, which covers nearly eight pages in small print, indi-
cates that the guidelines are largely generic. Note that in the risk assessment process,
risk reduction measures are to be taken, if necessary, after the initial risk assessment
and that the resulting residual risk is also to be assessed. The goal of all this is to
attain acceptable risk levels through a continual application of the process. That's a
sound methodology.

In Section 6.4.1, this requirement is stated: “Risks shall be assessed using a risk
scoring system.” The example risk scoring system shown in the standard’s Table 1 is
taken from TR3.

Annex D of the standard is a risk assessment matrix. Several scoring systems ar¢
shown, one of which, taken from MIL-STD-882, is given in Table 12.1.

TABLE 12.1 Risk Assessment Matrix

e IR Severity of Harm e

Probability Catastrophic Serious Moderate w_n_o_r._-—

:?ry likely High High High Medium

Licly High High Medium Mediv®

R ely Medium Medium Low Negﬁgible
emote Low Low igi Negligh’®

Negligible ________g_.._/
A MAJOR CONCEPT CHANGE

The following sentence appears in the Foreword for both the 2006 and 2011 Versi0ﬂ5

of B155.1 (and in ANSI B11 .0-2010):

T'hj f
andslg]:rr(s,lon OfEhe standard has been harmonized with the internationﬁfl (ISO)
pean (EN) standards by the introduction of hazard identificatio? an
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) sment as the principal method for analyz;
::g :cslff:ving a level of acceptable risk. "yzing hazards to Personnel

{ language presents an int.eresting and weighty concept. It i :
megj:te meit in an EU publication indicating that risk a.'sse,ls)smenstz}sg g;déggrt?s‘tyoﬂ
of the European aPPmth to prevent occupational accidents and ill health,

If all safety prf)fesswnal_s ac_ce:pt.that hazard identification and risk assessment
are the first steps 10 Preventlng injuries to personnel, a major concept change in the
practice of safety will have been achieved. Adopting that premise takes the focus
away from what have been called the unsafe acts of workers and redirects it to work

system causal factors. This is sound thinking.

CERTAIN GOVERNMENTAL VIEWS

In a July 19, 2010 letter to the OSHA staff, the assistant secretary David Michaels
wrote on several subjects, one of which follows: “Ensuring that American workplaces
are safe will require a paradigm shift, with employers going beyond simply attempting
to meet OSHA standards, to implementing risk-based workplace injury and illness
prevention programs.”

If elements in injury and illness prevention programs are to be risk-based, activity
will be necessary to identify and assess the risks. That starts with hazard identification
and analysis and, then, taking the next step to establish the risk level.

OSHA has not shown that it is adopting the concept of risk-based decision making.
This statement by Michaels is noteworthy because it demonstrates that the head of a
major governmental entity involved in occupational safety and health has recognized
that injury and illness prevention programs should be risk-based. As will be seen,
heads of other governmental agencies have reached similar conclusions.

_ In the December 8, 2010 Federal Register, the Federal Railroad Administration
issued an advance notice of proposed rulemaking for certain railroads to have a risk

RM;"ﬁP“ program, The Federal Registry entry stated: “It is proposed that the Risk
gy on Program be supported by a risk analysis and a Risk Reduction Plan.” Enter
ederal Railroad Administration Risk Reduction Program” into a search engine and

the fOl]DWing appears.

R'I:;k Reduction Program

it thep“m?f)”mission of the Risk Reduction Program Division is

» nation’s railroads by evaluating safety risks and managi-ng
the numbers and rates of accidents, incidents, injuries

ensuring the safety
those risks in order
and fatalities.

Our miggi oy +
Mission ig accomplished by:

* Identifu: e
' d::: tllfyu}g, collecting and analyzing precursor accident data to'identify 11;1151::
: fed voluntary pilot programs in cooperation with stakeholde

at : AP
are designed to mitigate identified and potential risks
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« Propagating and institutionalizing best practices and lessons learned to
the entire rail industry '
ort, data, and recommendations needed by

e Providing analytical support, ‘
stakeholders to develop strategics, plans and processes to improve safety
and promote positive organizational change

« Developing and enforcing regulations promulgated in response to the Rail

Safety Improvement Act of 2008

On March 11, 2011, the Pipeline and Hazardous Materials Safety Administration
announced that hazardous materials regulations are to be modified to require that risk
assessments be made of loading and unloading operations.

eetings/MtgHome.mtg?mtg:? 0 is entered into

If http://pﬁnﬁs.phmsa.dot.gov/m
an address bar, a report will be found on a meeting held in July 2011 to provide an
opportunity for stakeholders to comment. Data-gathering activity continues. The

report says, among other things:

forum for exchanging information on identifying

This event is to provide an open
ents and record keeping for onshore pipelines.

threats, improving risk assessm
Specifically it will:

« Provide a U.S. and International Regulatory perspective on pipeline integrity

risk assessments.
« Provide an operator overview of the ch
risk assessments, canvassing effective approaches,
o Identify options with addressing interactive threats, legacy pipe
approaches for dealing with recordkeeping gaps. :

allenging factors with conducting
and case studies.
lines and

On October 15, 2010, the Bureau of Ocean Energy Management Regulation and
Part 250 Subpart 5.

Enforcement (BOEMRE) published the Final Rule for 30 CFR
Safety and Environmental Management Systems, in the Federal Register (15FR 63610)
'Ihe-Fmal Rule incorporates by reference, and makes mandatory, the 'American Petroleu™
Institute’s Recommended Practice for Development of a Safety and E“Vimnmefml
ﬁ:nagement Program for Offshore Operations and Facilities (API RP 75), 3rd editio:
ey uztgc:s reaffirmed May 2008. This recommended practice, including its appendic®®
e a complete Safety and Environmental Management System (SEMS): ing
inthe G manc.la“’d that by November 15, 2011, all operators and lessees oo that
e Gulf of Mexico had to submit a comprehensive SEMS plan to the regulatc"

was required to address the following 13 elements of API RP 75:

1. General Management Program Principles
2. Safety & Environmental Information

3. Hazards Analysis

4. Management of Change

5. Operating Procedures
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6. Safe Work Practice
7, Training
g, Quality Assuranc
g, Pre-Startup Review
10. Emergency Response & Control
11. [ncident Investigation

12. SEMS Element Audit
13. Documentation and Recordkeeping

e/Mechanical Integrity

{
|
{
1

This development is of particular interest for two reasons. Operators and lessees
ted are required by regulation to make hazards analyses (the first step in making
arisk assessment). Also, the plan required is a combination that includes occupational
safety, public safety, and environmental safety in one instrument. That combination is
a development that needs continual observation. I polled safety directors to determine
what proportion of the safety professionals at their locations have responsibilities for
both occupational safety and environmental concerns. The range was from 50 to 90%.
Risk assessments have been made for many years in the branches of the military,
he National Aeronautics and Space Administration; some chemical operations; the
atomic energy field; pharipecutice] companies operating under the rules of the Food
and Drug Administration; research activities pertaining to public health; traffic control
studies; and other fields.
That additional federal governmental entities have become risk conscious and are
requiring that risk assessments be made is an indication of the trend—the subject of

this chapter.

ANSI-ASSE 2590.3: PREVENTION THROUGH DESIGN— GUIDELINES
AL HAZARDS AND RISKS

FOR ADDRESSING OCCUPATION.

IN DESIGN AND REDESIGN PROCESSES

This standard was approved by the American National Standards Institute on

fcptember 1, 2011, Extensive comments are made on the standard in Chapter 16,

il;?"e’_‘ﬁ‘?'n through Design”. It is mentioned in this chapter because it is another

guidcT'm of the trend to have provisions for risk assessments in standards and
elines, The core of Z590.3 is risk assessment.

MIL.
srkpfgzmli-zm 2: THE U.S. DEPARTMENT OF DEFENSE
D PRACTICE FOR SYSTEM SAFETY

Asic oot . .
Del::rts;,f in its Foreword: “This Standard is approved for use by allanlltafy
COntracty Nis and Defense Agencies within the Department of Defer.ise. Certain
= r""‘luirrs engaged by those departments and agencies are required to meet

ements of the standard. This version Was approved May 11,2012, It1s
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: : system-safety.org/. Scroll down and click on M . STD.
gvatlliabl‘e Zt_illlt;%’ ::”ovl"l:vmg for a free copy. I strongly recommend that safety p:)ssz
w e ngbtajn a copy of this standard for informative purposes. §-
SIOII&IS(I; e document for the Standard Practice for System Safery, MIL-sTp). 8
waﬂlszuﬁ in 1969. It was a seminal document at that time and hi.is continyeq ¢, "

important reference. Four revisions of this stand.ard have been issyeq Over a gpa,
2? Ep;ears MIL-STD-882 has had considerable m.ﬂuen_ce.on ‘the developmep of
hazard identification and analysis, risk assessment, risk elmnnatlc.m, and risk Contrg]
concepts and methods throughout the world. Much of thg wprdn}g On risk asgegs.
ments and hierarchies of control in safety standards and guidelines issueq throughgy
the world relate to that in the several versions of 882.

MIL-STD-882E extends the previous issue—882D—considerably. For example,
the 882D version, including addenda, had 26 numbered pages; the 882E version ha og
numbered pages. It replaces some of what was in 882C that was not included jp 882D,

In 882E, achieving and maintaining acceptable risk levels dom__inates; revisions are
made in the system safety process that give additional emphasis to hazard analysis and rigk
assessment; the use of a risk assessment matrix is required; noteworthy revisions are mage
in the design order of preference; appropriate emphasis is given to managing High and
Serious risk levels; and a major section is devoted to software and software assessments,
Excerpts follow, some of which are modified to avoid governmental terminology.

Section 4 in 882E, “General Requirements,” sets forth the “requirements for an
acceptable system safety effort.” Section 4.3 and its subsections, outline and comment
on the eight elements in the system safety process, as follows.

Element 1: Document the System Safety Approach. Describe the risk manage-
ment effort and how the program is integrated into the overall business process.
Element 2: Identify and Document the Hazards. Hazards are identified through
a systematic analysis process that includes the system hardware and software,

system interfaces (to include human interfaces) and the intended use or application
and operational environment,

Element 3: Assess and Docum
System modes, the mis
the definitions given.
display the risks,

elft:ient.4: Identify and Docyment Risk Mitigation Measures. Potential

El
risk mitigation(s) shall pe identified - ion(s) of the
. » and the expected risk reductio
alut;;f’a“"e(s) shall be estimated ang documented. The goal should alway$ bes(tﬁ
ziate;ﬁ;heh - dif practicable, When a hazard cannot be climir!atf’d’t::l‘::;’;ii &
Should alwa icable accep
level within the g ys be reduced to the lowest practicable

. me
: Straints of e by applying
following system saf Ol cost, schedule, and performance by

ent Risk. For each identified hazard, acfﬂssfltﬂ
hap severity and probability are established in accord wi :
A mishap risk assessment matrix is used to assess a

. ess.
€ty design order of precedence in their order of effective”

3. Eliminate hazargs

1d be
: through desi i hazard shov
elifiogie] gk gh design selection. Ideally, the ¢

: > £ oves
ecling a design or material alternative that rem
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altogether. is i
hazard e g“Pre ('.Thls 1S comparable tq this. o X
Chapter 6, vention through Design” ) € “Avoidance» element :
b. Reduce risk ﬂlr9ugh de.sign alteration, If agon: i
change or material to eliminate the hazarq js L o altemative design

changes that reduce the severity and/or the prob:t(:'tl _feasible, .
1

caused by the hazard(s).

c. Incorporate engineered features or devj .
design alteration is not feasible, redu;ie;;f$23?non 0
the mishap potential caused by the hag ard(s) u:; : or th; probability of
or devices. In general, engineered features active] 8iengmeered features
sequence and devices reduce the risk of a misha Y Interrupt the mishap

d. Provide warning devices. If engineered fe ' "
sible or do not adequately lower the seveﬁ:;u;ispiggai?ﬂﬁesfa:; not fea-
potential caused by the hazard, include detection and warning s;s:?n::atﬁ
alert personnel to the presence of a hazardous condition or occurrence of 2
hazardous event.

e. Incorporate signage, procedures, training, and personal protective equip-
ment (PPE). Where design alternatives, design changes, and engineered
features and devices are not feasible and warning devices cannot ade-
quately mitigate the severity or probability of the mishap potential
caused by the hazard, incorporate signage, procedures, training, and
PPE. Signage includes placards, labels, signs, and other visual graphics.
Procedures and training should include appropriate warnings and cau-
tions. Procedures may prescribe the use of PPE. For hazards assigned
Catastrophic or Critical mishap severity categories, the use of signage,
procedures, training, and PPE as the only risk reduction method should

be avoided.

MIL-STD-882

NDARD PRACTICE

f the risk through

Element 5: Reduce Risk. Mitigatiori measures are selected and implen.le_nfed
to achieve an acceptable risk level. Consider and evaluate the cost, feasibility,
and effectiveness of candidate mitigation methods as a part of the overall oper-

e i ify the imple-
Element 6: Verify, Validate and Document Risk Reduction. '}/'enfy e imp :
all selected risk mitigation measure

Mentation and validate the effectiveness of . ; ent
through appropriate ana.!ysis, testjng, demonsn'ation, or 1nSPeCt10n. Docum
¢ verification and validation i
’ ! ' le’ e u}pment!
Element 7: Accept risk and Document. Before exposing pe;’lf ol bg accepted

p . isks
rthe environment to known system-related hazards, the ris ance authority

b : il . ‘ t
Y the appropriate authority in accord with esmt’sllzrai%::;)eghall be used to
d alternative

leVe]s Deﬁ s . i i thl
» Delinitions (in Tables and Matrices 1n ;
geﬁn? the risks at the time of the acceptance decision, sy ’}mhizozier represen-
l:- hitions and/or a tailored matrix are formally ap pro_ved-f al concurrence
Uve shal] pe a part of this process and shall provide for’

efore all Serious and Hij gh risk acceptance decisions are made.
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TABLE 12.2 Risk Assessment Matrix
Severity of Concequence

nce = : ——
gro:t;l:beﬂity Catastrophic(1) ~ Critical (2) Marginal (3) Negligibi ”
Frequent (A) High High Serious Mediu
Probable (B) High ng.h Seric.)us Mediun
Occasional (C)  High Serious Medium L
Remote (D) Serious Medium Med{um Low
Improbable (E)  Medium Medium Medium ‘Low
Eliminated (F)  This category is used only for identified hazards that are totally remoyeg

———

Element 8: Manage Life-Cycle Risk. After the system is fielded, the system
program office uses the system safety process to identify hazards, assess the
risks and maintain acceptable risk levels throughout the system’s life cycle.

An instruction in Element 7 says that “Definitions (in Tables and Matrices in
this standard) shall be used to define the risks at the time of the acceptance decision,
unless tailored alternative definitions and/or a tailored matrix are formally
approved.”

Table I presents severity categories, Table II contains probability levels, and
Table Il in MIL-STD-882, shown here as Table 12.2, is a risk assessment matrix
that combines the severity and probability categories and includes numerical and
alphabetical indicators.

Numerical and alphabetical indicators are the base for expressing assessed risks in
arisk assessment code (RAC), which is a combination of one severity category and
one probability level. For example, a RAC of 1A is the combination of a catastrophic
severity category and a frequent probability level.

For emphasis: MIL-STD-882E is an excellent resource document. Its base is
hazard identification and analysis and risk assessment.

THE CANADIANS

CSA Standard 210002006, Oceupational health and safety management, wes st
in the year following the first edi

s . t
tion of Z10 and has a close relationship with respec
Eo the conu?nt and order in the American standard. Section 4.3.4 reads as follows:

——
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- rganjzaﬁon shall establish and maintain procedures to ident;
4 eliminate Of control occupational health and safety haza::g:fy’
an

an :
associated with

assess,
d risks

pew processes or operations at the design stage
) significant changes to its work procedures, equipment, or organizational
structure et al.

In September 2012, CSA Z1002-12, Occupational health and safety—Hazard
e ntification and elimination and risk Assessment and control was issued. This was
o major undertaking. It supports the purpose of Section 4.3.4 in.Z1000-2006. The
content relates entirely to hazards and risks in the workplace. Its issuance is another
indication of the trend throughout the world whereby organizations are encouraged
{0 have Processes in place to identify and analyze hazards, to assess their accompa-
nying risks, and to achieve acceptable risk levels.

ADVANCES IN FIRE PROTECTION

There are four entries in Addendum A of this chapter pertaining to activities of the
National Fire Protection Association (NFPA) and the Society of Fire Protection
Engineers (SFPE). In 2007, NFPA issued “Guidance Document for Incorporating
Risk Concepts into NFPA Codes and Standards.” This is an impressive, thought-
provoking risk assessment-related document that will have a long-term affect in the
fire protection field. It is available at http:Ilwww.nfpa.org/assetslﬁleslPDFlResearch!
Risk-Based_Codes_and_Stds.pdf. _

As an example of how risk concepts are being incorporated into NFPA standards,
the 2112 edition of NFPA 70E, the Standard for Electrical Safety in the Workplace,
has a new section on risk assessment.

SFPE developed an interesting course entitled “Introduction to Fire Risk
Assessment,” which is available on the Internet. (N0 publication date is shown, but it
probably was 2006.) A paraphrased and brief version of what is said about the course
on the Internet follows:

This five hour equivalent course is presented free of charge by the Society of
Fire Protection Engineers. Although the course was developed primarily for fire
service and fire prevention officers, it may be of value to engineers and stqdcnts
who would like to understand fire risk assessment. The full course consists of
19 lecture sessions each of which can be viewed in about 15 minutes.

crll;h;'s course is largely generic and deserves @ look. Additional informationz
Ing the titles of the lecture sessions and how to access them, can be found at:

ttp: . :
pirzl'gwWW-Sfpe.orglsharpenYourExpertise/Education/SFPEOnhneLearmng/
SkAssessment.aspx.

in
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In 2006, SFPE also issued the Engineering Guide to Fire R;

_ : sk AsseSS"lenr, »
a highly technical book that would be of partlcula’r Interest to engineerg. Neve ells i§
its issuance demonstrates leadership by SFPE with respect to rigy assessmen; ess,

DEVELOPMENTS IN AVIATION GROUND SAFETY

One of the most interesting innovations regarding hazard analysis and rigk assessme
can be found in the Safety Handbook: Aviation Ground Operation developed by tl?:
International Air Transport Section of the National Safety Council. The Air Transpor
Section is truly international, having representation from all the populateq continenys

A sixth edition was published in July 2007. The following text is takep from
Chapter 2, “Risk Management.”

Risk management takes aviation safety to the next level. It is a six-step logic-based
approach to making calculated decisions on human, material, and environmenta]
factors before, during and after operations.

Risk management enables senior le.
and others to maximize opportunities fo
to successfully implement a risk man
and social impact. (p. 9)

aders, functional managers, supervisors
I success while minimizing risks, Failure
agement process will have a financial, legal

The air transport group has outlined a way of thinking about and dealing with

hazards and risks, applying a logical and sequential methodology. They have developed
a “process to detect, assess, and control risk.” '

The captions in their six-step logic
the Handbook’s Table 1. (p. 11) The p

Discussions of each step in the te
on the first two only. The remaining s
Controls”. For the first
assessment methodologi
discussed. (p. 10)

) satiol of

Fo.r Sfcp 2—Assess the Risks—the text says: “The assessment is the al_’Pllza:fi)ﬂl a

duantitative or qualitative measures to determine the level of risk assoc@thle event
specific hazard, This Process defines the probability and severity of an undesir i

[001 m
that could result from the hazarq. The Risk Assessment Matrix is a very “F’l‘;ffl(p 12)
Categorizing the effects of probability and severity as they relate to risk levels-

-based commonsense approach are shown in
rocess is shown here as Table 12.3.

Xt are extensive. Comments will be -made her;
teps are addressed in Chapter 14, “H-nerarchY_ Ok
step—identify the hazards—the hazard analysis and l‘;ie
es listed in Table 12.4, as in the Handbook’s Table 2,

TABLE 12.3 The Risk Management Process /
1. Identify the hazard,

2. Assess the risk.

3. Analyze risk control measyres,
4. Make control decisions,

5. Implement risk controls,

6

- Supervise and review, /
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f-(-);;r_aﬁons analysis: Purpoge__,

2. Hazard analysis: Purpose—Tyg go, i d the fion
In low-hazard situations, the preliminary hsurvey o
identification tool. azay,

3. «What-if”’ analysis: Purpose.___-Ib
environmeﬂt.

' | pe SOnng| Ingy
4, Scenario process tool: Purpose—y, USe imagingy ra‘“s“’“"mg h
senr hazard.s. ation ang Visualjzy;
- Eamgit alysis: Purpose—T, detect the hazarg i plicatj e
___f_n:‘—“ﬂplanned change. s i by
EA_B_]:E s Matrix; Alphabeticg Risk-Leyg) Indicatopg
m
Frequent: ;
Likely Likely:
to occur Quite :
immediately likely to Occasional: Isqe(:td Eﬁ;ly Unlikely:
. or soon: oceurin . May occur - to ogeyy, Unicly
Severity Categories often time in time but possible 1o gy
Catastrophic: death, E . ! ) "
multlple injUﬁeS;
severe property or
environmental
damage
Critical: serious E > g - L
injuries, significant
property or
environmental
damage :
Marginal: may cause  H » ! L
minor injuries,
financial Jogs,
negative publicity : L
Bligible: minimum M . ;

at to persons or
~Zn4g¢ 0 property A

| k.
’ “ly high risk; H, high risk; M, moderate risk; L, low ris

I jon is unu
du;r Risk Assessment Matrix is provided. Its corg,g‘ufroiupmbabﬂity a p
o, Cate we]], The terminology used in the ma ?

gr A Primet = e
[ M ~ . Table 11-9’ o ls
Analye o adings are identical with those 11 Y

e : th

Sis a.nd R.iSk Assessment’u With One excepn e
I shgnﬂﬂtion for medium risk rather than for moderate ™
Wi here as Table 12,5,

qual and it do€S not
severity an
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The National Safety Council’s Safety Handbook: Aviation Ground Operatioy, ;
good, thought-provoking, not overly complex resource document. It is ap i "1 15
what trade groups can do as a service to their members. Ple of

SEMI 02-0712A AND SEMI S10-307E

Safety-related guidelines issued by the semiconductor industry are another indicatiq
of recognition by a trade group of the value of using hazard analysis and risk assessmenl:
techniques to eliminate or control hazards and to attain acceptable risk levels.

Manufacturers of machinery and equipment used in making semiconductors, gnq
their customers (Intel, IBM, et al.), realized that they had mutual interests that woy]q be
better served if that equipment was designed to meet agreed-upon safety guidelines,
Their trade association, SEMI (Semiconductor Equipment and Materials International),
which has global participation, has issued several safety-related guidelines. Two of
them are of interest here: SEMI S2-0712a and SEMI S10-307E.

SEMI S2-0712a, Environmental, Health, and Safety Guideline for Semiconductor
Manufacturing Equipment, issued in July 2006, updated a 2003 version. The Guideline
sets forth provisions for manufacturers of equipment to be used in the semiconductor
industry. Certain aspects of the Guideline’s Safety Philosophy (Section 6) are pertinent
to this chapter. '

6.2 The assumption is made that operators, maintenance personnel, and service
personnel are trained in the tasks that they are intended to perform.
6.4 This guideline should be applied during the design, construction, and
evaluation of semiconductor equipment, in order to reduce the expense
and disruptive effects of redesign and retrofit.
6.8 A hazard analysis should be performed to identify and evaluate hazards.
The hazard analysis should be initiated early in the design phase, and updated
as the design matures.
6.8.1 The hazard analysis should include consideration of:

* the application or process

* the hazards associated with each task

* anticipated failure modes

* the probability of occurrence and severity of harm

* the level of expertise of exposed personnel and the frequency of exposur®

* the frequency and complexity of operating, servicing and maintenance tas

* safety critical parts

. 3 . . . & s al ses
If the equipment is designed in accord with the Guideline and the haza:fhinde)s(igﬂ

prescribed are conducted, the responsibilities of users (employers) 0 m£e is is really
review provision in Z10 are accomplished more easily. The haz-ard_an ys are to be
a risk assessment since both occurrence probability and severity of harm

identified.
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This Guideline also gives ®mployers assigtap. :
ions in Z10 that require including safet
s

Ce in i
Y speci ﬁcat?:;.iu;;g the Procuremep, Provi.
is is item 7.1 in the Genera] Provisions: “This Uideline ShpUl‘Chasm
ﬂ;ren ce in equipment purchage speciﬁcations."
re

docy
ould e inco DraTeﬁ:jn;:;
Gon 6.8.2 statss: “ThP risks associated With hazarg,
'SecSEMI S10-307E, the title of which i Safety Gy, ° should be ¢
;?;Eiwluarion Process. This is the p

u
idelin ;
urpose of § 10. e for Risk Assessment and

se of this guideline is to g
:Jh :ngbuig?mnﬁﬁcaﬁon of hazards, i

tablish generq) Principles for risk
tent and practical manner. The doc

sk estimation and rig

Ysis processes shown in
those in SEMI S2. In the risk assessm

SEMI S10 duplicate
ent process, severit

y of outcome and likelihood
f occurrence are to be identified and categorized, I appendices, recommended cate.
0

ies for likelihood and severity are given as wel] ag matrices showing risk categories,
gories

The exhibits are comparable to those shown in Chapter 11, “A Primer op
e L1
Analysis and Risk Assessment”. Hazard

ANSI/ASSE Z2244.1-2009

i the reissuance of a standard entitled
al was given by ANSI for ) el
Pl g aPPI:V Enefgy—[.ockout/?’agout and Alternative M_erhod: becatse
Coanfﬁtmrml g fl_{“za"t og:nge in 2009. This standard will have a broacli ;?ep:; s
reaﬂ' edl:wgﬂ:::m:ber of locations. Alternative methods of contro!
itaffects a hu .
Section 5.4, which can be paraphrased as follow

: A iti d integral
unne’ repct.luvc! an 4
; sed for tasks that are ro ibits the completion
o lockout{tagOUt lcsasI;Ot(; traditional lockout/tagout g 1.Ol?sl::clltsSelection of an
i pr;::crna’l:ive method of control shall ;l‘iSk assessment of the
:lf thos‘? taSkSst:;ll ;le‘:h od by the user Shallbe. based on
lernative con

machine, equipment, or process. .« required prior to selecting

s
The f ing is sienificant because a risk assessment 1S req
¢ loregoing is sig
“altemative risk control method.

S
IREMENT
THE CHEMICAL INDUSTRY: OSHA REQU

cals 29
Chem:cals
Highly Haza’dauiocations' many
OSy 49 na ggmenf af bout 50, : coments for
CFgA S Rule for Process Safety Ma ata ire
91

; loyers & ct to requ
0.119, issued in 1992, applies to o s, With 1e5P°
‘N are not considered chemical comp
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hazard analyses being included in standards, this OSHA standard meritg g
safety practitioners. The standard requires that: Teview by

The employer shall perform an initial hazard analysis (hazard evaluation)
processes covered by this standard. The process hazard analysis shaj be ap ron
priate to the complexity of the process and shall identify, evaluate, anq cor?trgi
the hazards involved in the process. The employer shall use one or more of the
following methodologies that are appropriate to determine and evaluate
the hazards of the process being analyzed:

* What-If;

Checklist;

What-If/Checklist;

Hazard and Operability Study (HAZOP);
Failure Mode and Effects Analysis (FMEA);
* Fault Tree Analysis; or

 An appropriate equivalent methodology.

Also, the hazard analysis shall address:

* The hazards of the process;

* The identification of any previous incident which had a likely potential
for catastrophic consequences in the workplace;

* Engineering and administrative controls applicable to the hazards and their
interrelationships;

* Consequences of failure of engineering and administrative controls;

* Facility citing;

* Human factors; and

* A qualitative evaluation of a range of the possible safety and health effects
of failure of controls on employees in the workplace.

Under the requirements for pre-startup safety review for new facilities and_ o
significant modifications, the employer is required to provide a process hazard analysls';
among other considerations. In no place in the standard is there mention of occurref
probability. This appears in the preamble to the standard:

on consequence
t probabillS“‘:
analYSiS-

OSHA has modified the paragraph [editorial note: paragraph
analysis] to indicate that it did not intend employers to conduc
risk assessments to satisfy the requirement to perform a consequence

ot bility
However, all risks are not equal. And managements do consider 1pcxde}1t i]m;j octS
in their decision making when determining the priority levels that individu
are to have when allocating resources.
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THE CHEMICAL INDUSTRY: EPA REQUIREMENTS

U.S. Environmental Protection Agency (EPA) and OSHA have different legal
quthority with respect to accidental releasgs of harmful substances. The concerns at
EPA center on off-site consequences: that is, harm to the public and the environment.
At OSHA, the legal authorlty_ pertains to on-site consequences.

On August 19, 1996, EPA issued rule 40 CFR Part 68, Risk Management Programs
for Chemical Accidental Release Prevention. Risk Management Plans required of loca-
tion managements by the rule were due by June 21, 1999. Although the provisions of
the rule are extensive, only the specifications for hazards analyses are addressed here.

Processes subject to this rule are divided into three groups, labeled by the EPA
as programs 1, 2, and 3. Program levels relate to the quantities and extent of
exposure to toxic and flammable chemicals. For locations qualifying for program
levels 1 and 2, those with less exposure, EPA will accept hazard reviews done by
qualified personnel using suitable checklists. _

Hazard reviews must be documented and show that problems have been addressed.
In its literature, EPA comments on the desirability' of using the “what-if” hazard
identification and analysis process. EPA also proposes the use of more involved
analytical techniques if findings suggest that to be desirable.

Hazard review requirement for program level 3 locations are more specific and
extensive. But those locations that are compliant with the OSHA rule for process
safety management of highly hazardous chemicals will need to do little that is new,
although they do need to extend their hazard analyses to consider the probability of
harm to the public or to the environment. As with OSHA, a team must complete the
process hazard analyses required by EPA. One member of the team, at least, is to
have experience with the process.

As would be expected at locations with more significant exposures, the process
hazard analysis requirements are more extensive. They must be documented and include:

The

* Hazards of the process

* Identification of previous, potentially catastrophic incidents

* Engineering and administrative controls applicable to the hazards

* Siting -

* Human factors

* Qualitative evaluation of health and safety impacts of control failure

me::osr Aﬂleri.can industry, EPA has obviously extended knowledge and skill require-
fegarding hazard analysis techniques.

TH ‘
" CHEMICAL INDUSTRY: THE EXTENSIVE BODY OF INFORMATION

C{)m 1 .
e . .
Fearspbeu:g haza‘:d analyses was a common practice in the chemical industry many
that pnractire T®quirements for them were established by OSHA and EPA. Although
©€ 15 not of recent origin, it is mentioned here because of its extensive

I —
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knowledge requirements. The body of information in the chemical industry on hazarg
analysis is extensive. But reference will be made here to only one publication becayge

of its particular significance.
The Center for Chemical Process Safety is a part of the American Institute o
Chemical Engineers. One of its several books is entitled Guidelines For Hqy,
Evaluation Procedures, Second Edition With Worked Examples. Publication of the
text by a chemically oriented group should not dissuade those who want an education

in the following evaluation techniques. Their descriptions are generic.

e Safety Review
 Checklist Analysis

 Relative Ranking

* Preliminary Hazard Analysis
» What-If analysis

» What-If Checklist Analysis
 Hazard and Operability Analysis
* Fault Tree Analysis

 Event Tree Analysis

* Cause-Consequence Analysis
e Human Reliability Analysis

These techniques are dealt with broadly in the Guidelines in chapters entitled
“Overview of Hazard Evaluation Techniques” and “Using Hazard Evaluation
Techniques.” Brief descriptions of some of those techniques were given in Chapter 11.

CONCLUSION

The message is clear. Including provisions requiring hazard analyses and risk assess-
ments in safety standards and guidelines is becoming ordinary. It is logical to assume
that this trend will continue and that safety professionals will be expected to have the
knowledge and skill necessary to give counsel on applying those provisions.
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SARTIAL LIST OF STANDARDS,
GUIDELINES, AND INITIATIVES THAT
REQUIRE OR PROMOTE MAKING RISK
ASSESSMENTS BEGINNING IN 2005

1. ANSVAIHA Z10-2005, Occupational Health and Safety Management Systems
standard.

Z10 sets a benchmark provision requiring that processes be in place:
To identify and take appropriate steps to prevent or otherwise control

hazards and reduce risks associated with new processes or operations
at the design stage.

2. Guidance On The Principles Of Safe Design For Work. Australian Safety and
Compensation Council, Australian government, 2006.

- In 2006, NIOSH announced a major national initiative on Prevention through
Design,

- SFPE, Engineering Guide to Fire Assessment, 2006. This is a technical book
that would be of particular interest to engineers.

+ SFPE, Introduction to Fire Risk Assessment [Believe release date was 2006.]
Enter the title inasearch engine for course modules on fire risk assessment.

iCSA 21000-2006, the Occupational Health and Safety Management Standard,
*Sued by the Canadian Standards Association.

Ad"ﬂnce

d §g . ;

sge;grlli fdti]gﬁ:-ygﬁﬁgmh{:z; gocusing on Z10 and Serious Injury Prevention,
0 . . .

Wiley & Sons, Inc. Published 2014 by John Wiley & Sons, Inc.
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7.

11.

12,

13.

14.

15.

16.

17.

18.

. In 2007, the OSHA Alliance Construction Roundtable developed a video trajp;
program entitled “Design for Construction Safety.” fing

10.

N

PARTIAL LIST OF STANDARDS, GUIDELINES, AND INITIATIVES THAT REQUIRE

The Industrial Safety and Health Act of Japan was revised: effective ;
2006. It stipulates—without penalty—that employers should maye ef‘f':)gsprij
to

implement risk assessment.
ISO 14121-1, Safety of Machinery—Principles for risk assessmens. 2007

NFPA, Guidance Document for Incorporating Risk Concepts into NFpy Codes

and Standards, 2007.
BS OHSAS 18001:2007, Occupational health and safety management systeps_

requirements, a British Standards Institution publication.
In the 2007 revision, requirements for risk assessments are more explicit,
The guidelines now say: “The organization shall establish, implement
and maintain a procedure(s) for the ongoing hazard identification, risk
assessment, and determination of necessary controls.”
The Nano Risk Framework, issued in June 2007 through the combined efforts
of the Environmental Defense Fund and DuPont, includes a six-step guidance
framework for “the responsible development of nanoscale materials.”
They are: 1. Describe the material and its application; 2. Profile life
cycle(s); 3. Evaluate risks; 4. Assess risk management; 5. Decide,
document, and act; 6. Review and adapt.

ANSI BI11.TR7 2007: ANSI Technical Report for Machines — A Guide
on Integrating Safety and Lean Manufacturing principles in the use of Machinery.

China’s State Administration of Work Safety published provisional regulations

on risk assessment in 2008. '
The Health and Safety Executive in the UK issued “Five steps torisk Assessment

in 2008.

All employers in the UK must conduct a risk assessment. An HSE l:lllll‘:;’;":;I
says: “The law does not expect you to eliminate all risk, but you ar¢ req

to protect people as far as is ‘reasonably practicable’.” t
In August 2008, the European Union launched a two-year health and safety
campaign focusing on risk assessment. Their bulletin states:

Risk assessment is the cornerstone of the European approach ©© prffl?;
occupational accidents and ill health, If the risk assessment process well
start of the health and safety management approach—is not d(lmeto be
or not at all, the appropriate preventive measures are unlikely

identified or put in place.
The Institu®® for

Machine Safety: Prevention of mechanical hazards. Issued by for safely and

research for safety and security at work and The Commission
security at work in Quebec, 2009.
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. AT REQUIRE
_ ASSE Technical Report 2790.001: Prevention Th -
Addressing Occupational Risks in the Design audr;u
2. Singapore Standard SS 506: Occupational Safety and

Systems; Part 1: Requirements, 2009,

;. ANSI-ITAA GEIA-STD-0010-2009: Standa
2 Pprogram Development and Execution. .

8h Design: Guideli
: ; elin
edesign Processes, 2;;‘;0"

Health( OSH) Managemen;

t Practices for § ystem Safety

Foreword: Coupled with use of the system ;

) safet rv e
,-ec?dence. funcnon.al hazard analysis lets a pﬁ;;t;“}:ﬁau_on order of
the life cycle those risks which can be eliminated b dl .nnfy early in
which must undergo mitigation by other controls in zrdeslgn, and those
to an acceptable level. er to reduce risk

2. ExxonMobil issued its Operations Integrity Management System i
It pertains t0 sa.fety,.health, the environment and product s:;ef;”ﬁ;uéy 2009.
of 11 elements 1n this management system are: ' St {0

1. Management leadership, commitment, and accountability

2. Risk assessment and management
3. Facilities design and construction

4. Information and documentation
23, ISO/MEC 31000-2009: Risk Management—Principles and guidelines and

ISO/IEC 31010-2009: Risk assessment techniques.
24, EN ISO 12100-2010: Safety of Machinery—General principles for design.
Risk assessment and risk reduction.

This standard combines three previously issued ISO standards (including
item 8 in this list) and replaces them. Risk assessments are explicitly

required.
25. Ina July 19, 2010 letter to the OSHA staff, assistant secretary David Michaels
wrote on several subjects, one of which follows.
are safe will require a paradigm
simply attempting to meet OSHA
d workplace injury and illness

Ensuring that American workplaces
shift, with employers going beyond
standards, to implementing risk-base
prevention programs.

%. ANSI B11.0: Safety of Machinery—General Safety Re
Assessments, December 2010.

P“TPO{%G: This standard describes procedur
assessing risks, and reducing risks to an accept
cycle of machinery.

quirements and Risk

es for identifying hazanfls,
able level over the life

” | g
Inthe December 8, 2010 Federal Register, the Federal Railroad I}dmmlsm;l“o“
'Ssued an advance notice of proposed rulemaking for certain railroads 10 HaVe

ansk reduction program.



.

232  PARTIAL LIST OF STANDARDS, GUIDELINES, AND INITIATIVES THAT REQUIRE

It is proposed that the Risk Reduction Program be supported by a
analysis and a Risk Reduction Plan. a risk

28. ANSUPMMI B155.1—March 2, 2011: Safety Requirements

for Packyo:
Machinery and Packaging-Related Converting Machinery. aCkagmg

Foreword: This version of the standard has been harmonized with interna-
tional (ISO) and European (EN) standards by the introduction of hazard
identification and risk assessment as the principal method for analyzing
hazards to personnel and achieving a level of acceptable risk.

29. Pipeline and Hazardous Materials Safety Administration, March 11, 2011,

Hazardous materials regulations are to be modified to require that risk
assessments be made of loading and unloading operations.

30. OSH Management System: A tool for continual improvement — issued by the
International Labour Organization, Geneva. April 28, 2011.

Hazard and risk assessments have to be carried out to identify what could
cause harm to workers as well as property so that appropriate preventive
and protective measures can be developed and implemented.

31. ANSI-ASSE Z590.3—September 1, 2011: Prevention through Design:
Guidelines for Addressing Occupational Hazards and Risks in Design and
Redesign Processes.

This is an American National Standard. The core of Z590.3 is risk
assessment, to be performed as a continuum in the design and redesign
processes.

|
32. NEPA 70E: Standard for Electrical Safety in the Workplace, 2112 ed. has 8 |
new section on risk assessment. f |
33. MIL-STD-882E. Department of Defense Standard Practice for Syster Sf’n’fgg
approved May 11, 2012. It is available at http://www.system-safety-org/l
click on Home. Click on 882E for a free download.
34, ANSUAIHA Z10-2012: Occupational Health and Safety Manageme"
standard. The second version of Z10, approved in June 2012, no¥ con
specific requirement for a risk assessment process to be in place.

5.1.1 Risk Assessment

1 Systems
tains &

nt
nt a risk assessm®

The organization shall establish and impleme ¢ risk
process(es) appropriate to the nature of hazards and level of 1158 v

nn:ﬁcaff
35. CSA Z1002-12: Occupational Health and Safeor—-Hazaf‘fi iﬁe Standards
and Elimination and Risk Assessment and Control. Cana
Association, 2012,
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