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USS. Senate response
While the House i focused on respondin to cyber hacking threats, some legisla-
tors in the Senate have complained thatthere needs to be more comprehersive data
Sccurity and privacy provisions, including creating standrds for U.S. critical nfra-
strcture operators, as well as @ national data breach reprting requirement that
would likely preempt sate aws. In 2012, the Senste twice struggled unsuccessfully
to pass such a comprehensive privacy bill. Against that backdrop the Obama
Administration recently issued an Exceutive Order regarding cyber security. Con-
gress may end up waiting to gauge the impact of that Order on dat security
(Martinez, 2013).

Executive order-improving critical infrastructure
cyber security
On Februry 12, 2013, the Obama Administration released an Exceutive Order
addressing cyber security. Among other provisions, the Executive Order provides
for information sharing by the U.S. govemment with the private sector o better
protect against cyber threats. Tt also has called for development of a set of
Standards, methodologies, and protocals designed to reduce cyber risks to critcal
infrastmucture which it has designated as the “Cybersccurity Framework.” The
Orderstates that these initiatves must aso ensure that pivacy and civil iberties
are protected by coordinating with the Chief Privacy Officer and the Offcer for
Civil Rights and Civil Libertis of the Department of Homeland Sccurity
(White House, 2013).

Implementation of this Exccutive Order may have a ignificant impact on stan-
dards and ruls that are put in place regarding data sccurty and privacy.

CONCLUSION

To date, existing state laws regarding data privacy and security offer little prac-
tical guidance on what companies must do to comply with state laws. Proposed
federal bills are similarly general in nature. More concrete standards regard-
ing data security and privacy may result when the Obama Administration’s
recent Exceutive Order is implemented. In the interim, companies must look pri-
‘marily to standards and guidelines that are coming from within the data security
industry.

At a minimum, companies should keep an inventory of the information
they license or own, implement data security and data disposal policies, audit
compliance with those policies, regularly update sccurity systems, and finally,
act quickly to notify customers in the event of a breach, recognizing that notifi-
cation obligations vary based on the state of residency of the individual who is
affected.
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BACKGROUND

Since 2005, there have been more than 3600 public data security breaches affecting
‘more than halfa billion records. According to some reports, hacking accounted for
approximately 819 of these incidents and 10% has been atributed to solen or lost
devices (Feffer, 2012). One of the largest data security breaches o date occurred in
connection with Sony PlayStation Network in Aprl 2011, when hackers stole more:
than 77 million records, including unencrypted credit card data (Privacy Rights
Clearinghouse, 2013). Incidents involving Sony, described below, as well as many
others, have confirmed concems amoneg federal and state legisators that something
needs to e done to address the problems of data security. In fact,security breaches
have been occurring for years: however, publicity regarding these breaches was
‘more limited. In 2003, Califomia was one of the first states {0 pass a law requiring
companies to notify affecied consumers regarding security breaches. Since then,
many other states have passed similr notice laws. These public notice require.
menis have heightcned consumer and public awareness regarding data security
breaches.

THE SONY PLAYSTATION INCIDENT

Sony PlayStation Network had approximately 90 million users as of 2012, Users
can purchase and download games and movies using Netflix and other accounts
(D’Angelo, 2012). Users may pay for content by submitting credit card data
online via the Play Station Network. In April 2011, Sony discovered an intrusion
on its network. In response, Sony blocked users from playing online games or
accessing services for 7 days. Later, Sony again took down the system in an
attempt to block any further hacking attacks. Sony's investigation revealed that
hackers obtained names, addresses, email addresses, dates of birth, PlayStation
password and login information, password security questions and online ID, as
well as unenerypled credit card information. In response to this security breach,
Sony expects to spend more than $170 million on its personal information thefi
protection program, cusiomer support, and legal costs associated with the breach.
A total of 55 class action complainis have been filed against Sony, including a
complaint by Sony s insurer secking to deny any insurance coverag for the event.
On October 19, 2012, however, a federal judge dismissed most claims relating to
one class action lawsuit based on Sony’s privacy policy, which expressly dis-
closed that Sony could not guarantee system security (Privacy Rights
Clearinghouse, 2013).

See dua colected by Privacy Rights Clearinghovse regarding the number of data secuity breaches
athip: o privacyrights.crg.
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STATE LAWS REGARDING DATA SECURITY
As a result of these many data breach incidents, state legislators concluded that the
federal govemment was not acting swiftly enough to combat data security problems.
A patchwork of state Laws has now been passed attempiing to address the problems of
data security. Whether these laws are successful, even if they simply shif the burden
of security to companies, and ulimately, to consumers, remains unclear. Because
each state’s law is different, companies doing business with consumers throughout
the United States must navigate many different laws. Most of the new state laws are
vague, however, offering no clear guidelines on security requirements.

“There are two new types of data security laws: (1) laws that require companies to
notify customers regarding personl data security breaches and (2) laws that require
safeguarding of personal information.

Notice of security breach laws

As of late 2012, at least 46 states and the District of Columbia have enacted laws
requiring companies to notify consumers if they suffer a data security breach. These
laws roquire companies and, in some cases, state govemment agences, (o disclose
security breaches involving personal information.

Definition of personal information

There is no established definition regarding what constitutes personal information.
Ataminimum, however, any individual’s name in combination with another element
of identifiable data, including social security number, driver's license information,
‘account number or credit card number, constitutes personal information. A number
of states make the further distinction of only requiring notice if there is a breach
involving unencrypred data

To the extent that companies have not already taken the siep of encrypling sen-
sitive personal data, state laws such as California’s, which only impose notification
requirements when there is a breach of unencrypted data, should encourage compa-
nies to encrypt data. Presumably, however, a breach involving encrypted data will
also trigger nolification requirements when the breach is linked to the encryption
iself, such as when the encryption key is compromised.

‘Some states only trigger notice obligations if there is a “reasonable likelihood of
harm.” No guidance is offered regarding how to assess this issue. Companies may be
Iikely to err on the side of avoiding disclosure. If, however, the failure to provide
notice is later deemed unreasonable, the company will be subject to penalties for
failing to comply with nofice roquirements.

%5ceCal. v Code 1798 2()(Any percn o busiess s cons bsiess n Calfornis andiht.
s rfcenses comptrized datathat cludes personal nformation, shll dclo any bresch of e
Sty of he sysem fllowin discoveryor i caio o e Brcch e sccury f e oo sny
rsiden of Clfomia whose whercryied persona nfrmtion s, r i essonaby beleved o hve
been, sqired by an wnthorzed person.”) (alics added).
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Notitication procedure
Although the procedures vary by state, most laws raquire that companies provide
consumers whose data may be affected with writen notice, electonic notice, or
“substitute” notice. Writien notice i the standard method: however this can be costly
ifthe breach involves thousands of consumrs. Electronic notice s inexpensive, pre-
suming the company has information regarding the consumer's email address. The
company must also comply with federal law regarding electroric contracts, which
imposes certain additional disclosure requirements pursuant to the federal E-SIGN
law (the Electronic Signatures in Global and National Commerce Act), 15 US.C.
section 7001, Substitue notice may be used if the cost of providing written notice
exceeds certin thresholds.

In California, substitue notice may be used if the cost of nofice exceeds
$250,000, or if more than 500,000 people are involved. In that case, substifute nofice.
requires the company to conspicuously postnotice on the company Web site. In addi-
tion, notice is required to “major statewide media.” This requirement can cause a
public relations firestorm, howevr. In the past, when California was ore of the
few states that required nofification, some companies chose to only notify California
consumers. When media outlets found out that notice was only being provided to
Califoria consumers, there was a public outcry.

‘The timeline for providing notice s typically not specified. Most stats, such as
Califonia, require companies to notify consumers i “the most expedient time pos-
sible and without unreasonable delay.” Some states, however, such as Vermont,
have specific time periods for providing notification. Vermont provides that noifi.
cation “shall be made in the most expedint time possible and without unrcasonable
delay, but not later than 45 days afer the discovery of notification.” However, the
company must also “notify the attorney general of the date of the security brach
and the date of discovery of the breach and shall provide a preliminary description
of the breach within 14 business days. "™

Penalties

Most states do not impose statutory penalties for breach of timely notification.
In contrast, some states impose administrative fines for failing to meet the time-
lines for notification provided by law. Florida law allows fines of up to $1.000 per
day for the first 30 days after the 45-day deadline. Thereafter, the fine can
reach up to $50000 per day that the breach goes undisclosed for up to
180 days. If the breachis not disclosed within 180 days after the 45-day deadline,
any person required to make the notification under Florida law can be fined up
10 $500.000.5

See Cal Civ. Code S TOR 201
Ve St .9 §2350)(1) and (BGNA).
See Pl Stat. § 817,568 15 D42
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Safeguarding personal data state laws

At least 29 states have enacted laws th require safeguarding of personal data, includ-
ing laws that require companies to desiroy, dispose, or otherwise make personal infor-
‘mation unreadable or undecipherable. Most of these laws provide no guidance on the
steps that should be taken toprotect persoral information, instcad simply providing that
“reasonable measures” should be taken. As an example, Califomia law provides that:

A business that owns or licenses personal information about a Cal fornia resident
shall implement and maintain reasonable security procedures and pracices
appropriate o the nature of the information, to proiect the personal information
from uauthorized access, destruciion, use, modification or disclosure”

On the other hand, as a practical matter, what qualifies s “reasonable measures” will
necessarily depend on the particulr circumstances, including the sersitivity of the
data, how they are stored. and changing technology standsrds. At 2 minimum, how-
ever, companies nced to develop and implement data security and destruction pol-
icies, audit those policics for compliance, eview third-party contracts, equest audits
of third-party security policies, and conduct independent audits of the company’s
own security policies and systems.

One guide that may be helpful in achieving these goals s the hest practices stan-
dard et forth by 1SO 17799:2005, accessible at vy iso.org. This standard has been
promulgated by the International Standards Organization as  code of practice for
information security management.

In addition, companies should keep track of what records they keep, where those:
records are stored, as well as contact information for their customers in the event the
company has o provide notice of a security breach. Oblaining email address nfor-
‘mation would be particularty useful to rduce the cost of complying with these notice:
requirements. Information regarding the sate of esidency is also mportant to nsure:
that the notice complics with that customer's state lavs.

FEDERAL LAWS REGARDING DATA SECURITY

To date,there s still no comprehensive federal aw goveming data privacy or secu-
sity. There is, however, a federal law governing data destruction policis. The Fair
and Accurate Credit Transactions Act of 2003 (FACTA) is primarily dirccted to
credit reporting agencies: however, provisions of the actrelting to data destruction
have broader application. Section 682.3() of FACTA provides that:

Any person who maintains or otherwise possesses consumer information for a
business purpose must properly dispose of such information by taking reasonable
measures to protect againss unauthorized access io or use of the information with

it disposal.

e Cal Civ. Code § T8 8110)
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This law clearly has broader application and suggests that all companics must tzke
care to develop data destruction policies and undertake routine audits to ensure com-
pliance with those policies. The kaw recognizes that “reasonable measures” will vary
depending on the sensifivity of the data, the costs and benefits of different disposal
‘methods, and changes in technology. However, the FTC does provide some exam-
ples of “reasonable measures”:

1. Establishing and complying with policies tor burn, pulverize, or shred
papers containing consumer report information so that the information
cannot be read or reconsructed;

2. Destroying or erasing electronic files or media containing consumer report
information so that the information cannot be read or reconsiructed:

3. Conducting due diligence and hiring a document destruction contractor fo
dispose of material.

Due diligence sieps could include (but ae not mandated) reviewing
independent audit of a disposal company’s operations, obtaining and checking
company references, or relying on certification by a recognized trale association
(Federal Trade Commission, 2005).

Aside from FACTA, the U.S. House of Representatives and the U.S. Senate
have proposed numerous bills regarding data privacy and security over the
years. If passed, these bills could preempt state law, which would at least have
the benefit of creating uniform requirements and protections. More recenly,
Congress has focused on data security needs, as opposed to privacy-related
concems. HR. 624 is the latest of many proposed House bills that focus on data
security.

U.S. House of representatives proposed
HR. 624, the proposed Cyber Intelligence Sharing and Protection Act (CISPA),
was passed by the U.S. House of Representatives on April 18, 2013. CISPA
would extend immunity to companies for sharing information regarding cyber
threats with the federal government. Criis, including the American Civil Liber-
ties Union, have complained that this law does little to advance privacy and
instead s simply yet another law designedto help law enforcement at the expense
of civl liberty and privacy rights. In response to these complaits, several
“privacy amendments” were added to the bill, including an amendment to ban
the selling of personal information linked to cyber threat information sharing.
Some exclusions were also added to the bill, exempting medical records and
tax returns from the information that must be voluntarily shared with the govern-
‘ment. On the other hand, the House voted down an amendment that would have
required companies to take “reasonable” steps to remove irrclevant personally
identifisble. information when sending cyber threat data 1o the government
(Alexis, 2013).





