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risk is evaluated using expert Opiniop against all relevant probability-of-occurrence scales
as well as the three consequence-of.occurrence scales (cost, tfechmcal.perfonnance, and
schedule) and the results are thep gy sferred onto 2 risk_ mapping matrix to convert these
values to a corresponding risk leve] The risk is included in a prioritized list b.ased upon the
risk level as well as other consideratiops (e.g-» frequency of occurrence, the time to impact,
and interrelationships with other risks). y :

Several different classes of risk scales exist.” The first type of scale is a nominal scale.
Nominal scales have coefficients with no mathematical meaning, and the values are gener-
ally placeholders (e.g., freeway numpers). Nominal scales are not used in risk analyses.

The second type of scale is an interval scale. Interval scales, such as Fahrenheit and
Celsius temperature, are cardinal in nature. However, the scales have no meaningful zero
point, and ratios between similar scales are not equivalent. Interval scales are not com-
monly used in risk analyses.

The third type of scale is an ordinal scale. Ordinal scales have levels that are only
rank-ordered—they have no cardinal meaning because the true scale interval values are
unknown. There is no probabilistic or mathematical justification to perform math opera-
tions (e.g., addition, multiplication, averaging) on results obtained from ordinal-scale val-
ues, and any such results may have large errors. For example, relatively simple examples
have been developed that contain errors of 600 percent or more when comparing actual
versus assumed ordinal-scale coefficients.* These scales may be used to represent different
aspects of the probability of occurrence (e.g., technology, design, manufacturing) and con-
sequence of occurrence (e.g., cost, schedule, and technical). Ordinal scales are commonly
used in risk analyses. Such scales and a corresponding risk mapping matrix can be a helpful
methodology for estimating risk. However, for the reasons discussed above great care must
be taken in using this approach.

The fourth type of scale is a calibrated ordinal scale. Calibrated ordinal scales are
ordinal scales whose scale-level coefficients are estimated by evaluating an additive utility
function (or similar approach). These estimated cardinal coefficients replace the ordinal

aceholder values. Limited mathematical operations are possible that yield valid results.
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A risk mapping matrix is typically used to convert ordinal probability of occurrence
and consequence of occurrence scale values to a corresponding risk level. While there is
no preset size for such a matrix, its dimensions must be less than or equal to the number
of scale levels used in both the probability and consequence dimensions. With five-level

probability-of-occurrence and't:o’nsequence-of— occurrence scales this corresponds to a
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" Two keys to producing aceyp, ulﬂanmgtive risk analysis results includ
. accurate model structure and jp.. grating accurate probability information. In pr
sk management there is often iﬂsufﬁ cient attention paid to each of these items, an
- outcome can be inaccurate results';,The model structure should be carefully developed a
~ Jalidated before any output is useq g ' gecision-making purposes. While this is easy
‘*'.,.. for simple decision trees (e.g., those j, Figures 17-3 and 17-4), it can be much more ':' _
lex when scores or hundreds of branches and potential outcomes are involved. T
Quantitative risk analysis Outputs can be used in a variety of ways, including but not
Jimited to developing (1) prioritizeq risk lists (similar to that for calibrated ordinal scales),
2) probabilistic cost estimates at completion per project phase and probabilistic schedule
estimates for key milestones to help the project manager allocate reserves accordingly,
(3) probabilistic estimates of meeting desired technical performance parameters (€.g., mis-
sile accuracy) and validating techpica] performance of key components (e.g., real-time
integrated circuit operation), and (4) estimates of the probability of meeting cost, techni-
cal performance, and schedule objectives (e.g-» determining the probability of achieving
the planned estimate at completion, 4 key schedule milestone, or key technical perfor-
mance characteristics.) Trends versus time can also be developed from the above outputs
by repeating the quantitative risk analyses during the course of the project phase. (Note,
however, that the actual trend information will often be masked by uncertainties in the
analysis that should reduce as a function of time [holding all else constant]).

B

Carlo Process The Monte Carlo process, as applied to risk management, is an attempt
s to create a series of probability distributions for potential risks, ran-
domly sample these distributions, and then transform these numbers into useful informa-
tion that reflects quantification of the associated cost, technical performance, or schedule
risks. While often used in technical applications (e.g., integrated circuit performance,
structural response to an earthquake), Monte Carlo simulations have also been used to
; estimate risk in the design of service centers; time to complete key milestones in a project;
the cost of developing, fabricating, and maintaining an item; inventory management; and
thousands of other applications.

A summary of the steps used in performing a Monte Carlo simulation for cost and
schedule follows. (Technical performance simulations can have a widely varying model
structure and hence may not fit into the outline below.) Although the details of implement-
ing the Monte Carlo simulation will vary between applications, many cases use a procedure

similar to this:

1. Develop and validate a suitable cost or schedule deterministic model without risk and/

_ Or uncertainty.
- 2. Develop the reference poin

- ment or activity contained : ;
heck and recheck the model 10g1¢ (cost and schedule) and constraints (schedule), as
g@treét model logic and constraints are surprisingly common and will lead to er-
3 us simulation results. For example, the percentage of time spent validatin;

t estimate (€.g., cost or schedule duration) foreach WBS ele- |
within the model. ‘
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probability distribution from 'mUItl_Plle data samples.

[ 7. Aggregate the WBS element or aCtvity probabj

| te Carlo simulation. When performed for cost,

a WBS level 1 probabilistic cost estimate a¢ completion at the desireq Probability Jeyg)
and a cumulative distribution function (CDF) of cost versus probability. Thege outpuss
are then analyzed to determine the Jeve] of cost risk and to identify the specific cog
drivers. When performed for schedule, the res i i
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i

velop 5 s
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the results of thig step will typically pe

ults of this step will be CDFs of schedule

desired probability level and to identifythe
specific schedule drivers,

8. Sensitivity and scenario analyses should also be considered for cost and schedule risk
analyses. However, they should be performed on the probabilistic (simulation) n{lodel,
not the deterministic model. If the deterministic model is used, probabilistic conslderf'
tions will not be takep into consideration. For cost risk analysis the sensitivity :amallfst;s}E j
identifies which elements with, probability distributions affecF the results (e-g-,r‘c‘;m'_
Program cost, cost by Program phase) the most. For schedule risk _apaly_ses the CI:; i ¥
of time a task is o the probabilistic critical path (e.g., criticality, critical mdext)he o ;
with the influence the Probability distribution associated with that task has ‘:)I; o
fied output (sensitivity, Usually derived from correlation or regression) ls'njstica-ﬂ y-
able value since neither type of information can be obtainec.:l from.a detenn:iaﬁty' &
8is, Fuxthermore, the Product of the criticality times sensitivity yields cru

{listie
: ; : e probabilist
15 a measure of the SEHSitivity times the percent of time the task is on the p p
critical path,

Note: Tt should pe rec
~only as good as the Strucg
~the selection of probabjj;
i lemented.

imulation €S
O8nized that the quality of Monte Carl;) illrllcl:l; il
Ure of the model, the quality of _the e ;rhow e
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- It involves planning and executioy yi¢p the objective of reducing {
~ Jeveland explo_ltmg potential Opﬁdﬂhnities' There are several factors that
response to a risk or opportunity, including but not limited to:

e Amount and quality of information on the event or situation that caused

(descriptive uncertainty)
o Amoun.t and quality of infoppation on the magnitude of the damage (measuren
uncertainty) -
® Personal benefit to the project manager for accepting the risk or opportunity (vol-
untary risk or opportunity) | ¢ AT
iy @ Riskoropportunity forced'upon the project manager (involuntary risk or opportunity)

U @ The existence of cost-effective alternatives (equitable risks or opportunities)

@ The existence of high-cost alternatives or possibly lack of options (inequitable
risks or opportunities) Y 8

® Length of exposure to the risk or time available for the opportunity <.

Risk response planning must be compatible with the RMP and any additional guidancethe
project manager provides. A critical part of risk response planning involves refining and selecting E
T the most appropriate response option(s) and specific implementation approach(es) for

selected risks (often those with medium or higher risk levels) and opportunities. The selected

risk response option coupled with the specific implementation approach is known as the risk

1 response (handling) strategy, which is documented in the risk response (handling) plan. The
procedure to develop a risk response strategy is straightforward. First, the most desirable risk
response option (of acceptance, avoidance, control [mitigation], and transfer for risks, and
acceptance, enhance, exploit, and share for opportunities) is selected based upon cost, perfor-
mance, schedule, and risk trade studies, then the best implementation approach is chosen for A
the selected option. In cases where one or more backup strategies may be warranted (e.g., high |
risks), the above procedure is repeated. (While the selected option for a backup strategy may e
be the same as for the primary strategy, the implementation approach will alwa_ys be i
different: otherwise, the primary and backup strategy would be identical.) Similarly, contingent
responses can be developed for risks and opportunities where action is taken only if ce}'talp
predefined conditions oceur. Finally, handling strategies can be developed using a hybrid of
up to all four risk or opportunity options coupled with a suitable implementation apgrqa%. ad
Personnel that evaluate candidate risk response strategies may use the following crite-

ria as a starting point for evaluation:

b ~ ® Can the strategy be feasibly implemented and still meet the user’s needs?
'@ What is the expected offectiveness of the response strategy in redus
B sk 0. an acceptable level? -

55 . £ty ,5'9'- . |.-
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17.13 SOME IMPLEMENTATION CONSIDE ATIONS

achieving their f¢
@ Program Metrics. p :
selected developme s ating how we]
achieving its objective: This technique can pe u ol
that emerged from an 83¢Sment of critica] pro
® Schedule Performance Momtoljmg. This is the use of program sch
evaluate how well the PrO8TaM is progressing to completion. edule g;
® Technical Performance Measurement (TPM). TPM is product des;
ment which estimates, through engineering analysis and tests, the valuefr:)f
tial technical performance parameters of the current design as effecteq by
response actions.

Thi

risk

The indicator system and periodic reassessments of program risk should provide ﬁle
program with the means to incorporate risk management into the overall project mallage-f.
ment structure. Finally, a well-defined test and evaluation program is often a key element -in? &
monitoring the performance of selected risk response strategies and updating risk analyses,
and identifying candidate risks. %

While it is important to emphasize a comprehensive, structured risk management p
it is equally important that that suitable organizational and behavioral considerations exist
so that the process will be properly implemented. While no single set of guidelines WIH
suffice, because implementation considerations vary on a project-by-project basis, It §
important that risk management roles and responsibilities be defined in the RMP and car
ried out in the program. For example, you need to decide (in advance) within the ProjEc

ol
® Which group of Managers have responsibility for risk management decxr_
making? |
® Which group “owng» and maintains the risk management Pfocess? o
2 _WhiCh 8roup or indiyidyg] is responsible for risk management training
ing others in risk Management implementation? -".f _
® Who identifies candidage risks? (Everyone should!)
® How are focal pojpg (sometimes termed “owners
approved risk?
® How are risk analyge, performed and approved?
® How are risk regpopqq plans developed and approve
resources for thejy implementation?

») assigned for a p.

d, including the
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