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The Host Component

This small host component is written in C++ and runs as a service on 2 Wz
server. Its role is to take requests from the admin console and respond o
requests. Valid requests include getting information about host COmpoments
sion, and recursive and non-recursive file properties. Note that the host so
performs no analysis; it sends raw integrity data (filenames, sizes, haches
and so on) to the admin console, which performs the core analysis.

The Admin Console

The admin console code stores and analyzes resource (file, registzy) v
information that comes from one or more host Processes. A user can fmmtru
the admin console to connect to a host running the iNTegrity host softwmss

get resource information, and then compare that data with a local, trusies dhe

store of past resource information to see if anything has changed.

The iNTegrity Data Flow Diagrams
The iNTegrity data flow diagrams are shown in Figures E-5 and E-6.
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Figure E-5: Context diagram

- advic& R

O i E IhelNleg Ityexamp nt dald ~ ;

reate a Coniext d!agl’alll, Whlch can be helpfu‘ When an extefnal thl‘eat modm_* mg
<l i

Itant is being used, acting as a forcing function to consider the scope and boaais
sultan’ ?

ies of the threat model.



