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9. In your Lab Report file, describe what the GLBA and HIPAA privacy rules have in common. Then, discuss how the
two are different.

10.In your Lab Report file, describe what the GLBA and HIPAA security rules have in common. Then,
the two are different.
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Historical Difference Between GLBA and HIPAA:

GLBA and HIPAA offer up historical similarities and differences. Both acts were drafted and made into law only a
few years apart, with HIPAA in 1996 and GLBA in 1999. And both acts tackled gaps in information assurance and
privacy, and are constructed similarly. However, HIPAA's Privacy Rule and Security Rule were published by the U.S.
Department of Health and Human Services some four and seven years, respectively, after the act's passage.
GLBA's Privacy Rule and Safeguards Rule were drafted alongside the original act.

Both acts target their particular industries with rules and control measures to protect information. However, each
act’s impact is limited based on where most of its industry is located. For instance, health care providers covered
by HIPAA's mandate to protect information operate within the United States. By contrast, many large banks have
locations and headquarters all over the globe, not just within the United States. But GLBA is enforceable only in the
United States.

Yet another notable difference between the two acts is how dominant the issue of information confidentiality is to
each act. HIPAA has two purposes: to help individuals retain health insurance and to help them control their
personal data. GLBA's primary purpose is unrelated to information assurance altogether. Rather, GLBA was enacted
to repeal many restrictions and regulations placed on banks from the Glass-Steagall Act of 1933. Once GLBA was
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in place, banks were free to consolidate and quickly grow without hindrance from any financial regulatory agency.
In fact, popular opinion s that GLBA allowed banks to become “too big to fail” a phrase coined during the losing
argument against GLBA in 1999. Consequently, history was made in 2007 with the U.S. financial crisis. But GLBA
also ensured the banks would safeguard personal information.
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11.In your Lab Report file, discuss how GLBA and HIPAA requirements align with information systems security.

12.In you Lab Report file, list two privacy data elements for GLBA and list two privacy data elements for HIPAA that
are under compliance.

13.In your Lab Report file,list two security controls or security countermeasures for GLBA and list two security
controls or security countermeasures for HIPAA that support compliance.
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Hands-On Steps

1.0n your local computer, create a new document.

You will use this document as your Lab Report.

2.0n your local computer, open a new web browser window.

3. Using your favorite search engine, search for information on the Gramm-Leach-Bliley Act.

4. Read about this act.

5. Next, research the privacy and security rules for the Gramm-Leach-Bliley Act.
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6. In your Lab Report file, write a thorough description of the Gramm-Leach-Bliley Act's basic components. Be sure
toinclude the following topics:

© Who co-sponsored the GLBA?

© Whois protected by the GLBA?

o Whois restricted by the GLBA?

© How are financial institutions defined?
© What does the act allow?

o How would you define the major parts of the privacy requirements: the Financial Privacy Rule, the
Safeguards Rule, and the pretexting provisions? What do each of these spell out in the act?
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7. Using your favorite search engine, research the compliance law HIPAA.

8.In your Lab Report file, write a thorough description of HIPAA. Be sure to include the following topics in your
discussion:

© Which U.S. government agency acts as the legal enforcement entity for HIPAA compliance violations?

°

Who s protected by HIPAA?

°

Who must comply with HIPAA?

°

What s the relevance of health care plans, providers, and clearinghouses?

°

How would you define the major parts of the Privacy Rule and the Security Rule? What do each of these
spell out?




