Appendix A

THE SOFTWARE ENGINEERING CODE
AND THE ACM CopEg

A.1 Software Engineering Code of Ethics and Professional Practice*

Software Engineering Code of Ethics and Professional Practice (Version 5.2) as recom-
mended by the ACM/IEEE-CS Joint Task Force on Software Engineering Ethics and
Professional Practices and jointly approved by the ACM and the IEEE-CS as the standard

for teaching and practicing software engineering.

Software Engineering Code of Ethics and Professional Practice (Short Version)

PREAMBLE

The short version of the code summarizes aspirations at a high level of the abstraction;
the clauses that are included in the full version give examples and details of how these
aspirations change the way we act as software engineering professionals. Without the aspi-
rations, the details can become legalistic and tedious; without the details, the aspirations
can become high sounding but empty; together, the aspirations and the details form a

cohesive code.

Software engineers shall commit themselves to making the analysis, specification,
design, development, testing and maintenance of software a beneficial and respected
profession. In accordance wich their commitment to the health, safety and welfare of

the public, software engineers shall adhere to the following Eight Principles:

1. PUBLIC - Software engineers shall act consistently with the public interest.

2. CLIENT AND EMPLOYER - Software engineers shall act in a manner that is in the

best interests of their client and employer consistent with the public interest.

* THE SOFT'WARE ENGINEERING CODE OF ETHICS AND PROFESSIONAL PRACTICE © 1999 by

the Association for Computing Machinery, Inc. and the Institute of Electrical and Electronics Engineers, Inc.
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3. PRODUCT - Software engineers shall ensure that their products and related modifi-

cations meet the highest professional standards possible.

4. JUDGMENT - Software engineers shall maintain integrity and independence in their
professional judgment.

5. MANAGEMENT - Software engineering managers and leaders shall subscribe to
and promote an ethical approach to the management of software development and
maintenance.

6. PROFESSION - Software engineers shall advance the integrity and reputation of the

profession consistent with the public interest.
7. COLLEAGUES - Software engineers shall be fair to and supportive of their colleagues.

8. SELF — Software engineers shall participate in lifelong learning regarding the practice
of their profession and shall promote an ethical approach to the practice of the profession.

Software Engineering Code of Ethics and Professional Practice (Full Version)

PREAMBLE

Computers have a central and growing role in commerce, industry, government, medi-
cine, education, entertainment, and society at large. Software engineers are those who
contribute by direct participation or by teaching, to the analysis, specification, design,
development, certification, maintenance, and testing of software systems. Because of their
roles in developing software systems, software engineers have significant opportunities to
do good or cause harm, to enable others to do good or cause harm, or to influence others
to do good or cause harm. To ensure, as much as possible, that their efforts will be used
for good, software engineers must commit themselves to making software engineering
a beneficial and respected profession. In accordance with that commitment, software
engineers shall adhere to the following Code of Ethics and Professional Practice.

The Code contains eight Principles related to the behavior of and decisions made
by professional software engineers, including practitioners, educators, managers, super-
visors, and policy makers, as well as trainees and students of the profession. The Principles
identify the ethically responsible relationships in which individuals, groups, and organi-
zations participate and the primary obligations within these relationships. The Clauses of
each Principle are illustrations of some of the obligations included in these relationships.
These obligations are founded in the software engineer’s humanity, in special care owed to
people affected by the work of software engineers, and the unique elements of the practice
of software engineering. The Code prescribes these as obligations of anyone claiming to
be or aspiring to be a software engineer.
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It is not intended that the individual parts of the Code be used in isolation to justify

errors of omission or commission. The list of Principles and Clauses s not exhaustive.

to use cthical judgment to act in a manner which is most consistent with the spirit of the
Code of Ethics and Professional Practice, given the circumstances.
Ethical tensions can best be addressed by thoughtful consideration of fundamental

the least empowered will be affected by their decisions; and to consider whether their acts
would be judged worthy of the ideal professional working as a software engineer. In all
these judgments concern for the health, safety and welfare of the public is primary; that

adaptable and relevant o new situations as they occur. However, even in this generality,
the Code provides support for software engincers and managers of software engineers who

on ethical issues, it is a means to educate both the public and aspiring professionals about
the ethical obligations of al] software engineers,

PRINCIPLES

Principle 1: Public

Software engineers shall act consistently with the public inerest. In particular, software
engineers shall, as appropriate:

1.01. Accept full responsibility for their own work.

1.02. Moderate the interests of the software engineer, the employer, the client, and
the users with the public good.

1.03. Approve software only if they have a well-founded belief that it is safe, meets
specifications, passes appropriate tests, and does not diminish quality of life, diminish
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privacy, or harm the environment. The ultimate effect of the work should be to the public
good.

1.04. Disclose to appropriate persons or authorities any actual or potential danger
to the user, the public, or the environment, that they reasonably believe to be associated
with software or related documents.

1.05. Cooperate in efforts to address matters of grave public concern caused by
software, its installation, maintenance, support, or documentation.

1.06. Be fair and avoid deception in all statements, particularly public ones, concern-
ing software or related documents, methods and tools.

1.07. Consider issues of physical disabilities, allocation of resources, economic disad-
vantage, and other factors that can diminish access to the benefits of software.

1.08. Be encouraged to volunteer professional skills to good causes and contribute to
public education concerning the discipline.

Principle 2: Client and Employer

Software engineers shall act in a manner that is in the best interests of their client and
employer, consistent with the public interest. In particular, software engineers shall, as
appropriate:

7.01. Provide service in their areas of competence, being honest and forthright about
any limitations of their experience and education.

2.02. Not knowingly use software that is obtained or retained either illegally or
unethically.

2.03. Use the property of a client or employer only in ways properly authorized, and
with the client’s or employer’s knowledge and consent.

7.04. Ensure that any document upon which they rely has been approved, when
required, by someone authorized to approve it.

2.05. Keep private any confidential information gained in their professional work,
where such confidentiality is consistent with the public interest and consistent with
the law.

2.06. Identify, document, collect evidence, and report to the client or the employer
promptly if, in their opinion, a project is likely to fail, to prove too expensive, to violate
intellectual property law, or otherwise to be problematic.

2.07. Identify, document, and report significant issues of social concern, of which
they are aware, in software or related documents, to the employer or the client.

2.08. Accept no outside work detrimental to the work they perform for their primary
employer.

2.09. Promote no interest adverse to their employer or client, unless a higher ethical
concern is being compromised; in that case, inform the employer or another appropriate
authority of the ethical concern.
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Principle 3: Product

Software engineers shall ensure that their products and related modifications meet the
highest professional standards possible. In particular, software engineers shall, as appro-
priate:

3.01. Strive for high quality, acceptable cost, and a reasonable schedule, ensuring
significant tradeoffs are clear to and accepted by the employer and the client, and are
available for consideration by the user and the public.

3.02. Ensure proper and achievable goals and objectives for any project on which they
work or propose.

3.03. Identify, define, and address ethical, economic, cultural, legal and environmen-
tal issues related to work projects.

3.04. Ensure that they are qualified for any project on which they work or propose to
work by an appropriate combination of education, training, and experience.

3.05. Ensure an appropriate method is used for any project on which they work or
propose to work.

3.06. Work to follow professional standards, when available, that are most appropriate
for the task at hand, departing from these only when ethically or technically justified.

3.07. Strive to fully understand the specifications for software on which they work.

3.08. Ensure that specifications for software on which they work have been well
documented, satisfy the users’ requirements, and have the appropriate approvals.

3.09. Ensure realistic quantitative estimates of cost, scheduling, personnel, quality,
and outcomes on any project on which they work or propose to work and provide an
uncertainty assessment of these estimates.

3.10. Ensure adequate testing, debugging, and review of software and related docu-
ments on which they work.

3.11. Ensure adequate documentation, including significant problems discovered and
solutions adopted, for any project on which they work.

3.12. Work to develop software and related documents that respect the privacy of
those who will be affected by that software.

3.13. Be careful to use only accurate data derived by ethical and lawful means, and
use it only in ways properly authorized.

3.14. Maintain the integrity of data, being sensitive to outdated or flawed occurrences,

3.15 Treat all forms of software maintenance with the same professionalism as new
development.

Principle 4: Judgment

Software engineers shall maintain integrity and independence in their professional judg-
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4.02 Only endorse documents either prepared under their supervision or within their
areas of competence and with which they are in agreement.

4.03. Maintain professional objectivity with respect to any software or related docu-
ments they are asked to evaluate.

4.04. Not engage in deceptive financial practices such as bribery, double billing, or
other improper financial practices.

4.05. Disclose to all concerned parties those conflicts of interest that cannot reasonably
be avoided or escaped.

4.06. Refuse to participate, as members or advisors, in a private, governmental or
professional body concerned with software related issues, in which they, their employers
or their clients have undisclosed potential conflicts of interest.

Principle 5: Management

Software engineering managers and leaders shall subscribe to and promote an ethical
approach to the management of software development and maintenance. In particular,
those managing or leading software engineers shall, as appropriate:

5.01 Ensure good management for any project on which they work, including effective
procedures for promotion of quality and reduction of risk.

5.02. Ensure that software engineers are informed of standards before being held to
them.

5.03. Ensure that software engineers know the employer’s policies and procedures
for protecting passwords, files, and information that is confidential to the employer or
confidential to others.

5.04. Assign work only after taking into account appropriate contributions of educa-
tion and experience tempered with a desire to further that education and experience.

5.05. Ensure realistic quantitative estimates of cost, scheduling, personnel, quality,
and outcomes on any project on which they work or propose to work, and provide an
uncertainty assessment of these estimates.

5.06. Attract potential software engineers only by full and accurate description of the
conditions of employment.

5.07. Offer fair and just remuneration.

5.08. Not unjustly prevent someone from taking a position for which that person is
suitably qualified.

5.09. Ensure that there is a fair agreement concerning ownership of any software,
processes, research, writing, or other intellectual property to which a software engineer
has contributed.

5.10. Provide for due process in hearing charges of violation of an employer’s policy
or of this Code.

5.11. Not ask a software engineer to do anything inconsistent with this Code.

5.12. Not punish anyone for expressing ethical concerns about a project.
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Principle 6: Profession

Software engineers shall advance the integrity and reputation of the profession consistent
with the public interest. In particular, software engineers shall, as appropriate:

6.01. Help develop an organizational environment favorable to acting ethically.

6.02. Promote public knowledge of software engineering,

6.03. Extend software engineering knowledge by appropriate participation in profes-
sional organizations, meetings, and publications.

6.04. Support, as members of 4 profession, other software engineers striving to follow
this Code.

6.05. Not promote their own interest at the expense of the profession, client, or
employer.

6.06. Obey all laws governing their work, unless, in exceptional circumstances, such
compliance is inconsistent wich the public interest.

6.07. Be accurate in stating the characteristics of software on which they work,
avoiding not only false claims byt also claims thar might reasonably be supposed to be
speculative, vacuous, deceptive, misleading, or doubtful.

6.08. Take responsibility for detecting, correcting, and reporting errors in software
and associated documens on which they work.

6.09. Ensure that cliens, employers, and supervisors know of the software engineer’s
commitment to this Code of ethics, and the subsequent ramifications of such commit-
ment.

this code.
6.11. Recognize that violations of this Code are inconsistent with being a professional
software engineer.

Principle 7: Colleagues

Software engineers shall be fajr toand supportive of their colleagues. In particular, software
engineers shall, as appropriate:

7.01. Encourage colleagues to adhere to this Code.

7.02. Assist colleagues in professional development.

7.03. Credit fully the work of others and refrain from taking undue credi.

7.04. Review the work of others in an objective, candid, and properly-documented
way.

7.05. Give a fair hearing to the opinions, concerns, or complaints of a colleague.
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7.06. Assist colleagues in being fully aware of current standard work practices in-
cluding policies and procedures for protecting passwords, files, and other confidential
information, and security measures in general.

7.07. Not unfairly intervene in the career of any colleague; however, concern for the
employer, the client or public interest may compel software engineers, in good faith, to
question the competence of a colleague.

7.08. In situations outside of their own areas of competence, call upon the opinions
of other professionals who have competence in that area.

Principle 8: Self

Software engineers shall participate in lifelong learning regarding the practice of their
profession and shall promote an ethical approach to the practice of the profession. In
particular, software engineers shall continually endeavor to:

8.01. Further their knowledge of developments in the analysis, specification, design,
development, maintenance, and testing of software and related documents, together with
the management of the development process.

8.02. Improve their ability to create safe, reliable, and useful quality software at
reasonable cost and within a reasonable time.

8.03. Improve their ability to produce accurate, informative, and well-written docu-
mentation.

8.04. Improve their understanding of the software and related documents on which
they work and of the environment in which they will be used.

8.05. Improve their knowledge of relevant standards and the law governing the
software and related documents on which they work.

8.06 Improve their knowledge of this Code, its interpretation, and its application to
their work.

8.07 Not give unfair treatment to anyone because of any irrelevant prejudices.

8.08. Not influence others to undertake any action that involves a breach of this Code.

8.09. Recognize that personal violations of this Code are inconsistent with being a
professional software engineer.

This Code was developed by the ACM/IEEE-CS joint task force on Software Engineering
Ethics and Professional Practices (SEEPP):

Executive Committee: Donald Gotterbarn (Chair), Keith Miller and Simon Rogerson;

Members: Steve Barber, Peter Barnes, Ilene Burnstein, Michael Davis, Amr El-Kadi,
N. Ben Fairweather, Milton Fulghum, N. Jayaram, Tom Jewett, Mark Kanko, Ernie
Kallman, Duncan Langford, Joyce Currie Little, Ed Mechler, Manuel J. Norman, Douglas
Phillips, Peter Ron Prinzivalli, Patrick Sullivan, John Weckert, Vivian Weil, S. Weisband
and Laurie Honour Werth.
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A.2 ACM Code of Ethics and Professional Conduct*

Adopted by ACM Council 10/16/92.

principles in specific situations. Questions related to ethical conflicts can best be answered
by thoughtful consideration of fundamental principles, rather than reliance on detailed

CONTENTS AND GUIDELINES

1. General Moral Imperatives.

2. More Specific Professional Responsibilities.

"ACM CODE OF ETHICS AND PROFESSIONAL CONDUCT, Copyright © 1997 by the Association for
Computing Machinery, Inc. and the Institute for Electrical and Electronics Engineers, Inc.
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3. Organizational Leadership Imperatives.
4. Compliance with the Code.

5. Acknowledgments.

1. General Moral Imperatives.
As an ACM member I will . . .

1.1 Contribute to society and human well-being.

This principle concerning the quality of life of all people affirms an obligation to
protect fundamental human rights and to respect the diversity of all cultures. An essential
aim of computing professionals is to minimize negative consequences of computing
systems, including threats to health and safety. When designing or implementing systems,
computing professionals must attempt to ensure that the products of their efforts will be
used in socially responsible ways, will meet social needs, and will avoid harmful effects to
health and welfare.

In addition to a safe social environment, human well-being includes a safe natural
environment. Therefore, computing professionals who design and develop systems must
be alert to, and make others aware of, any potential damage to the local or global
environment.

1.2 Avoid harm to others.

“Harm” means injury or negative consequences, such as undesirable loss of infor-
mation, loss of property, property damage, or unwanted environmental impacts. This
principle prohibits use of computing technology in ways that result in harm to any of
the following: users, the general public, employees, employers. Harmful actions include
intentional destruction or modification of files and programs leading to serious loss of
resources or unnecessary expenditure of human resources such as the time and effort
required to purge systems of “computer viruses.”

Well-intended actions, including those that accomplish assigned duties, may lead
to harm unexpectedly. In such an event the responsible person or persons are obligated
to undo or mitigate the negative consequences as much as possible. One way to avoid
unintentional harm is to carefully consider potential impacts on all those affected by
decisions made during design and implementation.

To minimize the possibility of indirectly harming others, computing professionals
must minimize malfunctions by following generally accepted standards for system de-
sign and testing. Furthermore, it is often necessary to assess the social consequences of
systems to project the likelihood of any serious harm to others. If system features are mis-
represented to users, coworkers, or supervisors, the individual computing professional is
responsible for any resulting injury.

In the work environment the computing professional has the additional obligation to
report any signs of system dangers that might result in serious personal or social damage.
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of all pertinent system limitations and problems.
A computer professional has a duty to be honest about his or her own qualifications,

1.4 Be fair and take action not to discriminate.

The values of equality, tolerance, respect for others, and the principles of equal justice
govern this imperative, Discrimination on the basis of race, sex, religion, age, disabiliry,
national origin, or other such factors is an explicit violation of ACM policy and will not
be tolerated.

religion, age, disability, national origin or other such similar factors. However, these ideals
do not justify unauthorized use of computer resources nor do they provide an adequate
basis for violation of any other ethical imperatives of this code.

1.5 Honor property rights including copyrights and patent.
Violation of copyrights, patents, trade secrets and the terms of license agreements is

1.6 Give proper credit for intellectual property.

Computing professionals are obligated to protect the integrity of intellectual property.
Speciﬁcally, one must not take credit for other’s ideas or work, even in cases where the
work has not been explicitly protected by copyrigh, patent, etc.

1.7 Respect the privacy of others,
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Computing and communication technology enables the collection and exchange of
personal information on a scale unprecedented in the history of civilization. Thus there is
increased potential for violating the privacy of individuals and groups. It is the responsi-
bility of professionals to maintain the privacy and integrity of data describing individuals.
This includes taking precautions to ensure the accuracy of data, as well as protecting it
from unauthorized access or accidental disclosure to inappropriate individuals. Further-
more, procedures must be established to allow individuals to review their records and
correct inaccuracies.

This imperative implies that only the necessary amount of personal information be
collected in a system, that retention and disposal periods for that information be clearly
defined and enforced, and that personal information gathered for a specific purpose not
be used for other purposes without consent of the individual(s). These principles apply
to electronic communications, including electronic mail, and prohibit procedures that
capture or monitor clectronic user data, including messages, without the permission of
users or bona fide authorization related to system operation and maintenance. User data
observed during the normal duties of system operation and maintenance must be treated
with strictest confidentiality, except in cases where it is evidence for the violation of law,
organizational regulations, or this Code. In these cases, the nature or contents of that
information must be disclosed only to proper authorities.

1.8 Honor confidentiality.

The principle of honesty extends to issues of confidentiality of information whenever
one has made an explicit promise to honor confidentiality or, implicitly, when private
information not directly related to the performance of one’s duties becomes available.
The ethical concern is to respect all obligations of confidentiality to employers, clients,
and users unless discharged from such obligations by requirements of the law or other
principles of this Code.

2. More Specific Professional Responsibilities.
As an ACM computing professional I will . . .

2.1 Strive to achieve the highest quality, effectiveness and dignity in both the process and
products of professional work.

Excellence is perhaps the most important obligation of a professional. The computing
professional must strive to achieve quality and to be cognizant of the serious negative
consequences that may result from poor quality in a system.

2.2 Acquire and maintain professional competence.

Excellence depends on individuals who take responsibility for acquiring and main-
taining professional competence. A professional must participate in setting standards for
appropriate levels of competence, and strive to achieve those standards. Upgrading tech-
nical knowledge and competence can be achieved in several ways: doing independent
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study; attending seminars, conferences, or courses; and being involved in professional
organizations.

Computer professionals must strive to be perceptive, thorough, and objective when
evaluating, recommending, and presenting system descriptions and alternatives. Com-

n
Systems must be reported to those who have opportunity and/or responsibility to resolve
them. See the guidelines for imperative 1.2 for more derails concerning harm, including
the reporting of professional violations,

2.6 Honor contracts, agreements, and assigned responsibilities.
Honoring one’s commitments is a matter of integrity and honesty. For the computer
professional this includes ensuring that system elements perform as intended. Also, when
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A judgment that a specific assignment should not be performed may not be accepted.
Having clearly identified one’s concerns and reasons for that judgment, but failing to
procure a change in that assignment, one may yet be obligated, by contract or by law, to
proceed as directed. The computing professional’s ethical judgment should be the final
guide in deciding whether or not to proceed. Regardless of the decision, one must accept
the responsibility for the consequences.

However, performing assignments “against one’s own judgment” does not relieve the
professional of responsibility for any negative consequences.

2.7 Improve public understanding of computing and its consequences.

Computing professionals have a responsibility to share technical knowledge with the
public by encouraging understanding of computing, including the impacts of computer
systems and their limitations. This imperative implies an obligation to counter any false
views related to computing.

2.8 Access computing and communication resources only when authorized to do so.

Theft or destruction of tangible and electronic property is prohibited by impera-
dive 1.2 - “Avoid harm to others.” Trespassing and unauthorized use of a computer or
communication system is addressed by this imperative. Trespassing includes accessing
communication networks and computer systems, Or accounts and/or files associated with
those systems, without explicit authorization to do so. Individuals and organizations have
the right to restrict access to their systems so long as they do not violate the discrimination
principle (see 1.4). No one should enter or use another’s computer system, software, or
data files without permission. One must always have appropriate approval before using
system resources, including communication ports, file space, other system peripherals,
and computer time.

3. Organizational Leadership Imperatives.

As an ACM member and an arganizarional leader, [ will . . .

BACKGROUND NOTE: This section draws extensively from the draft IFIP Code
of Ethics, especially its sections on organizational ethics and international concerns. The
cthical obligations of organizations tend to be neglected in most codes of professional
conduct, perhaps because these codes are written from the perspective of the individual
member. This dilemma is addressed by stating these imperatives from the perspective of
the organizational leader. In this context “leader” is viewed as any organizational mem-
ber who has leadership or educational responsibilities. These imperatives generally may
apply to organizations as well as their leaders. In this context “organizations” are corpo-
rations, government agencies, and other “employers,” as well as volunteer professional
organizations.
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3.1 Articulate social responsibilities of members of an organizational unit and encourage
full acceptance of those responsibilities.

Because organizations of all kinds have impacts on the public, they must accept re-
sponsibilities to society. Organizational procedures and attitudes oriented toward quality
and the welfare of society will reduce harm to members of the public, thereby serving

public interest and fulfilling social responsibility. Therefore, organizational leaders must

3.2 Manage personnel and reso urces to design and build information systems that enhance
the quality of working life.
Organizational leaders are responsible for ensuring that computer systems enhance,

be considered in system design and in the workplace.

should be minimal, they should be fully enforced when established.

3.4 Ensure that users and those who will be affected by a system have their needs clearly
articulated during the assessment and design of requirements; later the system must be
validated to meer requirements.

Current system users, potential users and other persons whose lives may be affected by

3.6 Create opportunities for members of the organization to learn the principles and
limitations of computer systems.

This complements the imperative on public understanding (2.7). Educational op-
Portunities are essential to facilitate optimal participation of all organizational members.
Opportunities must be available to all members to help them improve their knowledge
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and skills in computing, including courses that familiarize them with the consequences
and limitations of particular types of systems. In particular, professionals must be made
aware of the dangers of building systems around oversimplified models, the improbabil-
ity of anticipating and designing for every possible operating condition, and other issues
related to the complexity of this profession.

4. Compliance with the Code.
As an ACM member I will . . .

4.1 Uphold and promote the principles of this Code.

The future of the computing profession depends on both technical and ethical
excellence. Not only is it important for ACM computing professionals to adhere to the
principles expressed in this Code, each member should encourage and support adherence
by other members.

4.2 Treat violations of this Code as inconsistent with membership in the ACM.

Adherence of professionals to a code of ethics is largely a voluntary matter. However,
if a member does not follow this code by engaging in gross misconduct, membership in
ACM may be terminated.

This Code and the supplemental Guidelines were developed by the Task Force for the
Revision of the ACM Code of Ethics and Professional Conduct: Ronald E. Anderson,
Chair, Gerald Engel, Donald Gotterbarn, Grace C. Hertlein, Alex Hoffman, Bruce Jawer,
Deborah G. Johnson, Doris K. Lidtke, Joyce Currie Little, Dianne Martin, Donn B.
Parker, Judith A. Perrolle, and Richard S. Rosenberg. The Task Force was organized
by ACM/SIGCAS and funding was provided by the ACM SIG Discretionary Fund.
This Code and the supplemental Guidelines were adopted by the ACM Council on
October 16, 1992.



