HOW SMART,

The

OMPANIES
NSFORMING C
RODUCTS ARE TRAI
CONNECTED P

mex is a good example.
onnectivity to its Emﬂ_.
nitoring but nOW Uses it

equipment made by Sys:
Sysmex originally added ¢

te Mol
ments to allow remo : et
to provide service as well. Service technician

access just as much information about a ,wavhm
when theyare off-siteas when Em« w_.m. o:.wnw%m
they can fixit by rebooting it, mmfm...:ﬁ aso e
upgrade, or talking an on-site Em&n& 8&:.:0. :
through the process. Asa result, mm_‘SWm nOm,m. equip:
ment downtime, and customer satisfaction have
i wved dramatically. .
Eﬂwﬁzn?m service. Using predictive analytics,
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Augmented-reality-supported service. The vast
amounts of data that smart, connected products
gather are creating new ways for service personnel
to work individually, together, and with customers.
One emerging approach utilizes the augmented real-
ity overlays we described earlier. When these include
information about a product’s service needs and
step-by-step repair instructions, service efficiency
and effectiveness can increase dramatically,
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ustomers Manage its construction and min-
wo :m._ﬂnw entisagood example. After gathering
wwwﬂ__&wunm data for mmnm machine amw_oﬁa ata
worksite, Caterpillar’s service teams advise custom-
ers on where to locate equipment, when .mmémn ma-
chines could suffice, when to add new equipment to
reduce bottlenecks, and how to achieve higher fue]
efficiency throughouta fleet.

SECURITY. Until recently, IT departments in
manufacturing companies have been largely respon-
sible for safeguarding firms’ data centers, business
systems, computers, and networks. With the advent
of smart, connected devices, the game changes dra-
matically. The job of ensuring IT security now cuts
across all functions.

Every smart, connected device may be a point of
networkaccess, a target of hackers, ora launchpad for
cyberattacks. Smart, connected products are widely
distributed, exposed, and hard to protect with physi-
cal measures. Because the products themselves often
have limited processing power, they cannot support
modern security hardware and software.

Smart, connected products share some familiar
vulnerabilities with IT in general. For example, they
are susceptible to the same type of denial-of-service
attack that overwhelms servers and networks with
aflood of access requests. However, these products
have major new points of vulnerability, and the im-
pact of intrusions can be more severe. Hackers can
take control of a product or tap into the sensitive data
that moves between it, the manufacturer, and the

customer. On the TV program 60 Minutes, DARPA
demonstrated howa hacker could gain complete con-
trol of a car’s acceleration and braking, for example.
The risk posed by hackers penetrating aircraft, auto-
mobiles, medical equipment, generators, and other
connected products could be far greater than the
risks froma breach of a business e-mail server.

Customers expect products and their data to be
safe. So a firm’s ability to provide security is becom-
Ing a key source of value—and a potential differen-
tiator. Customers with extraordinary security needs,
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Data privacy and the fair exchange of value for
data are also increasingly important to customers.
Creating data policies and communicating them
to customers is becoming a central concern of legal,
marketing, sales and service, and other departments.
In addition to addressing customers’ privacy con-
cemns, data policies must reflect ever-stricter govern-
mentregulations and transparently define the type of
data collected and how it will be used internally and
by third parties.

HUMAN RESOURCES. A manufacturer of smart,
connected products is a cross between a software
company and a traditional product company. This
mix demands new skills across the value chain, as
wellas new working styles and cultural norms.

New expertise. The skills needed to design, sell,
and service smart, connected products are in high
demand but short supply. Indeed, manufacturers
m_Hm m.xvmamsﬂum a growing sense of urgency about
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T e
he organizational lessons that other industries can draw from software

fall into five categories:

: M”Mxh.mm_‘wowmm%m—_.o_uzmz._. CYCLES: The software industry has moved away
of upgrades EM eases of major products to smaller, incremental releases
R M::m:om:_m.:nm. Because of this, companies can get new
Agile U.‘on:nﬂ.mw et more quickly and respond faster to customer needs.
b : levelopment processes—which emphasize daily collaboration

ween developers and marketers, weekly delivery of enhancements,
continual course corrections, and ongoing testing of customer satisfaction—

are best practice in software development.

2 PRODUCT-AS-A-SERVICE BUSINESS MODELS: Software is undergoing a
sectorwide transition to service-oriented business models. Customers purchase
.mowim«m on a subscription basis, paying only for what they need when they need
it, instead of buying “shelfware” that sits idle. This turns the product into an
operating, rather than capital, expense, and hugely simplifies deployment (which
happens via the cloud). To support this new model, software companies have

learned to carefully track customer usage and satisfaction.

3 FOCUS ON CUSTOMER SUCCESS: The shift toward software-as-a-service models
has led to the rise of customer success organizations inside software companies.
Given the ease with which customers can change vendors, ensuring that they
receive superior ongoing value from products is critical. Many software companies
now have customer engagement teams dedicated to pursuing that goal.

4 PRODUCTS PART OF BROADER SYSTEMS: Most software is deployed as part of
a larger “stack” of business tools, whose value is enhanced by their integration.
Successful software companies often provide application program interfaces
and other tools that enable easy integration of their product with third-party
software. In addition, software companies often encourage the formation of
developer communities to create new uses for their products.

5 ANALYTICS AS A COMPETITIVE ADVANTAGE: Software companies, especially
those in e-commerce, have long understood the power of data analytics in
generating customer value. Companies with an advertising revenue model use

analytics to serve up ads at the right time—when custome

notice and act on them. ingly, software comy

rs are most likely to
are also mining data

on use to identify bugs with the highest impact on customers.

manufacturers are establishing a physical Emmmﬂnm
in hot spots such as Boston and Silicon <m=$.~, SE.n_._
combineapresencein advanced manufacturing with

academic centers, makers of B2B hardware and soft-
ware, and emerging producers of smart, nouwmnﬂma

products. Schneider Electric, for example, is mov-
ing its U.S. headquarters to Boston. o<m.H the H@m
decade, manufacturers can mnnm_mn.:m their learning
and improve recruiting by cmmnm._m such n_wmn_w“w
But they willalso need new recruiting models,
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