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In recent vears surveillance technology has under-
gone a revolution. Spy satellites are now so accu-
rate thar they can be used to track the movemenrts
of individual people, and even read license plates
on cars. It is now simple to intercepr faxes, pager
messages, and telephone messages, for rooms to
be bugged, and for tracking devices to be installed
on vehicles, goods, and even individual persons.
Spyware softwarce can now be covertly and
remotely implanted onto Internet-linked compu-
ters to monitor the keystrokes that their users
make and the websites that they visit. And in
many areas of the developed world persons now
live much of their public lives under the panoptic
gaze of closed-circuit television monitors that
record their every move.

This revolution in surveillance technology is
often regarded with horror. Discussions of its
ethical implicatons frequently draw analogies
between it and Big Brother’s sinister surveillance
of the atzens of Oceania in George Orwell’s
1984 Worse yet, as many of the participants in
such discussions note, the surveillance capabilities
that are now avalable to govemments and cor-
porations dwart that which Big Brother had access
to. In J984, people could be sure that they could
not be watched by Big Brother’s telescreens if
they were in a crowd.! Face-recognition software
now renders such a hope funle. In 1984 people
could escape the ommpresence of Big Brother’s
telescreens by going out of the ctes and nto
the country, where they only had to take care
that their conversations were not monitored by
hidden mi|:11.||Jl1-:,1|m:-s_2 Such escape is now impos-
sible, for spy satellites can be used o monitor
people wherever they go.

With the dystopic vision of 1984 lurking in
the background, it is clear that one need not
posscss any pronounced Luddite tendencies o
oppose the expanding use of survelllance technol-
ogy. It will be argued in this paper, however, that
rather than opposing such an expansion of surveil-
lance technology, its use should be encouraged—
and not only in the public realm. Indeed, the Stare
should place all of its anzens under survellance ar
all omes and in all places, including their offices,
classrooms, shops—and even their bedrooms.

AN OVERVIEW OF THE ARGUMENT

At first sight, the conclusion thar the State should
place all of its citizens under constant surveillance
is alarming. Yet this alarm can be dispelled once it
is realized that this conclusion Hows naturally from
the plausible and widely held view thar, in certain
crcumstances, 11 15 morally permissible for the
State to secure information about past evenrs. It
15, for example, widely held that in certain circum-
stances it is morally permissible for the State o
compel witnesses to testity about past events in
criminal trials. The State, however, can only use
hindsight to determine what information it is
morally permitted to have access to, for it will
only become clear in retrospect what informanon
15 relevant to (for example) solving a crime or
judging mitigating crcumstances. To ensure that
it gleans all of the information that it is morally
permitted to access, then, the State can gather
information about all events that occur, provided
it only accesses that which it is morally permitted.
Given this, then, the State is in principle morally
permitted 1o place its dnzens under constant
surveillance. The purpose of this paper is nor,
however, only to show thar the Stare 1s morally
permitted to place its citizens under constant
surveillance. It is also to show that a situation in
which the State used such surveillance would be
morally preferable to one where it did not. To
establish this it will be shown that under such a
system of surveillance it is likely thar cime will
decrease, thar justice will be betrer served, and
thar fewer costs will be imposed on witnesses.
Finally, four objections to the use of such a system
of State surveillance will be examined and
rejected: that it would be open to abuse, thar it
15 not morally permissible for the State to secure
information about past events, and that such
surveillance would violate crtizens” privacy, or
autonomy, or both.

Before moving to develop the above argu-
ment in favor of constant State surveillance an
important initial clarification is in order. This
argument is based on two claims: (i) thar if it is
ever morally permissible for the State to secure
information abour past events, then it 1s morally
permissible for it to do so through the use of
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