Chapter 2

Information Security
Risk Assessment Basics

It is the aim of this book to provide an extensive discussion of information security
risk assessment. As such, you will find detailed information, discussion, and advice on
all elements of the information security risk assessment. Many of the sections of this
book will provide a rather detailed discussion of a single element of informarion secu-
rity risk assessment. However, before we get into this level of discussion, it would be
useful to provide a brief overview of the information security risk assessment process.

For the purposes of this book, the information security risk assessment process
is defined as follows:

Security Risk Assessment—aAn objective analysis of the effectiveness of the cur-
rent security controls that protect an organization’s assets and a determina-
tion of the probability of losses to those assets.

There are many security risk assessment methods available and currently in
use. Depending on the specific one employed, a security risk assessment may have
any number of steps or phases, and each of these phases may have slightdly different
names. However, the overall process is largely similar in all these methods. The
generic phases of a security risk assessment are shown in Figure 2.1.

2.1 Phase 1: Project Definition

As with many projects, the success of the security risk assessment project relies not
only on the skill and experience of the team assigned to the security risk assessment,
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Figure 2.1 The security risk assessment process comprises the following phases:
project definition, project preparation, administrative data-gathering, technical
data-gathering, physical data-gathering, risk analysis, risk mitigation, and recom-
mendations. These phases are described in more detail in the remaining chapters
of this book.

but also on the effectiveness of the project management. A key component of project
management is arriving at an agreement as to the scope and content of deliverables.
Within the project-definition phase, the project is properly scoped and documented.
The scoping of any project indudes a clear understanding of the cost and time
frame of the engagement. The security risk assessment team leader needs to ensure that
the project budget and time constraints are well understood. Documentation of this
understanding is captured in the project plan and in the contract, if this involves a cus-
tomer. A project plan not only documents the budget and time constraints, bur breaks
down the overall project into manageable tasks and allocares resources to those tasks.
Beyond the budget and time constraints of the project, the scoping of a security
riskassessment can be more complex than the scoping of some other projects. Unique
variables to the security risk assessment process include the assessment objective, the
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assets and controls to be covered, and the assessment boundaries. Obtaining clarity
on the security risk assessment objective is necessary to understand the customer
needs. For example, a security risk assessment performed for contract compliance
has a different objective than one performed for program review. The team must
also seek clarity on the boundaries of the assessment through an identification of
assets, systems, and other boundaries of the project. Each of these tasks is discussed
in greater detail in Chapter 3.

2.2 Phase 2: Project Preparation

Based on the scope of the securiry risk assessment project identified in phase 1, the
team leadership needs to ensure that adequate preparations are performed prior
to entering the data-gathering phase. Preparation includes weam preparation and
project preparation.

Team preparation comprises the selection of the security risk assessment team
and the introduction of the team to the organization to be assessed. Many factors
go into the proper selection of the security risk assessment team, including objectiv-
ity, expertise, and experience. Introduction of the team to the customer includes
formal letters of introduction as well as a request for permission and access. Each of
these tasks is discussed in greater detail in Chaprer 4.

2.3 Phase 3: Data Gathering

The data-gathering phase is typically performed on site and results in the collection
of informarion concerning the effectiveness of the current administrarive, physi-
cal, and technical security controls. The security risk assessment team will review
the administrative controls through the collection, review, and analysis of avail-
able policies and procedures as well as observation and interviews with staff. The
physical security controls will be assessed through techniques such as observation,
testing, and analysis. The technical security controls will be reviewed through tech-
nical analysis, testing, and review of logs. The dara-gathering phase is the most k—
comprehensive of all of the phases and is discussed in more detail in Chaprer 5.
Specific advice on how to perform darta-gathering for administrative, technical, and
physical controls are found respectively in Chaprer 6.

2.4 Phase 4: Risk Analysis

The risk-analysis phase involves a review of the data gathered and an analysis of
the resulting risk to the organization. During this phase, the security risk assess-
ment team must determine asset values, system criticaliry, likely threats, and the

© 2011 by Taylor & Francis Group, LLC




26 ® The Security Risk Assessment Handbook

existence of vulnerabilities based on the data gathered. Furthermore, the team must
calculate the risk to the organization for each threat/vulnerability pair. The calcula-
tion and presentation of these risks can vary greatly, depending on the security risk
assessment method being used.
Several elements of the risk analysis phase are considered key concepts within secu-
rity risk assessments. These include assets, threats, vulnerabilities, and security risk.

2.4.1 Assets

The first element to be considered and discussed in an information security risk
assessment is the assets of the organization. Assets are the items considered valuable
by the organization. Later in this book, we shall discuss classes of assets, valuation of
assets, and grouping of assets, but for now it is important to understand that assets
are the information, resources, or other items that have value to the organization.
Examples include buildings, equipments, personnel, organization reputation,’ busi-
ness documents, and many other tangible and intangible items.

Assets are an important element of a security risk assessment for several rea-
sons. First, the enumeration of assets helps to scope the security risk assessment.
Scoping of the security risk assessment will be discussed later as well, but for now,
consider the following example. If an organization has commissioned a security
risk assessment and has dictated thart the buildings and equipment are not among
the assets within the scope of the security risk assessment, then a review of the
physical security controls protecting the buildings and equipment would not need
to be performed. In this way, the enumeration of assets helps to scope the security
risk assessment.

Second, the valuation of assets helps to determine the countermeasures
employed. A countermeasure is simply a control (activity, technique, or tech-
nology) thar reduces the possible loss to an organizartion’s assers (see Table 2.1).
While the selection of countermeasures can be somewhat involved, it is clear thar
we should not spend more on the countermeasure than the possible reduction in

Table 2.1 Asset Summary

Key Concepts Definition
Asset Resource, data, or other item of value to the organization.
Asset A listing or grouping of assets under assessment. Asset
enumeration | enumeration helps to scope the information security assessment.
Asset The placement of a relative or dollar value on each asset.
valuation Asset valuation is useful in determining potential loss and

| countermeasure selection.

Note: Assets are those items the organization wishes to protect. The enumeration
and valuing of the assets scopes and guides the security risk assessment.
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the organizational loss. Later in the book, we shall discuss both asset valuation and -
omnmmrudecﬁon.

2.4.2 Threat Agents and Threats

The next elements to be considered and discussed in an information security risk
assessment are the threats and the threat agents. A threat is an event with an unde-
sired impact. A threat agent is the entity that may cause a threat to happen. Threats
and threat agents are inextricably linked, in that it is the threat agent that causes a
threat to happen. A more in-depth discussion of threats, threat classes, threat envi-
ronment, and threat analysis is provided in Chapter 4 (Section 4.5). The basics of
threats and threat agents are presented here as a primer on the topic. Threat agents
include Mother Nature and mankind. Examples of threats include earthquakes,
fires, theft, insertion of malicious code, accidental disclosure, and many others.

The main reason thart threat agents and threats are imporrant elements of the
information security risk assessment is thar they help to determine the scope of the
vulnerabilities of the system being assessed. To begin a security risk assessment, we
must understand the threats from which we plan to protect the assets. It is rather
naive to believe that something undesired will never happen, and it is equally naive
to believe that you can possibly anticipate or even list every possible threat. However,
we can describe the threat environment of the target system. This approach helps the
security risk assessment team to consider those threats that are most likely to impact
the target of the security risk assessment and to ignore those that are least likely to
impact the target of the security risk assessment. Those threats that are considered
relevant for a specific security risk assessment are called “valid threats”.

For example, an information security risk assessment being performed on an
organization in Austin, Texas, would not need to consider the threat of earth-
quakes, snow blizzards, or perhaps even hurricanes. However, it would need to
consider flooding, tornadoes, and severe thunderstorms. In this example, the threat
agent is Mother Nature, and we consider some of her threats valid and others not
valid for this portion of the country.

2.4.2.1 Threat Agents
~ Threaragents are the caralyst of the threat. A threat agent is the entity thar causes a threar

to happen. A list of possible threat agents is provided below for illustrative purposes:

B Nature—Any number of natural disasters could affect the support systems relied

B - upon by your organization’s information system. If the threat is a natural threar,

Pl o such as storms or floods, then “nature” can be considered the threat agent.

~ m Employees—Organizations entrust their personnel to perform their duties
' accurately and consistent with the policies of the organization. A major threat

' toorganizations is the threat that an employee could make a critical mistake

' indata entry, release proprietary data, or decide to defraud the organization.
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TR ers. Even those systems that do not provide a public interface, such as the

Internet, are still exposed to hackers through social engineering, modem con-
nections, or physical attacks.

® Industrial Spies—The value of proprictary information to the competition
should not be underestimated. Industrial espionage is a significant threat o
most organizations and can result in loss of profits, competitive advantage, or
even the business itself.

® Foreign Government Spies—Foreign spies could perform espionage for the
purpose of advancing the capabilities of a foreign government or restri
our government’s abilities, or this area could even include foreign-sponsored
industrial espionage.

2.4.2.2 Threats

A threat is an undesired event that may result in the loss, disclosure, or damage to
an organizational asset (see Table 2.2). A partial list of threats is given below:

® Errors and Omissions—Occasionally, mistakes by authorized employees,
users, developers, and testers can occur during data entry or operations, or in
system or application development. These errors and omissions can lead to 2
lack of data and system integrity, a lack of system stability, and even disclo-
sure of sensitive information.

® Fraud and Theft—The threat to the information system could be for the purpose
of fraud or theft. Information systems are targets of fraud and theft because they
directly or indirectly protect assets of value. For example, financial systems directly
protect the assignment of funds to accounts, whereas inventory systems indirectly

Table 2.2 Threat and Threat Agent Summary
Key Concepts Definition

: | Validthreat | Threats that are considered relevant for a specific security
i risk a assessment

| Threlt agent | The entity that may cause a threat to happen

Threat Determining the physical, geographical, and otl'lerupadsuf
nm'll'unment the organization’s system helps to determine the scope and
Pl extent of applicable threats

ot .:' IThmuand threat agents are the actions and enﬁtiesﬂ:corgminﬂonwould
g :ﬁhtoqvnid Thmumdmreat:pntsmdewmﬁmdbyﬂnmms.
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protect equipment through inventory tracking. Each of these types of systems
can be the target of those artempting to steal from or defraud a corporation.

B Sabotage—Those authorized by the organization to access the organization’s

- information systems and assets must be trusted to uphold the trust placed in
them. However, sometimes this trust is misplaced. Such misplaced trust leads
to sabotage. Sabotage may include physical damage to facilities or equipment,
destruction of processes, deletion of data, or loss of data integrity.

® Loss of Physical and Infrastructure Support—The physical and infrastruc-
ture support provides the required services for an organization’s information
systems, such as power, communication, and transportation. Many threats,
both natural and human, endanger the ability of the support structure to sup-
ply the required services to the information system. Threats in this category
include power failures, winter storms, labor strikes, and terrorist arracks.

® Espionage—Proprietary information is a highly valued asset of the organiza-
tion. Proprietary information is also highly valued by the competition. The
act of gathering proprietary data for the purpose of aiding another organiza-
tion is referred to as “espionage.” Espionage is performed by foreign govern-
ments and competitive organizations.

® Malicious Code—The connectivity of systems and the introduction of new
software and dara from other sources increases the threat that an organi-
zation’s information system may become infected with malicious software.
Malicious software could be a virus, Trojan horse, worm, logic bomb, or
other software that does not perform as intended.

B Disclosure—Information systems contain vast amounts of data that are sen-
sitive to the organization and to individuals. The concern that dara about
an individual could be disclosed to someone unauthorized is referred to as
“privacy.” The concern that data about the organization could be disclosed
is referred to as “confidentiality.” Both the personal privacy threat and the
organizational confidentiality threat are major concerns.

2.4.3 Vulnerabilities

A vulnerability is a flaw or oversight in an existing control that may possibly allow
a threat agent to exploit it to gain unauthorized access t organizational assets. In
Chapters 6, 7, and 8 we shall discuss in detail how to find and describe vulner-
abilities in administrative, technical and physical controls. In Chapter 9, we shall
~ discuss how to rate these vulnerabilities. For now, it is important to understand

ﬂu:dmmhipofvulmbﬂummodmdemmunﬁh:inﬁ:rmaﬂonmﬁtyﬂﬁ
assessment and the importance of the vulnerability in this effort. :
" Vulnerabilities are important elements of a security risk assessment because they are

' instrumental in determining existing and residual risk. Without vulnerabilitics, there
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the existing system and those vulnerabilities that are likely w still exist if the safeguard

recommendations are implemented. When assessing vulnerabilities in the system, it is _';:_'_. s
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nical areas, since the departments or personnel are likely to be distributed similarly.
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geographical, personnel, or utility provisioning controls. Examples include holes

in the fence line, location in a flight path, lack of background checks for sen-

sitive positions, and lack of redundant power supplies. Technical vulnerabilities

are those that exist in the logical controls in the organization’s system. Examples

:.;i;d: misconfigured routers, backdoors in programs, and weak passwords (see
2.3).

2.4.4 Security Risk

A security risk is the loss potential to an organization’s asset(s) that will likely
occur if a threat is able to exploit a vulnerability. In this book, we shall discuss
various ways to assess (Chapter 9), reduce (Chapter 10), and report security risk
(Chapter 11). Security risk (and residual security risk) is the key element of the
information security risk assessment because it is the culmination of all the other
assessments, calculations, and analyses. Security risk is the key measurement that

Table 2.3 Vulnerability Summary

Key Concepts Definition

Vulnerability | A flaw or oversight in an existing control that may allow a
threat agent to exploit it to gain unauthorized access to
organizational assets

Gaps in policies, procedures, or security activities, e.g.,
missing acceptable-use policies, gaps in termination
procedures, or the lack of independence in security testing

Gaps in physical, geographical, personnel, or utility
proﬁsioningcontrols,e.g.,holainﬂwﬁ:mﬁne,luutbn
| in a flight path, lack of background checks for sensitive

positions, and lack of redundant power supplies

Gaps in the logical controls in the organization's system,
e.g., misconfigured routers, bﬂdnmsmmuﬂ
| weak passwords

i |.|\ﬂ.ﬂner|biliﬁﬂun exist in ﬁmimstnﬁve,physuni.orwdmiﬂlmntmk.
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the organization’s management really cares abous; the rest of the stuff is just a way
to get to the key measurement of security risk. '

There are many key factors to consider when discussing security risk, bur the
most important factor of security risk to consider right now is the manner in which
the security risk is derived and presented. There are many ways to derive and pres-
ent security risk, but all of these approaches can be described as quantitative or
qualitative.

The quantitative approach to deriving and presenting security risk relies on
specific formulas and calculations to determine the value of the security risk. A
quantitative approach to determining and even presenting security risk has the
advantages of being objective and expressed in terms of dollar figures. However,
such quantitative calculations can be rather complex, and accurate values for the
variables in quantitative formulas may be difficult to obtain.

The qualitative approach to deriving and presenting security risk relies on sub-
jective measures of asset valuation, threats, vulnerabilities, and ultimately the secu-
rity risk. A qualitative approach to determining and presenting security risk has
the advantage of being easy to understand and, in many cases, provides adequate
indication of the organization’s security risk. However, a security risk measure-
ment derived from such qualitative measures is, indeed, subjective and may not be
trusted by some in management positions (see Table 2.4). More detail on security
risk analysis is provided in Chapter 9.

2.5 Phase 5: Risk Mitigation

Based on the risks defined in the risk analysis phase, the team must develop rec-
ommendations for safeguards to reduce the identified risks to an acceprable level.
The safeguard selection process involves mapping safeguards to threat/vulnerability
pairs, determining the reduction of risk, determining the cost of the safeguard, and
into solution sets.
Several elements of the risk mitigation phase are considered key concepts within
security risk assessments. These include safeguards and residual risk.

2.5.1 Safeguards

Next we consider the security controls, or safeguards, put in place to protect the
organization’s assets from reasonable threats. A safeguard or countermeasure is
a technique, activity, or technology employed to reduce the risk to the organiza-

~ tlon’s assets. A safeguard may prevent, detect, or minimize the potential loss to

an organization’s assets. For this reason, safeguards are generally categorized as
mﬂw.dewdn,ormmdwmm.?mvmﬂummmmds
that are designed to deter undesirable events from happening. Examples include
access controls, door locks, and security awareness training. Detective measures
are controls that identify conditions that indicate that an undesirable event has
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Definition

A method of determining and presenting security risk that
relies on specific formulas and calculations to determine

the value of the security risk

Advantages Disadvantages

Objective; security risk Security risk calculations

expressed in terms of dollars | are complex; accurate
values are difficult to obtain

Qualitative risk | A method of determining and presenting security risk that
relies on subjective measures of asset valuation, threats,
vulnerabilities, and ultimately of the security risk

Advantages Disadvantages

Easy to understand; provides | Subjective; may not be
adequate indication of the trusted by some in

organization’s security risk management positions
Note: Security risks are a measurement of the likelihood that the organization’s

assets are susceptible. Security risk assessment methods can be either
quantitative or qualitative.

happened. Examples of detective measures include audit logs, security testing,
and intrusion detection systems. Corrective measures are controls designed
correct the damage caused by undesirable events. Examples of corrective mea-
sures include security guards, termination policies, and file recovery. Note that
- safeguards (also referred to as controls) may be classified as being in multiple cat-
~ egories, such as security guards, which can be considered a preventive, detective,

" becaus _
o b o, 11
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Table 2.5 Safeguard Summary

Definition: A technique, activity, or technology employed to reduce the risk to

the organization’s assets. Safeguards protect the organization’s assets from the
risks of threats.

Key concepts

Preventive | Controls designed to deter undesirable events from happening,
e.g., access controls, door locks, and security awareness training

Detective | Controls that identify conditions that indicate that an
undesirable event has happened, e.g., audit logs, security
testing, and intrusion detection systems

Corrective | Controls designed to correct the damage caused by undesirable
events, e.g., security guards, termination policies, and file recovery

organization. Safeguard recommendations are key to the results of a security risk
assessment and must be carefully considered (see Table 2.5).

2.5.2 Residual Security Risk

Residual security risk is the security risk that remains after implementation of rec-
ommended safeguards. The objective of security risk management is to accurately
measure the residual security risk and keep it to a level at or below the security risk
tolerance level.

Residual security risk is an important element of information security risk
assessments for several reasons. First and foremost, residual risk is the security risk
that the organization will inherit when safeguards are implemented. It is important
that the organization’s management fully understands the concept of residual secu-
rity risk and is comfortable with staffing and budgeting decisions that determine
the residual security risk level.

Second, the security professional and the organization’s management must cleady
understand that there is no such thing as 100 percent security (or 0 percent residual
 security risk). Even if the organization implements every one of the information secu-

~rity professionals’ recommendations, the organization still has some residual security
2 s ﬁmmmmwﬁommmn&mwhmﬂdmwm =
i Tﬁmmadﬁnmémddudmuhyniuwdlumbym

' 2.6 Phase 6: Risk Reporting and Resolution .
o 'H:c final phase of a security risk assessment is the risk reporting and tuoluﬁun
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Table 2.6 Residual Risk Summary

Definition: The security risk that remains after implementation of
recommended safeguards. Residual risks are the leftover risks to the
organization’s assets after safeguards have been applied.

Key concepts
Static risk The security risk that will always exist

Dynamicrisk | Security risk that may be reduced through the
implementation of safeguards

a presentation to the project sponsor that clearly identifies the risks found and
information for the executive, management, and technical personnel. The execu-
tives of the assessed organization must then determine the resolution of the identi-
fied risks. The risk resolution element within this phase is considered a key concept
within securirty risk assessments.

2.6.1 Risk Resolution
At the conclusion of a security risk assessment project, the senior management of

risk, or delegate the risk to someone else.”
A security risk can be reduced by implementing additional security controls or

A security risk can be accepted if the senior manager believes sin L -2 2
the best interest of the organization to accept the risk rather than o accepe the 5= =

E
'

risk must be performed by a senior manager of the organization, becanse ¢

dedﬂnnlmpuutheorgmiuuonuawbdemdnﬂtﬂ#'w— =

" sourcing company or an insurance agency. The transfer of securicy risk isa contrae- ~ = =
" tual agreement that clearly spells out the risk and the burden accepeed along

the conditions and limitations of such an agreement (see Table 2.7). More dewailon ~ =

security risk assessment reporting in provided in Chapeer 11. s = -
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| Risk resolution | The decision by senior management of how to resolve the

risk presented to them 1

Risk reduction | The reduction of risk to the organization to an acceptable
level through the adoption of additional security controls
or improvement of existing controls

Risk acceptance | The deliberate decision by senior management to accept
an identified risk based on the business objectives of the
organization

Risk The contractual transfer of risk to another organization

transference through outsourcing or insurance

Note: Safeguards protect the organization’s assets from the risks of threats. o

Exercises

1. Tasks performed within a security risk assessment have some flexibility in
terms of order performed (consider Figure 2.1). Indicate the order of the tasks
below by listing prerequisite tasks (tasks that must be completed prior to
starting) and successors (tasks that cannot begin prior to completion of cur-
rent task) for each of the tasks listed below:

Be Prepared to Justify Your Answers

Prerequisite Successor
Task Tasks
a. Project scope
b. Asset valuation

c. Threat identification

d. Policy review

e. Vulnerability scan

f. Schedule interviews

g Perform interviews

h. Assess risk

i Develop recommendations

||'* i
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2. MHuw:m:d:douamrhyd:kmM
 a. Determine the current market price for a security risk assessment. .

b. 'What factors are involved in the scoping of a security risk assessment?

c. Amnrviuorganinﬂommlmnmmgiwpddnginfwmﬂm!%yu
why not?

d. Is there any confusion in terms of security risk assessments, vulnerability
scans, security audits, security reviews, etc.?

3. Brainstorm: As a group or a class exercise, list the typical organizational
assets. Arrempt to group or categorize the assets.

a. Consider the multiple grouping schemes and specificity of the assets.
What are the pros and cons to the various schemes you created? For
example, what are the pros and cons to treating all Web applications as a
single asset?

b. Are you able to find industry examples of asset classification guidance
that can assist in this exercise?

4. Threat Trees: Threat trees are a way of organizing threats using tree
structures.

a. Using the threat agents and threats listed in Section 2.4.2 as a basis, cre-
ate a threat tree. Start with tree “roots” (main nodes) of “narural® and
“human-made” threats.

b. What is the relationship between threat agents and threats (many-many,
one—many, one—one, or many—one)?

5. In the News: Find an article on a recent computer security incident or

a. Identify as many of the following elements as possible:

i. Threat agent/threat
ii. Vulnerability
iii. Assets affected

iv. Countermeasures applied
b. What other safeguards could you recommend?

',-ﬁ'mmhmann@ﬁhkmkdouhmmﬂw
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Chapter 3

Project Definition

A security risk assessment can mean many things to many people. Within the
context of this book, a security risk assessment is defined as an objective analysis of
the effectiveness of the current security controls that protect an organization’s assets
and a determination of the probability of losses to those assets. Various regulations,
guidelines, and other information sources sometimes call the security risk assess-
ment by another name. Terms used include security audit, risk assessment, security
testing, and so on. Other times, security risk assessment is used to mean something
different from what is described in this book.

Realizing the confusion surrounding these terms, it is important that the secu-
rity risk assessment project be well defined prior to project initiation. Definition
of a security risk assessment project requires knowledge of the budget, objective,
scope, and the level of rigor of analysis expected. Each of these areas is discussed in
the following sections of this chapter. But first there is a quick discussion of how
ensure a successful security risk assessment.

3.1 Ensuring Project Success

Performing a security risk assessment is a project and, as such, anyone seeking to
be an effective member of a security risk assessment team should understand how
such a project is run successfully. Moreover, the leader of the security risk assess-
ment team needs to be able to plan, track, and ensure the success of the security
risk assessment project. :

© 2011 bqulnr&!‘undsGrmp.H.C
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3.1.1 Success Definition

Success cannot be achieved until we define the meaning of success. For a secu-
rity risk assessment project (and, for that matter, most technical projects), success
is defined as achieving customer satisfaction, quality technical work, and project

completion within budget. =

3.1.1.1 Customer Satisfaction

The customer of a security risk assessment includes the “sponsor” of the security
risk assessment and additional stakeholders within the organization being assessed.
All of these stakeholders have unique points of view and distinct definitions of what
they expect from a successful security risk assessment.

3.11.1.1 Identifying the Customer

Regardless of whether the security risk assessment is performed by internal resources
or is contracted out to a security consulting firm, the primary customer of a security
risk assessment is the individual responsible for commissioning it. If the security
risk assessment is performed by a contracted security consulting firm, the project
sponsor should be explicitly stated in the contract. If not explicitly stated, consider
the project sponsor the most senior official who will be at the final briefing. For
internal securiry risk assessments, the project sponsor is the department manager or
director who commissioned the project.

Project Sponsor—The project sponsor is the person internally responsible for the
success of the project. If this is a contracted effort, then the project sponsor is
typically the signature authority for the project. Either way, the project spon-
sor will define the success of the project in terms of the quality of the techni-
cal work and project completion within time and budget constraints.

: Thequalityofthcmchnkalworkcanbcmured:hmughmm&duhaim‘d'
pmjectmmbcnandfollawingthcguiddincsinrhisboohhojeumplm
- within budget can be ensured through following the guidelines in Chapter 12.

The secondary customer for the security risk assessment project includes any o

3 mhumk:holderinthcpmu.Thmmichddmmnmmdphylﬂﬂ

" rolein the ultimate acceptance of the security risk assessment and, in turn, customer
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: - corporation, the most senior security officer will be very interested in the
| security risk assessment project. This person can be either the biggest critic or
the most ardent supporter of the security risk assessment. Typically, the senior
security officer will be a supporter of the security risk assessment effort and

may even be the project sponsor.

The most senior security officer will be concerned that the security risk
assessment is properly scoped, accurate, and performed by professionals with
the appropriate experience and credentials. Many of these concerns can be
addressed through proper negotiation and development of the statement of
work. The accuracy of the security risk assessment can be ensured through
careful data gathering, testing, analysis, and review. The professionalism and
credentials of the security risk assessment team can be addressed through the
sentation of their résumé’s past performance descriptions, and certifications.

Be aware that the most senior security officers will likely have their own
set of security controls that they are trying to get adopted within the orga-
nization. The security risk assessment can point out the specific benefits of
implementing these controls from a security risk-based approach. Therefore,
the security risk assessment may be able to give the senior security officer the
support needed for upcoming projects, or the security risk assessment may
recommend other projects with a larger return on investment (ROI) than
the ones currently planned. Be careful to ensure that you gain the necessary
information from the security team, but remain objective and credible by
forming your own opinions and recommendations.

® Business Unit Managers—Organizations divide responsibility for corporate
governance among business units. These units may take on various names,
such as groups, departments, or divisions. Here they are referred to simply
as business units. The business unit will have a single individual in charge—
sometimes referred to as the division chief, director, or even department head.
Here we shall refer to them as the business unit managers. The business unit
manager will be concerned with several factors, including proper understand-
ing of the business unit, accurate security risk identification, clarity and use-
fulness of recommendations, and cost of implementing recommendations.
¥ UndamndingtthuMUnit—-Themrhyﬁ&mmwiﬂ
' need to ensure that they offer the opportunity for an interview with each of
the business unit managers. This interview will give the managers a chance
me:phlnd:cbuﬂmuunirﬁmcﬁomandmmimmabomm;
~ security risks. Granting the business unit manager an opportunity to explain

a _-lihlymheamongthcnhzrputcﬂﬁuofmﬁtyﬁ&mluthu
i ,'.r::;uﬁthdrbnﬁncﬂunkm:hmklmtb:mrprﬁn&ﬂmﬂ):di
/| results and their accompanying recommendations will affect the business
"/ \unit manager's budget. The security risk assessment team should take the
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necessary steps to ensure that security risk findings are accurate. These
steps include the interview with the business unit manager mentioned
previously, interviews with other representatives for the business unir,
andthenbilltyforeadlbmimuunkmamgummiewdn&ﬁndlnpof
the security risk assessment.

- CluityandUlcﬁllneuofSecuﬂryRilkRmmmmda:bm—Amhy
risk assessment that simply states that the organization is at a certain
level of security risk is of little value. The most valuable component of a
security risk assessment is a prioritized list of actions that may be taken to
reduce the security risk. Unclear, high-level, or ambiguous recommenda-
tions such as “increase security staff” offer little guidance to those who
need to act on these recommendations. Security risk recommendations
need to be clear, unambiguous, and ultimately useful to the customer.

— Cost of Implementing Security Risk Recommendations—Clearly, busi-
ness unit managers would rather hear thar the actions recommended are
cheap and easy. But that might not always be the case. The project team
cannot and should not artificially reduce recommendation cost estimates
for reducing security risk. Although the true cost may lead some seg-
ments of the customer population initially to be disappointed in the
results, ultimately an underestimate of recommendarion costs would lead
to a greater disappointment. The security risk assessment team should
be straightforward and as accurate as possible when stating the cost of a
security risk recommendation.

® Compliance Officer Legal Department—In many organizations, a security
risk assessment is a legal requirement. Organizations with a legal requirement
for obtaining a security risk assessment include health-care entities, financial
institutions, and government agencies, but could include others as well. In
these cases, the individual within the corporation responsible for compliance
with these laws or contractual obligations would certainly be interested in the
method and results of the security risk assessment.

- SemﬂtyRi:kAmnthedmd—Thcmpnhaionmplhmoﬁm
ﬁﬂbcmnmnedthnthcmrhydskmwiﬁmthchylm
mnmmxalobllg:ﬂom.Sancnnmmﬂ:mathemictrequirmu
mthemurkyﬂ&ammmtm:hodokwﬂmwwiﬂtyﬁ-
_allymm:hn:th:nmﬂqvﬁ:kmmmnuﬁhwmguiddinu
or methods that are spelled out explicitly in the governing law or in the
e mmhmﬂqﬂﬁmmjedwwb’m
' with the governing laws affcting the customer and should ask specifically
&mmmw&m@mﬁramﬂyn&m
‘Security Risk Assessment Team—Although most governing law and can-
,;_mwmnmapuddyaﬂﬁora:pedﬁcmrkyrhk:mmfmﬂh-
W.Mmmmﬁmmuhmm*#mfﬂ
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call for an objective review by security professionals. While not stating exact
requirements for these terms, the following guidelines could be applied:

* Objective Review—Objectivity requires the lack of real or perceived
conflict of interest. Conflict of interest arises when the security
risk assessment team has a stake in the outcome of the assessment.
Namely, a conflict of interest occurs when the security risk assess-
ment team includes members who have designed, operate, or are in
charge of portions of the security program. This includes any element
of the security program that is to be assessed; for example, security
policies, security awareness programs, security architecture, system
hardening, audit log review, physical access control, logical perimeter
controls (firewalls, routers), and managed security services. Anyone
representing or involved in these functions will have a vested interest
in how well they are perceived. This vested interest and the interest
in uncovering all flaws that present a security risk to the organization
are at odds and culminate in a conflict of interest.

To some, the exclusion of these members from the security risk
assessment team may seem inappropriate or overkill. After all, these
members know the systems better than anyone and can identify
possible security risks with grear efficiency. It is for this reason thar,
they argue, these members must clearly be involved in the secu-
rity risk assessment process. While these are valid points, the need
to ensure accurate and objective results ourweigh any such benefit.
These “in siders” should be interviewed, consulted, and possibly
even included in many of the discussions that lead up to the find-
ings of the security risk assessment. However, they should not be
“voting” members or leaders of the security risk assessment team. In
the end, those who make the final recommendations must be objec-
tive or the validity and credibility of the security risk assessment
will be questionable.

. &cur&mefe:domh—Thc:cuﬂryﬁskmmmedsmhe
mmpoudofmﬂnbmwhoundmmnddummepumbcnpﬂbdin
amr&yﬂkamm.nwdsmbﬁng:mmof:qmﬁum&z
project, and will act in a professional manner.

Anundmmndingofﬂnmoepuinanmﬂtyrhkmh
wquimdﬁmplytnbeapmducdwmnbuofdnmwwﬂﬂ

e ammnmbumaybmhuinth;:::mﬁ-
Inup:umuin,mdhcunﬁcmheapmdu:&wmemhﬂ team.

' Somemumofupuﬂuhmqu.imdﬁmu:hmmhuoﬁhe
team. The team will require members who can draw from experience
wpmﬂemmaﬂcmmmmmun&hm&aqumcy,lmmﬂd i
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of the asscssment may be adequately covered. Depending on the
scope, the security risk assessment team requires experts in the areas
of administrative, physical, and technical controls, physical security,
security testing, security policies and procedures, disaster recovery
plans, and other areas.

Each member of the security risk assessment team will need to act
in a professional manner. This includes showing the proper respect for
the customer. Even more importantly, professional behavior
the ethics necessary to ensure that information uncovered during the
assessment will not be misused. Members of the security risk assess-
ment team will uncover vulnerabilities in the customer’s system. These
vulnerabilities could include external exposure to sensitive company
information, account names and passwords, and other vulnerabilities
that could pose a severe security risk to the customer’s organization if
this information is not properly handled and controlled.’

B Technicians, Operators, and Administrators—These are the people in the
organization who are relied upon to maintain and operate security controls.
The network administrator is relied upon to apply up-to-date security patches
to affected systems; the systems operator maintains user account informa-
tion; the nerwork engineers set the firewall rules that implement the security
policy. All of these people within the organization have a vested interest in
the perceived quality of their work. A security risk assessment that results in
findings that point out gaps within their area of responsibility may be seen
as unjust or unkind. Security risk assessment team members must under-
stand that care must be taken to ensure that all findings are accurate and
worded appropriately. Properly worded findings clearly indicate the problem,
its potential impact, and how to fix it. Do not point fingers or attempt to
place blame. Failure to recognize this population, to ensure that their con-
cerns are addressed, and to carefully word findings could result in an unsat-
isfied customer. Understand that these people are not typically the direct
customer, but the direct customer is influenced by them. Moreover, a security
risk assessment team should always strive to be fair and accurate.

3.1.1.2 Quality of Work

'Ihcmuofthcucuﬁtyﬁﬂumm:pmjectwiﬂbebuedinhlgepanmth
. quality of the technical report. Afterall, this is the project deliverable, and it will far
' outlast any other tangible evidence that such a project ever occurred.
Most consumers of a security risk assessment will judge the success of the proj-

.=:;'¢_q:buedmwha:thcyneuaruuh.Thcmuhmbmnmmy' risk assess-

| .mdquﬂqdwﬁmdmwﬁquqummmdbyﬁkm“
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Information security enginecers sometimes lose sight of the objective of their
activities. They sometimes give the technical activities of their project precedence
and leave little time to complete a quality report for delivery to the project sponsor.

SIDEBAR 3.1 What Do We Sell?

Al a previous company | have been known to ask seemingly obvious questions at staff meetings in
hopes of uncovering some greater truths. One such question provided our group a useful insight into
the needs of our customers and their perceived value of our services. The following question was
posed at one such meeting:

“What do we sell?” | asked.

The first answer was rather expected and went down the list of services we offer, such as policy
development, security risk assessments, security training, and other services.

“No, what do our customers want to buy?” | asked, hoping the slight rephrase would spark
some creative thought.

This rephrased question elicited more of the same descriptions, with only slight changes to the
titles we gave them.

“Let’s try this another way,” | said. “Our customers don’t want a security policy; they don’t want
a security risk assessment; they don’t even want security training.”

“But they buy our services? Why would they buy them if they don’t want them?” answered
the team.

“Because our services are a means to an end,” | explained. "Our customers want ...”

“Our customers buy our services because they want confidence that they are secure, or knowl-
edgeable, or compliant,” the enlightened audience interrupted.

BINGO

it is important to understand that although we, as information security professionals, may be
very excited about our techniques, methods, and tools, our customers’ expectations do not center
on these. Their expectations center on our providing confidence that they are doing the right thing,

The takeaway from this slightly offbeat discussion is that the quality of the security risk assess-
ment project is not solely reliant on the quality of the technical work but aiso heavily reliant on any
element that may influence the confidence of the project sponsor. It is for this reason that comrect
formatting and spelling in the final deliverable—the security risk assessment report—are just as

as adequate security testing.

mhﬂwdudhdunﬁmlddimﬂhummmwwhhﬂ;
will not accomplish the of either party. In the pursuit of obtaining the best configuration
mmmwsﬁnﬂmmmm& and determining the precise words for

pdkywymmwnuumimm,wmw

ﬂ*hhﬁhﬁmdmwmmﬂﬁmmﬂydﬂsmm
mmmmnﬂshmmmthudeMMquHythmw
dunkmmuummsmymlwammmﬂuwmwmm

Bp that it is quality.

mw,mmmamwu.mmmawmym

 trades 10 design your house, install systems, and build to the specifications. The typical consumer
iln:;wwﬂu:udmquWdﬁnhmdedewl

~ walk-through. nhiwhm*wthnumnwmh-m,

. techniques were: the consumer would be dissatisfied. =
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In general, all consumers care about is that the work they have commissioned is done by pro-
fessionals, and they care about the quality of the work, but they do not generally care about the
details of the tools, methods, and techniques that go into the work. As consumers, we expect that
professionals keep up with the latest trends and obtain the appropriate tools for the job. We do not
expect to have to be experts in the activities that we outsource.

3.11.2.1 Quality Aspects

The consumer of a security risk assessment report includes the “sponsor” of the
securiry risk assessment and additional stakeholders within the organization being
assessed. All of these stakeholders have unique points of view and a distinct defi-
nition of what they expect from a successful security risk assessment. These were
discussed in the previous section. Regardless of the stakeholder role, several quality
aspects are universally expected.

General Quality Expected in Any Report—The following is a discussion of
the quality aspects that are expected in any report, whether the report is tech-
nical or otherwise. These general quality aspects include grammar, format,
audience, and understanding of the topic. Each of these is discussed briefly

below.

Grammatically Correct—Any correspondence that ever goes to a customer
is a representation of the author and the organization associated with
the author. A formal project deliverable such as a report, or even a draft
report, must be grammatically correct. What the author may consider a
maﬂmﬂcalmmzyormaynmchmge:hcmningofdnu—
tence, but it will make an impression on the reader. As unfair as it may
seem, that impression may have as much weight in customer satisfacion
the customer’s name, interviewees' names, system names, and the like are
likely to make an even less favorable impression.

M_M—Wﬂmummmm:mmhvuﬂy |
hnpmvemennintheﬁmmmngofthcuponmllmahthcupmh&
;m&ﬁmLRepomthulmklihtheyhmheenpmwguhﬂmahﬂy_ :

i
i




B Appropriate styles for headings e

® Spacing between paragraphs, graphics, and headers and footers

B Proper use of headers and footers

@ Generation of a table of contents and rable of figures. :

Addresses Its Intended Audience—As discussed earier in this book, the

Wthnhmm&rmmm

iences will have differing levels of familiarity with the project

and differing levels of technical expertise. For this reason, the report must
be written for several different audiences.

B Executive Summary—The executive summary is written for the audi-
ence that wants to know the bottom line. An executive summary
should be short and to the point. For a security risk assessment, it
should answer the following question: “What are the security risks to
my organization, and what should we do about them?”

® Technical Appendices—Technical details and supporting documen-
tation to the security risk assessment report belong in an appendix or
even an artached data file on flashdrive or DVD. The more technical
readers of the report will want the vulnerability scan details or a list of
the user accounts with short passwords. Examples of typical appendi-
ces to a security risk assessment report are as
— Vaulnerability Scan—The results of a vulnerability scan run on

the systems being assessed.

— Evidence—A list of evidence used to draw conclusions. This would
include interviews, test results, worksheet calculations, etc.

— References—A list of sources of information and guidance used
in the security risk assessment.

— Solurion Descriptions—Additional descriptions on proposed
solutions. This could include product literature or a review of
available solutions.

- Calculations—Mathematical calculations supporting the findings.

Understanding of the Topic—It is important that the reader of the report
realizes that the security risk assessment team not only knows how o per-
ﬁ:rmamuﬂryﬁskmemmth:thuagmpoftherdcnnthckgmund
necuﬂryforperformlngt}wwork.minmdmdonoﬁhempmtmbc
uudmrcimmrdcmtbackgmundinformnﬂomindtdm;aduuip-
donofthco;ganinrionandd:eneedfouhcmﬂryﬁ;km

General Quality Expected in Technical Reports—Technical reports have
d\drwnuniqumquimenu.andthcmdknmmdlng‘mm
has additional expectations. Technical reports, such as a security risk asscss-
mgm,mupectndtnconninmchnimldaumddmmdmhﬂhﬂdm
' an assessment of the technical data. For this reason, it is important to casufe
' that the technical data presented in the report is accurate, the approach is
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Accurate—Technical reports are based on technical data. Any
inaccuracies in the data could lead to incorrect conclusions. It is important
that the technical members of the security risk assessment team review all
technical data to ensure its accuracy. This includes removal of false posi-
tives in vulnerability scanning and ensuring that account names, system
names, and IP addresses are correct.

Approach Described—The security risk assessment approach used by the
team should be described in the final report. This has several benefits.
First, it gives the report credibility. If the report references and follows
a well-known or well-developed approach for performing security risk
assessments, then the customer will be less likely to question the meth-
ods employed to determine the conclusions. Second, a description of the
approach will allow the customer to follow the process and the logic of
the analysis more closely, which will allow the customer to provide a bet-
ter review of the draft report and a better understanding of the process.

Clearly Presented Conclusions—The conclusions of a technical report are the
most important element. These are likely the items that will be imple-
mented. It is important thar these conclusions be well articulated so
thar the implementer of the conclusions will know what is expected. For
example, it is not very useful to simply recommend that the organization
develop security policies. This advice provides little insight or direction
and is an indication that the security risk assessment team may not clearly
understand how to write security policies. A better recommendation
would be a description of the security policies that are currenty missing
and perhaps an outline of the basic structure for each.

ME@MEMMMW—AW&M
ment report is a specific type of technical report with its own unique quality
mqtﬂmmmAncudtydskamcmmponkapcadmpmvidudﬂund
accurate identification of the security risk to an organization'sassets. Furthermore,
th:muityﬁskammtmponisupmmdmmminadeqtmmd:dcm
ﬂﬂenamaxpponiuﬁndinp,ch:mdmmdaﬁoumdchr
mﬂhmmhﬁrrdcmtinfomaﬁnnmﬂrymguhﬁnm For this reason,
ithimporummmrcrhat:bcwcuﬁrydskidmﬁﬁadind:uponisdﬂrmd
mrm,cvﬂmoepmenmdhammmdrdcvammmmmdadnmmdﬂr

- and relevant, and any compliance results are clearly stated.

Clear and Accurate Identification of Security Risk—The identification of secu-
rity risk is the basic objective ofthcmuityﬂ:kam:m
hhmtrurpdﬁngthucmmmmwouldm“wnf
security risk as pauofthcmxﬁ:ydskmreput.Hm.lt
hhpommmmnvcythtmuityﬁtkinamﬂnlngﬁﬂwmﬂlqﬂ'
mﬂ.Thcdeﬁipdonofthemﬁuﬂmﬁqﬁ&mbtﬁmm‘
| .qm:iuﬂwmquahuﬁummm.dcpmdinswﬂwﬂw
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should be presented in a context that is understandable by the customer. |

As such, a description should accompany the residual security risk state-
ment, for example, a range for quantitative security risk measurements or
for qualitative security risk approaches.

Adequate and Relevant Evidence—The results of a security risk assessment are
recommendations for changes at an organization. Prior to those
being implemented, the organization will likely scrutinize elements of the
security risk assessment report to ensure that the recommendations are
well founded. A quality security risk assessment report will contain ade-
quate and relevant evidence for its conclusions and recommendarions.

Clear and Relevant Recommendations—Hopefully many of the recommen-
dations from the security risk assessment report will be implemented. Most
organizations will have set aside resources to implement the recommenda-
tions of the security risk assessment, but these recommendations cannot
be implemented if they are not clear, and they are not likely to be imple-
mented if they are not relevant to improving the organization’s security
risk. The security risk assessment team must ensure that all recommenda-
tions are based on relevant data and solid analysis. If it is unclear why the
recommendarions would improve the security posture of the organization,
then the recommendations have not been clearly articulated. Also, the
security risk assessment team should include cost and effort estimations
for implementing each of the recommendations. Organizations typically
require such estimations prior to moving forward with a project.

Clear Compliance Results—For those organizations operating within regu-
lated industries (c.g., health care, energy, government), an analysis as to
their compliance with the regulation is useful, if not a requirement of
d:csewriryﬁskasmmempmjocn’lfsuchananﬂyﬁsispafnmd.the
security risk assessment report should contain a table that clearly indi-
cates those areas that meet the regulations and those that do not.

3.1.1.3 Completion within Budget

mmmﬁmrofmpmmuw&m:kithmﬁcﬂmﬁn::
within budget. The project leader of the security risk assessment team _
apﬂlcpmjcauregullyjeimmmnthcpmjmhmmpkmdw@qﬁcm
alhttedandwiththtmumgunmd.Anyprojectm{mmpkwdwuhmﬁmor
h;dgummminuisindmguofbdngcmcdedmmmpkmdmh.mmhmﬁ
unpacnhlmm,apmjectwithﬁgxﬁﬁmmmumhryphﬂyanmdhﬂm
the project team's inexperience.
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3.1.2 Setting the Budget

One of the biggest gating factors for scoping a security risk assessment is how much
iiindtbudgﬂf;itﬁr&ﬂtydskmnnlfmmchﬂmhmcﬂminh
here, but there is a huge difference in the scope and rigor of a $450,000 security
risk assessment and a $45,000 one. The fact is, the more time that the team spends
reviewing the security controls, the more rigorous the security risk assessment will
be. So if you plan on spending over $250,000 on a security risk assessment, then
you would expect (and demand) more rigor than if you wanted to keep the cost
down to less than $50,000.

In addition to the rigor of analysis, the amount of money you plan to spend on
the security risk assessment will also be affected by the size of the organization, the
geographical separation of organizational elements, the complexity of the security
controls, and the threat environment in which your organization operates.

Organization Size—A small organization, up to 500 employees, is likely o
have many factors that simplify a security risk assessment. The organization
structure is likely to be relatively simple and centrally located. This brings
down the cost/effort in obtaining interviews with key personnel and gaining
appmvﬂformﬁ;gmdmminfomﬁnn.hsmaﬂorgmiudmhaho
likdymbcmor:oemmlizcdandmhzveﬁ:wcrcnmplammmls,whkhmzy
reduce the effort required to assess their effectiveness. A larger organization is
more likely to have a more complex organizational structure, and decentral-
ized and complex controls.

ic Separation—If your organization has just one location, then the
effort to gather the information required to perform the security risk assess-
mmthdgniﬁan:lymduced,Anorganinﬂonwidnmu]ﬂpk:humdpo-
g:phiallyscpamtedmmmsmdkeypamnclwiﬂmquimaddidomlﬁmd:
for travel and information gathering.
prh%—%cmmmmphxthcmﬂtymﬂrd&thmﬁhmqﬂmd
mmrhdrcﬁwﬁmmhrmmphmmmﬂmﬂphyﬂﬂlm
mmhmmmmmmm.m
circuit television (CCTV) :ynan.zomdmmm-urdbadgemmd
mulﬂpletypunfimmdondeucdnnhgningmmquimmcﬁmmeﬂ'm-
dvdyrﬂicw.hno@nha:innwithamﬂmphphyddmr&ymd
thatindud:slockeddoonmdvidmrmnﬂolwiﬂdﬂdquuhekuc&n




S = T S e e W e kg o et e P A - R sl e, L

Project Definition ® 51

serious threats than the headquarters of a nationally franchised sandwich shop.
A security risk assessment for an organization existing within a more serious
threat environment will require more careful consideration of the threats. An

existing within a less serious threat environment is likely to be -
affected by the standard array of threats that affect most organizations.

The other factor to consider for scoping a security risk assessment is the size of
the overall information security budget. An organization should plan to spend only
a portion of their overall security budget on an assessment. This sounds rather obvi-
ous, but it remains overlooked by many organizations. Consider an organization
that spends nearly its entire information security budget in a given year on a widely
scoped and rigorous security risk assessment and has little or no budget left to fix
anything. A main benefit of a security risk assessment is to provide guidance for
security risk-based spending, so that ultimately the security risk to the organiza-
tion is lowered to a reasonable level. If the entire budget is spent on a security risk
assessment, the organization may be unable to implement any of the recommenda-
tions. The result is that the organization is more aware of their securiry risks, but
their assets are in the same danger as before.

A better approach is for the organization to determine a percentage or ratio of
the budget that shmﬂdbcspcmonthcsemrityriskmmt{neﬁgunll).
As with many elements of establishing and maintaining an information security

within an organization, there is no well-known or accepted ratio or per-

Furthermore, it is not recommended that such a ratio or percentage be the
only factor in determining how much to spend. However, an organization should
mrcﬁdlymkw:hdrbudgﬂallocaﬁonifthcymspmdingmthmﬁpucm
of their security budget on a security risk assessment.

3.1.3 Determining the Objective

A security risk assessment can provide many possible benefits: a basis for risk-based
:pmdlng.apehdkmﬁcwofthcsmuﬂrypmgnm,mdapanof:qmo&hmh

Test and
review
Risk Operational
! Risk
assessment

3.1 Security ngnﬁosﬂwmlspmdlqnﬁuﬁrmm

program the relative
securit will differ greatly among organiza However,
:pmdlmrmﬁuﬂm Inremnhlytobeappliablehmdapm.
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| and balances for sensitive tasks. Understanding and documenting the objective of
the The core aspect of a security risk assessment remains an analysis

of the effectiveness of the current security controls that protect an organization’s

assets. This is the objective of the security risk assessment. <

Security Risk Assessment Objective—accurate mlyﬁsofdnuﬁ%uivmot‘.
current security controls that protect an organization’s assets.

Most organizations simply want an objective review of their controls. This may
be provided by an independent team of security professionals who understand the
security risk assessment methodology, possess the proper experience and creden-
tials, and are provided the resources to adequately perform the assessment.

3.1.4 Limiting the Scope

The scope of the security risk assessment is the boundary of the security controls
and assets included in the review. The definition of what is “in” and “our” of the
mwnfnb:ammmrmaybcmhcrmsyinmmcorgnﬁﬁonsbutmdiﬁmﬂ:
in others. In either case, the project sponsor and the securiry risk assessment team
should carefully and clearly define the scope of the assessment in terms of the secu-
ﬂryconuolsmbercﬁewod,thcmmbcpmwcmd.mdtbcsymboundaﬂﬁ
of the security risk assessment target.

Every security risk assessment is limited: limited by budget, limited by time,
uﬂmfortlqujocrm:mbmofamﬂryﬁ:kmmzwﬂlmnﬂyﬁd
d:umehesmching:hcﬁmimionsofdwpmjecnﬁfmammuldmnuaudn
more in-depth analysis, more insighcful recommendations, and more accurate risk
mm:mmugivmunlimimdtimeandmney?But,nommuhowmu:h:imcor
h:dp(orskiﬂispoucnodbydlcsecuﬁtyrhkmdymmm,ifamﬂtyﬁ&ahu
mnﬁdcthcbuundaﬁuofthcmityﬁskmmmnitwﬂlmtbedommmdln
d:encurhyﬁskaummmn’Thzﬁnglcbiggmhmiuﬂmofammyﬁ:km
ment is the definition of the system being assessed.

%ehuﬂuhdamﬁwmkmmdmmdbydumcf :
che security risk assessment. Identifying the security risk asscssment boundaciesis
' mﬂalfm:bcmrhyrhkmmmtmmenmthun&hﬂum

/ 31.41 Underscoping
Undulcqilns CO oflmrhyﬂﬁmhnwprﬁudmmhppm
aﬂm'd&én;ltmmwhmthemuhyﬂ:kmmdoﬂmtddm L
ﬂmﬂqm&ﬂnm&m%kﬁmcﬁew
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 the security risk assessment team is not addressing the needs of the project
mbemuqemeo&heotgmluﬁon’:mudrdﬂimthmumm:;d
within the security risk assessment. =
- Underscoping typically results in high-risk items left unaddressed and, eventually,
exposure of the organization’s assets. Consider the following common scenario: An
officer of a finandial institution recognizes that his organization is legally required 1o
comply with the Gramm-Leach-Bliley Act (GLB Act). The GLB Act clearly requiresa
securiry risk assessment among other information security requirements. The organi-
zation hires Fly-By-Nite Security” to perform what they call a security risk assessment.
Fly-By-Nite Security only knows how to run a vulnerability scan, but they have found
that these services sell much better when they call them security risk assessments.
The officer of the financial institution is unknowingly underscoping his security risk
assessment by declaring (again unknowingly) administrative, physical, and most
other elements of technical controls out of bounds for this assessment.

Although this example isa little extreme, similar problems can exist simply from
dismissing other elements of a security risk assessment without ensuring that they
are covered elsewhere. For example, it is relatively common in many organizations
for physical security to be considered beyond the bounds of a security risk assess-
ment. If the physical security controls are reviewed as a part of a separate security
risk assessment, there is little to be worried about. However, if the physical security
of an organizarion is ignored by all security risk assessments within the organiza-
tion, then serious breaches in the security of multiple systems could occur. What
g:odiswridngthcpcrfectﬁrmﬂnﬂcsifathicfmwalkmyﬁthtbcbuﬂ

3.1.4.2 Overscoping

Ommpingafamdwrhkum:isdangcmmum&m;m
whmth:mnityﬁskmtmmmmrﬂmvﬂnmﬁiiﬁﬁ,mmﬁq
risks that are outside the bounds of the security risk assessment. The term overscoping

j morfaihmdm:lyindjmmchebmmdsofdrmﬂtyﬁ:kmthe
?:rm?;puﬁ)rm:cﬁvmmatuﬂupmningdmmdmm&m
d'mmmpingisdmrhcmurirrmkaumemmmmmhamhmrym
mdmmunfuymmthatmmtmadundudxnmrkyﬁ&m&ﬂ
out-of-bounds behavior could, byinclﬂbcandmubruchofnumwthe
ﬁalbwingoumﬁboundlanﬁvkiualhndbythcpncdocdmmuﬂng:

WI:WEinaNamd—Fly-By—Nim&cmiqhhimdbytHXYng&-
niudunmm:hemuﬂ:yuﬂnW:bdm.Fery-Nh:SmuityobuimE
mhbnﬁommmpafommﬁwmhxithemo?nm &
mpmperlywopethenmmddmply:shfora zero-based review._Whm._ .
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wer.xy2_co.com. When perorming the scury tesing ofchse W e,

Fly-By-Nite unknowingly performs security testing on both the XYZ orga-
nization (www.xyz.com) and the unrelated XYZ Manufacturing Company
(www.xyz_co.com). Depending on the level of testing performed, Fly-By-
Nite could end up on the wrong end of a lawsuit or criminal prosecution.

Example 2: Take Out the Trash—Fly-By-Nite Security is again hired by the
XYZ organization, but this time to perform a security risk assessment at their
physical location. The project manager believed that the assessment would
cover only the information security systems, but the industrious Fly-By-Nite
employees diligently searched the trashcans for sensitive information, checked
the security of the doors to sensitive areas, and reviewed the visitor and escort
procedures. The security risk assessment sponsor was disappointed that the
Fly-By-Nite team spent so much time “off task,” since physical security is con-
trolled by another department altogether that had just completed an assess-
ment the previous month. Although this behavior did not trample on another
organization's assets, it still wasted time and money, and it diverted analysis
from within the intended boundary of the security risk assessment.

3.1.4.3 Security Controls

Anomga:ﬁnﬁonmayhawimpkmmredawidewktyofmﬁtycmuohmpm
its assets. These security controls can range from policies and procedures to lighting
and fences to firewalls and anti-virus solutions. Rather than list these controls ane
after the other, it is useful to group these controls into the categories of adminis-
trative, physical, and technical. These groupings provide a common approach to
define or limit the scope of the security risk assessment.

31.4.31 Administrative Security Controls

Theumdcﬁnednpnhdu.pmcadmandacﬁﬁduthupma:hcagmh-
ﬁunﬁm.?ahduindud:thcinform:ﬂonmuﬁtypdidﬂucih.umhb-
mpdi:ﬁmm-mﬂwﬁngpdldmmdmﬁryopemhmm.m
incdlude emergency-response procedures, computer incident response procedures,
andpmoedmﬂforhardmlngandudngdzmuityufu_rmfmmph
| A:dvhluindudemyacthitypufonmdmm:hcpmcugnnﬁhcuynhr

' tion’s assets. These could include activities ruquiring"md::ﬁnl expertise, such as
indit.bgmieworpmmdonmﬂn;.m'mhnhl activities, such as exit
' Whmmwmmmmumﬁ
mduwmﬁﬂimhmﬁu&ummm
-#:‘_M@mhwummumﬂqmmwﬂ
instea '”'hm ould not give an accurate measurement of the security o

i Ll
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-:_.:.-:ﬁdlhypulmmmmhmd:ufmdng.ll;hdnpmﬂmmnmhﬂ

velllance such as guards and CCTV; facility protections such as seismic bracing and

::ﬂooﬁhn:’mdpmnd protection such as evacuation procedures and patrolled
ng lots.

3.1.4.3.3 Technical Security Controls

Technical security controls are those mechanisms thar logically protect the
nization’s assets, such as routers, firewalls, anti-virus loludm.l.loﬁalmz
trols, and intrusion detection systems. A security risk assessment should consider
the capabilities of the technical security controls, their current configuration,
and their arrangement within the system to provide protection of assets (i.c.,
system architecture).

3.1.4.4 Assets

An organization has numerous assets of value that warrant protection. Assets are
defined as the resources by which the organization derives value. These can include
hardware, software, systems, services, documents, capital equipment, personal
mmm&mmmmmmm&d:wﬂ
ptomAthnghhhdﬂrdutmnyfacmnmvaluefwmmhaﬁu.ih
nualwmusymdcﬁmh:mhmptmﬁmpﬁfythcmum:ﬂinnm

3:1.4.41 Tangible Assets

nglblemmthmumdmymm“tm@h.'lhmmln:h&hm
. for equipmen), symns,muh,inmmcdom telecommunications, wiring,
" furniture, audit records, books, documents, cash, and sofcware. However, the num-
" ber one tangible asset s always people (employees, vendors, customers, guests, visi
| tors, and others). These assets tend to be easier to list because they are visible and

| 31442 Intangible Assets
ible assets are those that you cannot “touch.” These assets include employee

whkmnﬁty,dmwaﬂwm'w'ﬂm&
the organization w],.ﬁnnphyumhﬁmmudmhmh
difficule to list or enumerate, as they are ot visible or accounted for. Nonctheless,

an organization must seck 10 protect these incangible assets as well
© 2011 by Taylor & Francis Group, LLC



4. Monlbk ness in Limiting the Scope

As discussed previously, not all security controls or assets may be within the scope

 of the security risk assessment. Although, as security professionals, we typically like
to see the security risk assessment process not being hindered by a smaller scope
than is warranted, there are a variety of adequate reasons for limiting the scope of
a security risk assessment.

Many organizations rely on other entities to supply some of their infrastructure
components. These supplied components could be physical security within a shared
tenant building or an outsourced managed security service. If the security risk
assessment team or the customer decides that an assessment performed by another
team that covers the supplied component meets their needs, they may decide to
adopt the findings of that report or to place the supplied components outside the
scope of the security risk assessment.

In the following example, some of the network components and the procedures
for clearing individuals are considered outside the scope of the securiry risk assess-
ment. For this example, the customer determined that the clearance process for
personnel with SECRET clearances was outside the scope of the evaluation for an
information system on a single military base. Furthermore, the customer decided
that the system boundary did not include the MILNET or the firewalls connecting
the MILNET to the information system being assessed; these components were
considered part of another evaluation.

Many other scope combinations and limitations are common in the industry.
ndogyhmmnomOchetwupchmmmmhmmmcmdthempeuﬂhemmy
rhkmmungiﬂcmon]yandcnﬂudﬂdthcwganhxiaﬁm

3.1.5 Identifying System Boundaries
'knbouldnmrbeclurthntheﬁilurcmpmpedympeamrityri:km
" ment can have disastrous consequences. One important clement of scoping
 a security risk assessment effort is to identify the system (or systems) being

. assessed. An information system is any process, or group of related processes,
Ll undﬂ'tdnglcmmmndur management control that reside in thcum:pfﬂl -
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__315.1 Physlca!ﬂoundary -
'--&ndfyln;dmﬁydalbmnduhofmin&mnﬂmm(uqmﬁmh
numdhmiuth:mpedthemnrydﬁm&chahmhﬁmhwp
priate, as security risk assessments should be limited to those resources under the
control of the project sponsor. Besides, a system without boundaries cannot be
assessed.

The physical boundaries of an information system properly identify those ele-
ments within the scope of the evaluation and those outside of the scope of evalua-
tion (see Figure 3.2). Physical boundary elements include the following:

B Workstations

W Servers

B Nerworking equipment

W Special equipment

® Cabling

B Peripherals

® Buildi

B Individual rooms or floors within buildings

Parking lot

| Building
e e Visitor

G sy ////

ﬂm Physical homdaﬂu.ﬂhimporhnl to properly identify
'plqd;:.:lemm:uinddeandm the security risk risk assessment bound-
ary. This diagram shows the physical elements inside inside the physical boundary
shading the covered elements.
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thelogla]boundaﬂuofminﬁ:rmdonm(ums)nh"% 0

assessed also limits the scope of the security risk assessment. A limitation in scope
based on logical boundaries is also appropriate, as security risk assessments should
be limited to those system functions under the control of the project sponsor.

The logical boundaries of an information system properly identify the functions
of the systems within the scope of the evaluation and those functions outside the
scope of evaluation. The determination as to the inclusion or exclusion of system
functions in the scope of the security risk assessment must be carefully considered.

By default, the logical boundaries of a security risk assessment should be inclu-
sive of all functions within the information systems identified (see Figure 3.3). A
reasoned approach for excluding certain functions should be executed. Specific rea-
sons for the exclusion of system functions should be documented by the project
sponsor or the security risk assessment team, and the identification of these func-
tions should be included in the security risk assessment report. Specific reasons for
the exclusion of system functions should accompany this discussion. The project
sponsor and the security risk assessment team should refrain from excluding impor-
tant system functions and should only exclude functions for good reason. Below

e mﬁmmw i "P“M“'“ -
o his diagram shows the logical elements inside the logical boundary
longer dashed line surrounding the covered elements. .
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mmpﬁb&mﬂyam&nﬂm@:hu&d&&mgm&r '

risk assessment:

- B Function Is Not Security-Relevant—Some system functions (or applications)
are not relevant to a specifically targeted security risk assessment. Such non-
relevance should not be confused with nonimportance. For example, a word-
processing application or a custom application for creating and submitting
timecards may not be security-relevant and can be safely ignored in a security
risk assessment. Most word processors operate on behalf of the user who called
the program and do not operate in a privileged state. In this case, the worst
the word processor can do is mangle your document, but it cannot breach the
confidentiality of a document owned by another if such access is restricted.
In the same manner, a custom timecard application running with user privi-
lege would be restricted from breaching confidentiality of other files as well.
However, be careful in your analysis if cither of these programs is relied upon
to enforce a security function, such as the integrity of the timecard file; in thar
case, the function of the application would be considered security-relevant.

® Function Is the Subject of Another Assessment—Even security-relevant
functions may be excluded from a specific security risk assessment if they are
the subject of another security risk assessment. This happens often in larger
izations in which multiple security risk assessments are performed on
subsets of all of the organization’s information systems. For example, if all
applications rely on the services provided by an organization’s Internet Data
Center (IDC; e.g., power, Internet connectivity, backup, firewall, intrusion
defection system), then it may be beneficial for the organization o have a
security risk assessment on the IDC itself. The results of the IDC security
risk assessment would then be shared with the business unit managers in
charge of each of the applications. The applications may be the subject of
another security risk assessment, but in this case it would not be necessary

to reperform the assessment on those services provided by the IDC.*
® Analysis of the Function Is Beyond the Skills of the Assessment Team—This
sounds like something you would typically like to avoid, but it is not as bad
as it seems. It is not uncommon formﬁtyﬂd:mmmudm;emp.d
according to the rigor uested by the organization. Scoping security
skills not within the experience of the security assessment team. For example,
many security risk assessments do not include the code review or penetration
mlﬁngodenppl.i:aﬁom. It is clear that many Web applications (if not all)
are security-relevant. However, the skills required to review code for common
/' errors is not possessed by all security risk assessment teams. Itnnybebmafﬁ-

S dnlﬁ“mout’dntporﬂonoﬁhemmmtmdhﬁnsinthcm

® Physical or Environmental Control Makes the Function Non-Securiey
:-mmn—&mﬂngthatucuﬂtyﬁmcdommenﬁnﬁdouﬂﬂﬂﬁ
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hwcmbeuﬂ:ﬁedbyloglmlmnm.?hyiu]ormvhummlm"..-- -l

may adequartely enforce security functions and therefore obviate the need for
analysis of that function. For example, protection of the confidentiality and
integrity of information while in transit on the internal local area network
(LAN) is certainly an important security function. However, if the internal
LAN is physically protected (e.g., encased in pressurized conduit), then other
logical controls to protect that information in transit are not required and
therefore not relevant to the assessment.

3.1.6 Specifying the Rigor

Any team of security engineers could spend as little as a week or as much as six
months assessing the ability of the organization’s security controls to protect its assets.
A quick assessment that lasted only a single week would be forced to review the secu-
rity controls with less rigor, while a securiry risk assessment scheduled for six months
could afford to perform a more in-depth review of the existing security controls.

An organization and the security assessment team will need to determine the
appropriate rigor for the security risk assessment. While available budget could cer-
tainly limit the extent of the security risk assessment, it is not necessary to simply
spend the available money. In fact, from the point of view of the security risk assess-
ment team hired to perform the security risk assessment, this may be considered
unethical. The determination of rigor should instead be based on the maturity of
the security program.

Onewzymdcmmincthercquimddepthofmalysisismmﬁdudrp&
nciwdmengthofth:uiningoonmhordmmnuﬁryofthcmgmhaﬁn‘smrky
program. If an organization would not be surprised if the security risk assessment
ruu}mdinth:]isﬁngandducﬁpﬁnnofmmyhigh-ﬁﬂ;md:nitisnmm
ﬁrth’whim—glmm'&knﬂgummmﬁwﬁ:kmmaks:hm
mmﬁwmamﬁﬂmﬁ:mmdydxmmmm
ithunwinmdw:ncﬁdmspcndmoneyotpu{mmamﬂtyﬁskmdm
dmplyinam:hccaninryufmhztmspmhably:headyknmwithinthcﬁm
several weeks of the security risk assessment. For example, if an internal vulnerability
mofuepmuﬁunmpkufworksmﬁommvuhthnmo&hmhhudmnd.
dlenithmmmrytnmnﬂnmmpa-fmmmcrabihtymmtb:mhlng
wothuﬂonLThemnduﬁonthﬂhudmlngpolidﬂmmka
nkmdyformnd,mdaddiﬁunalvﬂnmbihtymningaddlmhingmth:umlym

3.1.7 Sample Scope Statements

Aldhcumdpreviouﬂy.theauﬁnnofapmpumpemmhmw
ucp'mdeﬁnhgthcmhyﬂakmmm:pmﬁi;mmﬁinpfrm?}ed;m
will specify the budget, objective, target system rigor assess-
menLTaka.ld:mmeumplcmpemmmmtthupcwldutheM .
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] 'The scope of the assessment includes all the physical premises at 1313

- Mocl:‘ingbird Lane, the automated information systems (AlSs) located on
premises, the employees of ACME, all users of the AlSs located on the
| premises, and all policies and procedures governing AIS users and ACME

employees. Examination of proximate facilities and systems will only be done
in reference to ACME.

The security risk assessment includes consideration of risks related to the
following:

Threats

* Natural disasters, including fire, flood, earthquake, windstorm, and snow/ice
storm

* Authorized personnel, including insufficient or unqualified personnel,
insufficient personnel training or supervision, and malicious insider activity

* Unauthorized personnel, including hackers, script-kiddies, competitors,
thieves, and vandals

» Malicious software, including viruses, worms, Trojan horses, and backdoors

Assets

* Personnel, including ACME staff and guests

» Computer systems, including databases, system software, hardware,
network communications, and application software for existing and new
implementations

« Data, including data in transit and storage; hard copy or soft
« Equipment, including capital equipment, laptops, and office equipment

Controls

« Existing countermeasures; safeguards already in place to address risks

e Security awareness and communication, including insufficient security

~ awareness and communications, unclear assignment of security roles and

E responsibilities, and insufficient security plan documentation

| « Data controls, including insufficient controls for data integrity, data

' retention and backup (short-term and long-term), system access, and

| system logging/auditing _

iy | » Maintenance controls, to include those for preventive maintenance,
| hardware failures, and remedial maintenance
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Table 3.1 Sample Scope of Work Statement (Continued) -
* Systems architecture, including previous analyses of architecture in l'or!ﬁ

to security .

. History of security and disaster incidents at the facility and the
surrounding area.

* The security risk assessment analysis shall include a review of the
effectiveness of security controls, including the following tasks:

* Policy and procedure review

» Organizational structure review
* Social engineering

* War dialing

¢ Vulnerability scanning

* No penetration testing

= Application vulnerability scanning (but not application penetration
testing or code review)

necessary to properly define a security risk assessment project. A statement of work
for a security risk assessment should clearly define the threats, assets, controls, and
tasks of the security risk assessment.

3.2 Project Description

Onnedlepmjeuispmpcdydeﬁnedintermsufbudgcnobieaiw,ﬁmudmpe.
d:cpro}eanhouldbepmpcdydmibedinthcpmjeummmmdﬂaipdon.

3.2.1 ijectVaﬁables
Aﬂd:hmhﬂuhsmdabwcmﬁmmhodw.lthmpodhh?puhﬂ

. luwénpdce.'lhelmdofﬂgmandmupeohhcm,u-dluth:oﬁacdn
of the assessment, all influence the price and vice versa.
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#ﬂnnh-hﬁh“dmhhmﬂuh&waéd
sole-sourcing may be a responsible approach if you are working with o partner,

3.2.2 Statement of Work

The statement of work (SOW) is a portion of the contract that specifies the work to
be performed. This may be as simple as a single paragraph or as complex as a mul-
tiple-page document covering the expectations and the bounds of a security risk
assessment. Regardless of the length or complexity of the SOW, it should document
the parameters of the security risk assessment to be performed. At a minimum,
these parameters should include the service description, scope of the assessment,
and description of the deliverables.

3.2.2.1 Specifying the Service Description

A securiry risk assessment should be clearly defined in the statement of work. There
should be no confusion as to whether this service is a vulnerability scan, penetra-
tion test, compliance audit, or security risk assessment. Using our definition above,
the security risk assessment should be defined as

A probabiliry determination of asset losses based on asset valuation, threat anal-
yﬂ:.tndmnbjecdvcrcvicwoﬁhc:ﬁecﬂmof:ummmdtymmmh.

Amummpkmmﬂmdenipthnmnﬂmdudcdmmd:uihdd:ﬁm
Jﬁemﬂqrhkmnnﬁhmbmbemmplhhdbyhi&ydmﬂng
thcdemmuofanmﬂtyﬂd:mmtﬂyaddingthcfdbwin;mth:
definition of a security risk assessment becomes even clearer:

mrltyrhkmaly:h;hﬂmﬁuofmidmﬁﬁaﬁmofmgiﬂtudm
mﬁhhmundﬂm.mﬂmﬁﬁmbnofthuh:unmudminw
abﬂiduof'dtcunmt:yuemmmmh,mmlyﬁnofdx;hludmlmbﬂky
llhlihnod.theimpuofthcth:ﬂ:nuthcidcmiﬁodmmdmnﬂﬂ-

ﬁomﬁ:rmr&ycmmhmmtﬁpﬁeth:mr&yﬁh

3.2.2.2 Scope of Security Controls
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control may not be under the control of the organization seeking the assessment.
Furthermore, this organization may not be able to grant sufficient access for the
security risk assessment team to effectively assess the adequacy of these controls.
Either the organization should obtain permission and adequate access for the secu- -
rity risk assessment team, or they should request the organization that does control
the building’s physical security controls to obtain and share an objective security
risk assessment covering those elements.

Administrative boundaries are typically defined by a description of the
duandprocedumcovaedbydmmmmt.mtmmpkmmofpdidupt::
impact the administrative security controls within an organization can very often
be owned by various departments within the organization. For example, a complete
set of security policies will likely include policies from human resources, legal, help
desk, network administration, business development, and operations. Moreover,
many policies and procedures may be implicit, that is, practiced but not docu-
mented. It is important to specify all policies and procedures to be considered in
the assessment.

Technical boundaries are defined as the systems, communication devices, and
networks that are to be assessed. These boundaries are typically defined by system
and network names. Often some systems or system components are determined to
be outside the boundaries of a securirty risk assessment by the organization. Reasons
for ignoring portions of the systems can range from recent reviews having been con-
ducted, to control by another organization, to a planned rollout of new controls. Be
suremdndyidmﬁfyaﬂmchniﬁldmuucitherwidﬁnmoromofmpq
¢.g, modems, VPN (virtual private nerwork) pool, wireless nerworks. The technical
boundaﬂuof:h:symmbmdmﬁbedinawﬂ-hbdadsymmdhgnm.

3.2.2.3 Specifying Deliverables

Thcddhﬂabhfwamudtyrhkmenta}wayﬂndud:themrhyﬁ&m
muumomaddiwmﬂumybewﬂomdnfuofth:mpon,r&uh:hdm
worksheets, interview notes, etc. An SOW can go to great lengths to describe 2
security risk assessment report, but it simply contains four major elements. To be
valuable to the customer, mmqnﬁmﬂﬂamm:mupomﬁmﬁm?ﬂydmm
the ity risk assessment process, results, recommendations, evidence.
T't‘:cyuﬁryrhkmmtmportdnujddmaibe the process or methodology
uwdin:h:aecuﬂtyﬁ:kammLThcducﬂpdonofthprmshmeem

seem coded. Formmpk,:hcmuiryﬁskmntmayomd:ﬂcthuhue
mﬂ Iﬁvdlﬂshandlﬂﬂelﬂmk&‘ﬂithouuducdpﬂm?fhaw:hﬂ:nmr&y
is less useful.
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ents the results. This section should be understandable by the senior manager and
the technical readers. The results section should include a title or shore 0"
of the security risk, an indication of its likelihood and impact, a resultant level of
the security risk, and a recommendation for mitigating the security risk. =

The recommendations in the security risk assessment report should be described
in enough detail that those who decide to implement them understand whar is

This is not to say that the recommendations should provide step-by-step
instructions for implementing the change, just enough that it is clear. For example,
instead of saying “Improve logical perimeter security,” state “Perimeter security
should be improved through the addition of firewalls on all external interfaces and
the development of a DMZ (demilitarized zone) architecture.”

Many times, the results of a security risk assessment are questioned by members
of the organization who commissioned the assessment. The security risk assess-
ment team should keep careful notes and collect evidence to defend its findings.
Evidence includes documents, interviews, and the results of inspections and test-
ing. Evidence notations need not be elaborate. A simple notation such as “interview
with Bob Smith, system administrator, on March 16, 2010” should be fine.

SIDEBAR 3.2 Negotiation

Coming to an agreement of terms and documenting the agreement for a security risk assessment
effort requires negotiation skills. Negotiation skills can be learned in many different forums, includ-
ing business school and professional education. Describing these skills is beyond the scope of this
book, but the major elements required to adequately negotiate are described here:

Understanding the Customer’s Needs—Negotiation is a process of discovering the needs
daheuandmodifﬁngthemanganeminanmtommm
Negotiation cannot even start until the customer’s needs are understood. The possible
medslovamlhyﬁd:meﬁmemamnumermiandshouﬂmbewlhh
muwnmum&hnaummersimplymmammyﬁd:MbMy
the possible security risk to the organization’s assets.

wawwimmmhnegnﬁmkbdngmdh
aﬂwrpumnmmmhe.ﬂ:nm-beaalmhmhumw
imkqﬁcﬂywmwthnmmmhmdhtumnm-ﬂ
the competitive advantages of the competition is essential to the consulting firm in contract
mmm:mhumuwmmm
m:wmawmmﬂgmmmmw
pipeline | to the contracting organization in contract

M“:Mnk;hdum-—tfm negothﬁngparﬂﬁmablebﬁsumﬂnnuﬂkdﬂdl
MmMﬂmmmm.Nmehdmmu

the other party’s desires are in conflict with their own. If the negotiators are able 10

and needs
wmmmmdemm wi:yﬂuﬂu

mmaummmwumpm—mmuwmmum

mmwmmummm uupecled-l.onkhrq:pumt? __ ';--...'--:_-.
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the by taking on additional research, providing links for more informa-
e s ) g P T T

3.2.2.4 Contract Type

The direction of the negotiation depends directly on the type of contract. Contracts
can be cither a firm fixed price or based on time and materials. The difference
between these two types of contracts is a matter of who is taking the risk.

3.2.2.4.1 Time and Materials Contract

In a time and materials contract, the risk belongs to the contracting organization.
‘The contracting organization and the contractor come to an agreement as to an
estimated number of hours required to complete the security risk assessment. If the
security risk assessment comes in at the estimated amount of time, then all is fine.
If the security risk assessment takes more time than expected, then the contracting
organization can decide whether they would like the contractor to continue or not.
If the security risk assessment takes less time than expected, then the contracting
orpniuﬁnnpay:lenthancxpocmd.ﬁcriskmdmrdﬂmﬁkdy)b&mgmch:
Variations and other measures exist, such as a “not to exceed” limit, but the =
time and materials contract still places the risk on the contracting agency, because e -
the real deliverable here is hours. If the contractor delivers hours toward the devel-
tofthcsecuﬂtyriskmmcntupomdzm,awordingmthcmm:he
m:houldbcpﬁdmifdmrcpouhmquimﬁnhhed.Tmandm
ahmm:mmwcﬂsuiudformhwhﬂckhdiﬁmkmdeﬁnctheu;kup&m
or if there may be considerable unknowns. It is a rare case when a security risk
assessment is best suited for a time and materials contract.

3.2.2.4.2 Firm-Fixed-Price Contract

Innﬁm—ﬂnd—pﬁocmuia,thcﬁlkbdonpmd:cmmnﬂn;elhewu; ==
and the contracting organization come to an agreement as to description
thepnjeamdthepricewbepaﬂwhmhpmjeahcwqiﬁe.lf:hemﬂgﬁ
ﬂ&mhmphmdfortbecﬁmtupcwd.thmaﬂh&naifth:m{._F--_
we:pmdeﬁonunﬁlthepmjecthwmplmm:hem&thmm_:_
Ww@n&e&ﬁnﬂmdt&mﬁtbﬂmd&m
mhe&tMMMhTmﬁﬂﬁpﬂﬁew
agreed pri reward belong to the contractor.
hmt&dﬂu@dﬂidﬁwhmw
m.mmmammummwamah =
Mmmmhmmdhdidﬂh;mﬁm_m :
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in the contract. Therefore, mnmrkyw:&mmmmt::? - I-:’:.

~ firm-fixed-price effort. Both parties would be well advised to carefully describe the

deliverables in the contract. To clarify understanding here, it is recommended that
'both parties review a sample deliverable from a previous similar effort

3.2.2.5 Contract Terms

First, ler us assume that the security risk assessment is a firm-fixed-price contract.
Negotiation is the process of determining the needs of each party and coming
an agreement that comes as close as possible to meeting the needs of both parties.

In order to negotiate, you must first understand the other party’s needs and their
next-best alternarive.

3.2.2.5.1 Determining Needs

The contracting organization wants a quality security risk assessment performed by
mobjccﬁwandcrpuimedtmmdmmuluinmaccumcmﬂtyﬁskm
report with clear and effective recommendations. The contractor wants to be faidy
compensated for his work. From a contractor’s point of view, he is just as happy
perform a three-week-long security risk assessment as a six-month-long one.” As you
can see, the needs of the contractor are rather simple. Given an accurate description
ofthemmityﬁskasmmmtmquimdbyt}woommingorgmiuﬁm,th:m
tor simply wants to be compensated for the effort required to complete the task. The
definitions of the scope, rigor, and overall level of effort of the security risk assess-

ficult to describe. Most requests for proposals (RFPs) thntgnmufailmaddrwt_hc
kvtlofe&hnorﬁgmc:pecwd-ﬁxmmdpmiously.aduaipthnohhcmmr
ﬂﬁm:hammﬁomon!ydumpcofdtpmjectmbeinmpuudh
mnymys.hmmmuld:pcndumuchuﬁxmomhsonaﬁgmumm
l_nda.lliulcala&wuuluontheum:po}eczatamuchhighﬂ.lﬂd.'lhelﬂdof
ﬂgwmquimdbythcoommﬁngagmcyxhoulddependon:hﬂrnmd:md:hdr
h;dgu.hothdilmmduﬂiﬂinthhminn.

The most di w:rmduaibc:hckvelofﬁgmhmﬁmplymhowhng
d:emnmm:hinkhwuﬂuhammmpufomth:mhmmph
'mckvddriprmﬁemmwhmm=miﬁm

professionals

n i the exact same
results, and producing the report. OFf course, not all teams will take
amountdfﬂme.huuhutmwho:h d:mnmcdngmhaﬂnnanddzm_

mmmmmmmmﬂm.mmm
afncedundmhempﬂaﬂmmnchmhﬂ. oL
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3.2.2.5.2 Determining Next-Best Alternative

Many approaches to better negotiation discuss the benefits of the
next-best alternative available to the other party. Understanding the next-best alter-
native for both the contracting organization and the contractor can help to ensure
a smooth negotiation process.

The next-best alternative to a contracting organization is the “next-best” con-
tractor. The next-best contractor is likely very close in terms of quality and price
the preferred contractor. Contractors should be aware that there are many qualified
companies waiting in line to take the job if negotiations break down. However,
there are some exceptions that must be explored when determining the value of the
next-best contractor:

B Familiarization—The preferred contractor may stand out above the crowd if
he possesses a unique familiarization with the contracting organization’s sys-
tems or the technology deployed. Familiarization is both an advantage and 2
disadvantage and, as such, may cither increase the value of the familiar con-
tractor or actually decrease the value. On the one hand, a familiar contractor
is able to spend less time and effort in learning the organization’s systems or
specific technology. This ability will allow the contractor to perform a simi-
lar security risk assessment for a little less money than an otherwise equally
qualified competitor. On the other hand, the familiar contractor may no
longer be independent and possibly has lost the ability to be objective. A
contractor who has developed the systems to be assessed or who sells the
technology being used fails to be objective. If familiarity with the systems
comes from actually developing them, or if familiarity with the installed
technology comes from being a vendor for the technology, then the case for
loss of objectivity scems rather clear. A contractor, no matter how well mean-
ing, cannot objectively review his own work or technology upon which he
relies for his financial reward. If, however, familiarity with the systems and
technology comes from other experience with the client or the technology,
then the contractor could successfully argue that he can remain objective.
To the extent that the preferred contractor remains objective despite this
familiarization, that contractor could be a much better choice than the next-
best alternative. :

B Expertise—Contractors possessing expertise within the organization’s indus-
t:ry,witluhcspedﬁcmrit}'riskzmm requirements, or with the activi-
ﬂnmbepﬂ&mdﬁththcmhyﬁskmmnhﬂ:_diﬁnam
when it comes to delivering the best value to the organization.
mwmmdumimsu&umn‘hﬂhhmw
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to more efficiently and effectively serve the contracting The
mﬁﬂ:m@numﬁuhﬂmwﬁw.

tions and connections more easily, since it will seem familiar. The con-

tractor will also find it easier to interview key B _

ence is likely to be able to discuss and present the findings of the security
risk assessment to those within an industry with whom the contractor has
worked previously, because the contractor is able to correctly use the indus-
try terminology and avoid terminology within the information security
industry that may be used in a different context within the industry.
Regulation and Requirement Experience—If the security risk assessment is
being performed to meet specific requirements or regulations, a contrac-
tor who has had experience with those regulations or requirements may be
able to provide security risk assessment services better than other similarly
qualified individuals. Specific regulations such as HIPAA, the GLB Act,
PCI DSS, Sarbanes-Oxley, 21 CFR Part 11, and others may have similar
wording associated with the requirement for a security risk assessment, yet
cach of these regulations has its own unique sct of expectations based on
i ions of the requirements, case history, and the current expertise
andcxpmuionsofthcaudimn.’Acmmcmrwboh:supuicnccinthe
regulation will not need to spend copious amounts of time coming up t©
speed on the regulations and other requirements that affect the nature
of the security risk assessment. Furthermore, a contractor with experi-
ence in specific regulations, such as HIPAA or the GLB Act, will already
hc&mﬂhrwkhhawﬁmrcquimmumbdnginmpmmdwhhintht
indumy.thedcpthofanaiysisacccptedbymvicwus,mdthcmp:ohhe
requirements on the various system componcnuandmnmh.;.
L SemﬁryRiskAmnentAcdvityExpcnise-Thmmmnyd:ﬁ'uu{tm?h-
i mcthods,mdmividcs:hn:maybepcrfurmcdnﬁdﬁnamnmymk
ammtlnordutod:tcﬂnimdmovcnﬂmﬁtyﬁshmdusym
Depcndinguponthemmmureqm.mofdmwmyb:
mqtﬁredwithinaspedﬁcsecurhyrhkmmthymmchﬂ:m
rity risk assessment methods such as OCTAVE, FRAP,deRAMb_‘[, tech-
niquunmhummPPyﬁmlwk&hmughmaqduuofchu;_kim:nd

mchnlqﬂomcﬁviﬁu.thclmmmg for:l‘uehhhelymbcmeper

Thcnm—bmdm:ﬂWmthemnumhnotmuhthejab.Amm
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. assessment if there appear to be unreasonable expectations. Since most ek

spending a lot of hours attempting to obtain sign-off on a project with unreasonable
expectations. Professional and experienced contracting organizari 1d ]
walk away from such a project than risk poor customer satisfaction or an unprofit-
able project that utilizes key resources.

3.2.2.5.3 Negotiating Project Membership

Occasionally, the contracting organization may find it necessary to specify the team
that will be performing the assessment. This is typically a result of getting burned
in a “bait and switch” routine. For example, consider the following scenario. A
large consulting firm sends around its “big guns” to present proposals to dlients.
The clients become enamored by the skill, experience, and depth of knowledge pos-
sessed by the presenter. Then, when it comes time for the project to begin, the large
consulting firm sends out recently indoctrinated graduates to perform the project.
The “big gun” presenter only plays a review role in the project. The result is a mis-
managed, low-quality project that goes over budget and underdelivers on quality.
A good way to avoid this problem is to specify the qualities, experience, or cre-
dentials of the individuals on the project. Occasionally, the contracting organiza-
ﬁonmymrequimnhatmmcdindividuahbcmigmdmthepmjcmswfying
named individuals can ensure a quality project, but it may unnecessarily tie the
hands of the contractor. Remember that the contractor may have several bids out
nommdapuicncesmmowrfromﬁmcmdmc.hprdumdmhodufm
ing quality personnel is to allow substitution of named individuals with similar
credentials and experience or upon the approval of the contracting organization.

Exercises
I.Ccmpuumdcontmdnudousmdictmﬁxamdtyd&m
Howwillthhaﬁ'ectt}:audimccmhnhu&formpm‘.hpthu-
ing.mdrmh:mporﬂng?Whohthcprlmuyudimntaflmﬂtrﬂk

 assessment?
lﬂwﬁll;hemhuaudimculihdymm:hcﬁﬂbﬁngmhnﬁul

R el Instance of another client’s name in a footer of the report
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5. There are four reasons given in Section 3.1.5.2 for why it would be reasonable
to exclude a system function from a security risk assessment. Can you think
of any other reasons (legitimate or not)? =

6. Consider the Statement of Work (SOW) in Table 3.1.
a. What improvements can you define?
b. Whart elements seem unnecessary?
¢. Would you like to see a required method for the security risk assessment?

Why or why not?

7. Create an outline (or review one provided) for a security risk assessment
report. Identify the primary audience of each section.

8. Why are most security risk assessments performed on a firm-fixed-price basis?
In what situations does a time and materials contract make sense?

Notes

I.Onthyofmmﬁngthepm&ssiom]imofthcmmmcmbenhmdaﬁ
m:mbenwithrc]mmpmﬁmiona]cmdcndzls.hmongdmmnﬂuupc:ﬂd
credentials relevant to performing a security risk assessment are the Certified
Information System Security Professional (CISSP) and the Certified
Information Security Auditor (CISA).

Z.Suchamlyﬁsmbeammidmblecﬂ'ortonthcpanuﬁhctum.madi:—
cussion as to inclusion of compliance review in the security risk assessment
lhou]dhmbecnmbdinthcnegou‘ﬂinnphac.&mplhmtmalyﬁh
sometimes called gap analysis.

S.ﬁuhwmnymifﬂmﬁtyﬁskismﬁudiuhwﬁmbcw
iuhould.ln&ct,nmcwcuriryﬁshmmquircdmbercpormd.m:nhe
dhmvuyofchildponngmphy.Hawm,nbcmﬂry:hkmmpm
dnuldnatmmainmchrqwmdmuityrhhthnmmmﬂdnh:b«mﬁr-
 jes of the security risk assessment.

i%ﬂhmhamﬂﬁy&d@muﬂﬁm@aﬂ%. ,
d:hwmpmymamimmpany(bynm:orpma)umqtdrnlm-_ =

tuquaﬂonyourm:hﬂnglnndhgem&‘ e
mmh.nmhaﬁ:epmﬁnspmmdnshﬁ‘h‘h‘b‘“mﬂ employ it
ﬁSﬂmmMuMMmﬂmmn&ﬂ e

thnen:_ﬂty-ﬂdifm'mmtthnadngkthrmum e
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51 “This is pretty much what is done in a statement on standards for Attestation
| Engagements (SSAE 16). Formerly audits are performed on service organi-
 zations that provide internal controls for systems that may affect the finan-
cial statements of other organizations, for example, an IDC that houses an
application thar takes orders over the Internet. The IDC may have hundreds
of customers, who all have the same concerns about the security controls
that protect their applications. If the IDC has a SSAE 16 audit performed
once, it can share the results of the audit with all customers for their use in
their own audits.

7. It could be argued that the contractor would prefer to get a larger contract
and thus prefer the longer effort, but let us just assume that there is enough
work out there to keep him busy.

Of course the converse is also true: not all code review or penetration test
teams possess the skills to assess the results of their activities in terms of risk
to the organization. In this case it is a good idea to include the code review or
penetration test skill as part of the secured risk assessment team.

8. Not all regulations have associated auditors. For example, there are no auditors
directly associated with the Health Insurance Portability and Accountability
Act (HIPAA). Some vendors with HIPAA training would like you to believe
so, but it is not true.

9. Although there may be very good reasons for specifying or preferring spe-
cific security risk assessment activities or rechniques, the contracting organi-
zations should resist specifying a security risk assessment method unless it is
absolutely necessary. Contractors familiar with a specific securiry risk assess-
mmtmhodmmmtimesdmwnmmquiﬁngrhismmcthodwidﬂn
an REP. A more flexible RFP that allows the proposing security engineers to
describe the methodology they believe is most appropriate is likely t yield
far better results.
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