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I. CYBER WRONGS IN GENERAL

Greater China refers to Mainland China (China), Hong Kong, Macau
and Taiwan. Mainland China is the People’s Republic of China (PRC).
Hong Kong and Macau is its “special administrative region” (SAR). Tai-
wan is officially known as the Republic of China (ROC). Though there are
some political issues between Mainland China and Taiwan, the problem
facing Mainland China is also faced by Taiwan and vice versa since cyber
wrongs are borderless. Thus, this article will discuss cyber wrongs in
Mainland China, in addition to an important and recent case, which oc-
curred in Tatwan.

Cyber wrongs cover cybercrime and cyber torts. Traditionally speak-
ing, when we talk about tortious liability and criminal liability, although
there are a lot of similarities between the (wo, they are still two different
sets of laws. One major difference is the standard of proof. In criminal law,
guilt must be proven beyond reasonable doubt. Under the law of torts, if
one satisfies the balance of probability, it would be sufficient to find one
liable.

Another difference is that in the common law society, criminal liabil-
ities involve police. When we talk about torts, usually it would be seen as
a civil matter and normally the police would not be involved. This is not
necessary the case in China when we lalk about cyber wrongs.

China has one of the largest internet users in the world. Up until 2013,
there were 590,560,000 people hooked to the internet." Attached to this
enormous number of users is, of course, a huge amount of infringement
cases. (?urrcnlly based on many cases and practical experiences, many ol
these cases had a tortious nature but, nevertheless, were channeled through
crimmal proceedings with police involvement.

Loooma Technology News “China has SO0 hundred million net users and 4,64 mndred

million mobile phone nsers.” hipditcch.sinieom.en/in0 13-07-17/1 4088548488 shtml 2013
07-17,
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This may reflect the reality of China’s current legal practice, as police
do not get involved with pure civil cases. Smce evidence discovery n
China is a major problem in any kind of civil case, in which China does
not have the system ol interim injunctions for evidence discovery, there
are many difficulties of discovery when dealing with the iternet and com-
puter. Thus, in China, when one tries to seek the remedy for infringement
ol their legal right in cyber spaces, without a criminal channel and police
involvement, their chance of achieving the desired remedies would be very
slim. One exception to this is defamation, in which one could seek pure
tortious damage. ‘

Therefore, as tortious remedies are more abstract than criminal sanc-
tions in China, when we talk about cyber wrongs, people usually point to
criminal sanctions, such as cyber [raud, theft, hackers and cyber pornog-
raphy i.c. cybercrime. In this chapter, cybercrimes and cyber wrongs will
be equally used in many regards, if not specifically talking about cyber
torts.

With a more tortious side of cyber wrongs, defamation would be
looked into. However, defamation in China also mostly lean towards crim-
inal sanctions. Another type of cyber wrongs, perhaps more unique in
China, is known as “cyber hyper” and “cyber hitman.” Cyber hitman is
theoretically illegal in China but is difficult to identify and prosecute. On
the other hand, the legal position of cyber hypers are unclear. Currently
there are no laws that clearly suggest this kind of practice as legal or ille-
gal. However, on August 2013, the Chinese government arrested two fa-
mous cyber hypers known as “Li Br Chai Si” (V.4 VY) and “QIN Huo
Huo” (%% 2k K) for spreading rumors and defaming a public figure.” This
is interesting because this shows that the Chinese government 1s willing to
battle this kind of practice head on and that a more related law may be
implemented accordingly.

Besides a more general or traditional kind of computer wrongs, the
central concept has not been much more than physical crimes, even though
it is quite low tech. Instead of saying it is a cybercrime, it is, in many re-
gards, a mind game. For example, in cyber phishing, it is really a battle
between the fishermen (cybercriminal) and the fish (the victim). However,
on July 10,2016, when a bank in Taiwan was heisted by forcign criminals
by malwares implemented into that bank’s internal system, the bank’s

2. Baidu Encyclopedia “Li R Chai Si” http://baike.baidu.com/link?url=H04q| _UWR
sXhuwrjoYaz6 [ 67612k BESe8dquiEMIVY Too LITFEMSVyvUTqeGldhiGR21SwFOkFUVYY BTG
iV4LO6INGE3zxXe MOrzrvUKNW3cO.
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ATM machines were spilling cash, though no one was physically control-
ling it. This is perhaps a new kind of computer (heft, with a large amount
of commercial consequence,

1L CYBER FRAUD

According to the People’s Republic of China Criminal Code (715 A
FEILAIEI ) Article 287:

Whoever uses a computer for financial fraud, theft, corruption,

misappropriation of public funds, stealing state secrets, or other

crimes 18 to be convicted and punished according to relevant

regulations of this law.
Therefore, when we talk about cyber fraud, this could be seen as divided
into two categories: fraud which involves cyber technologies, such as
phishing (web phishing), and using the web as a medium to perform tradi-
tional fraud, such as shopping fraud, misrepresentation of goods, false ad-
vertisements, cte,

A. 'The Characteristics of Cyber Fraud

I'raud means one cheats another person into believing in something
that cither does not exist or into believing something that is inconsistent
for economic gain or other. The important element is intent (mens rea):
whether the original cheater had the intent of creating such fraud. If, how-
ever, fraud was only the consequence and the original creator did not pos-
sess the relevant intent for malking such a fraud, then the matter may be
misrepresentation mstead of fraud.

Cyber (raud indicates offenses that are being carried out by the crim-
inals with the computer network and internet facilities. Origimally, com-
puter frauds were Jimited to the extent of stealing data, tampering records
and account balances, stealing bank accounts and salary payments, etc.
However, with the world-wide connection of the internet, the possibilities
of committing fraud have increased beyond national borders. Now it usu-
ally involves a scheme that aims to make people believing a particular sce-
nario so they can cheat them into spending money or transferring funds.

Certain inherent features of internet, such as anonymity, cost effec-
tiveness, breadth of reach, difficulties in authenticating identity, etc. have
made it difficult to check fraudulent acts. A fraudulent investment scheme
that Tooks credible and genuine may be adverlised all around the world
within seconds by iniernet and through email service, Computer fraud is
much easier since they can (ind gullible customers in large number through
the interet service. The possibility of such fraud is obvious in the field of
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c-commerce, where goods and services are obtained online and payments
are made through credit cards or other instruments.

B. Phishing (Web Phishing)

As mentioned previously, cyber [raud usually involves creating a
scheme that aims to cheal people into believing a particular scenario to
spend money on. Thus, phishing is the most obvious. Phishing means web
fishing, a combination of the word phone and (ishing. It usually entails a
person sending out fraudulent emails or creating a website people believe
is from a credible source and is willing to submit their credit card pass-
word, identification card numbers, computer account passwords, etc.
Phishing uses the information in furtherance of a crime, such as stealing
credit card funds, using people’s identity to do other illegal activities, or
creating another bigger fraud based on the information they fished.’

It used to be that stealing people’s internet online time was one of the
major characteristics for this kind of fraud, especially when a person could
only get access to the internet for a certain period of time and had to pay
internet service providers for more time. Phishing allowed a person to ac-
cess another person’s internet account and usc up that person’s time al-
lowance without paying. However, with the advancement of technology,
most of the internet providers, at least in China, allow their subscribers to
access the internet without time or data limitations for a set amount of fee.
As a result, this kind of fraud basically has disappeared in China. On the
other hand, in countries like Australia where internet accounts are based
on data usage due to bandwidth limitation, this kind of fraud still applies
to this type ol account users.

1. Case Study - Web Phishing

One day, Professor X’s friends suddenly received an email from him
saying Professor X has been arrested in some Fastern European country,
urgently needs some money to settle the matter, and to transfer certain
amounts of money to a particular account. Some of his closer friends, after
receiving the email, were worried and transferred the set amount of money
into that account. A [ew days later, they met with Professor X and to their
surprise Professor X never left Beijing. Professor X did not know anything
about the matter at all. After their investigation, Professor X finally re-
membered that he has an email account in “yahoo.com.cn.” There was an
email sent to him from the so called “yahoo administration,” informing

3. JiJing and Zhang Zhi Chao “4 Sty on the New Type of Cyber Criminal Behavior”
Chinese Public Prosccution Burcau Publishing Co., 2012 page 30.
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him {or the purpose of maintenance of his email account, 'hisracgoum name
and password were needed. Following f.ho administration’s m‘slructl()n,
Professor X submitted it. As Professor X does not use his email account
very frequently, he never noticed his email account passwords have been
changed and emails were sent out to his contacts from his account on time.
As a result, he could not aceess his email anymore as it has been hijacked
(rom someone else by changing his passwords. Ilis friends who wired
money to that account all become the victims of fraud. Of course they re-
ported the matter to the police immediately but as the account they wired
money to was an overseas account, the Beijing police was limited in things
they could do.*

. Web Shopping Fraud

Web shopping fraud occurs when a seller is depicted as an online
merchant, sells a particular product with the condition of payment first

then delivery of goods, the good never arrives to the buyer, and the seller

disappears {rom cyber space.

Although this is a classic case of cybercrime, the scam itself is noth-
ing new. During the age of newspapers, this kind of fraud happened occa-
sionally. Under the computer age, the internet and online shopping web-
sites made it easier for criminals to perform this kind of fraud online.

With the situation in China, web shopping fraud could be divided into
three categories, fraud done from an online shopping website, such as
Taobao (#)°F), by creating a website by himself, and creating a website
that imitates an established, well-reputable shopping websile.

With the first kind of shopping fraud, you rarely sce them occur on
most reputable online shopping websites, such as Taobao or Alibaba (8]
UL, because they all have an internal checks and balance insurance
policy and are done by payments to the third party, such as “Zhi Fuy Bao”
(Payment Treasure) (324)%K). However, during the earlier days when
China was still developing online shopping companies, fraud was indeed
a major concern. This kind of fraud, however, does not only occur in
China. The author had an experience in Australia in 2003 when the author
won an auction from EBay in the United States. After T paid the auctioneer
by credit card, the goods were never sent to Auvstralia and the auclioneer
became uncontactable. Due to the fact that the amount of money involved
m this matter was not much, 1 did not take any further action. It was only
alter a few weeks when the police from a county in the United States con-
tacted me about the matter and informed me that many other victims were

4 Basced on g true case,
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involved in this scam, as well. He asked me if 1 could provide any mfor-
mation about the auction to assist in their investigation. [ did and that was
the last time | heard anything about the matter. Again, that happened al-
most 10 years ago. Although this kind of fraud does not happen as often,
it still occurs from time o time.

The other form of online shopping fraud 1s when the criminal creates
a website and uses that website to defraud people. This actually has not
changed much from when people used newspapers Lo create fraudulent
advertisements. The only problem is, due to the wide coverage of the in-
ternet, the power of such a scam could be widespread and affect many
potential victims. Another serious problem for this kind of website is that
it is easy to create, easy to put in many fraudulent certificates to persuade
people into believing the credibility of the website, and it is with relative
low cost. In addition, it would be difficult for law enforcement to enforce
against since these kinds of websites suddenly appear and disappear. For
example, in 2007 Mr. [u purchased a Sony laptop from a website based
in Shanghai. After payment, he recetved the parcel. Instead of a Sony lap-
top, the box was full of washing powders. The website disappeared and
the seller became unaccountable.® Currently, although the law enforce-
ment agencics in China endeavor Lo battle against this kind of website and
practice, the reality is these cases still occur every year. It is indeed almost
fair to say that in China, if you want to buy something from the internet,
unless you are dealing with a larger and more reputable online shopping
web, it would be caveat emptor!

The third type is creating a website that looks like a known repulable
shopping website but actually is not. In another words, passing off or fake
website for the purpose of fraud. Website passing off used to be a very
serious problem in China. For example, a website may be deliberately cre-
ated making people believing it to be the Apple Company online shop, but
in fact it’s not. Once if you deal with this kind of so called “authentic
online shop” then your interest is at the mercy of the criminals. It used to
be a very serious problem in China, in fact not only the passing off of web
shops but also actual shops. There has been cases of shops fraudulently
passing olf or even pretending to be the official shops for famous product
brands.® However, after the effort by the Chinese government, now it is
rarer to see a website deliberately pretend to be another reputable or fa-
mous web shop. However, for the less famous or less well-known web

5. Jiding and Zhang Zhi Chao “4 Study on the New Type of Cyber Criminal Behavior”
Chinese Public Prosecution Burcau Pubtishing Co., 2012 page 47.

6. Soho Technology News “Chunese fake Apple Shop has been busted by foreigin media,
their fuke products can almost compete with the real one.” http://il.sohu.com/20141225/n
407272684 shtml 2014-12-25,
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shop, the problem of passing off 1s still widespread in the Chinese cyber
space.

Generally speaking, web shopping fraud 1s a kind of fraud that is so
wide that the exact type of web shopping fraud is only limited by imagi-
nation. In fact, the seller could also be defrauded by the buyer as well. For
example, a buyer makes a purchase with the seller to first to gain his trust
and then orders a large quantity of goods from the seller and asks the seller
to send the goods first and then the buyer pays later. Usually for this type
ol arrangement, the seller would refuse it but due to the large amount and
profit, and that the two parties had done deals before, the seller may agree
to the arrangement. Once the goods have been sent to the buyer, the buyer
would never pay and would have disappeared.

D. Misrepresentation of Goods in Web Shopping

Misrepresentation of goods occurs in a contract when the offeror and
offeree thought they were dealing with the same subject matter but in fact
were not. For example, the offeror offered to sell a plastic human skull but
the offeree purchased the skull thinking it was an authentic human skull.

The difference between misrepresentation and fraud is that misrepre-
sentation does not require an explicit intent to cheat (mens rea). In prac-
tice, this may not be easy to prove whether a particular online seller had
the intent of deliberately misrepresenting the thing. When dealing with
mistepresentation, on a pure legal analysis, that is without any ill intent,
this may just be a contract law matter, ¢.g. without the meeting of mind.
Thus, the contract entered between the seller and buyer may be void. It 1s
possible 1o ask the seller to refund any money used to purchase the mis-
represented goods. 1f, however, misrepresentation was done deliberately,
then this would be a kind of fraud.

1. Case Study - Wrong Teddy Dog

[n 2011, Ms. Lu [rom Qingdao, Shandong Province (111 22515 & 117)
saw someone advertising an offer to sell “T'eddy Dog” (Toy Poodle) for
RMB$ 1800, i which the market price for such kind of dog would cost
around 4000 — 5000 RMB. After few rounds of bargaining, Ms. Lu man-
aged to bring down the price for the dog to RMB§800, agreed upon by
both parties. Originally, Ms. Lu thought she got a bargain but after the dog
was shipped to her, she shockingly discovered that the dog was not a
“Teddy Dog™” but just a normal dog that wag worth no more than a fow
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hundred RMB.” Ms. Lu contacted the seller but the seller admutted no
wrongdoing and refused to refund.

With the case above, the seller never disappeared but just refused to
admit any wrongdoing. Due to the low lost suffered from Ms. Lu, Ms. Lu
never bothered to take this matter into the court. However, il we analyze
this case by pure legal means, then we can see there was obviously a mis-
understanding between the seller and Ms. Lu. The question is whether dur-
ing the process ol their bargain, the seller realized the occurrence ol a mis-
understanding amounted to a misrepresentation. If the answer s positive,
then this would be the seller doing something deliberate, and thus would
be fraud. If not, it would depend on the evidence, such as corresponding
emails between both parties, to determine whether an innocent misrepre-
sentation may or may not have occurred.

. Investment Scam

Investment scam is under the arena of white collar crime. Cyber in-
vestment scam is no different from a traditional investment scam. Just like
other areas of cyber fraud, once the internet becomes the medium for such
a scam, the width of the coverage for such scam suddenly becomes world-
wide. Cyber investment scam usually involves sending out emails or
spreading news about a particular scheme that once invested, the return
would be exceptionally high. In China, a lot of investment scam websites
are websites of shared investments, lotto number predictions, company or
business investments, ctc. Some of this websites are a passing off, made
to imitate legitimate investment houses. Others are websites or email send-
ers promoting certain investments, usually with an unreasonably high in-
vestment return. A unique type of scheme in China is the so called “[Lotto
Number Prediction” website, which is worth a closer look.

China bans gambling, except the so-called “Sports Lotto” (14 7 ¥ 5)
is allowed in China. It is called a sports lotto because the purpose is to
raise capital to support sports development and is run by the sporting
agency. There is no difference between this and other types of lotto in
which every month winning numbers are drawn from different ping pong
balls. In other words, this is a game of pure chance. The only problem is
that Chinese people do not believe in the credibility of the lotto agency.
They believe that there is insider information in regards to the ultimate
winning numbers. Therefore, under this mindset, websites claiming to be
able to “predict” the winning numbers (e.g. having connections with high
officials) started Lo spur in the cyber world. To get their prediction services

7. JiJing and Zhang Zbi Chao 4 Study on the New Type of Cvber Criminal Behavior”
Chinese Public Prosecution Burcau Publishing Co., 2012 page 47.




v CONTEMPORARY ASIAN STUDIES SERIES

from these websites, people had to purchase their membership first, with
the cost of each level of membership being different and VIP membership
costing the most. The prediction services do not just sell the nsider win-
ning numbers to their members, since that would be illegal. [nstead, they
predict difterent sets the most probable winning numbers, letting all mem-
bers “invest money” to purchase a large quantity of different sets of num-
bers. I a prize won, then they will divide the “dividends™ to each member
depending on how much you invest.*

As you can see, the prediction of sports totto numbers gathers mein-
bers to mvest on the purchase of lotto tickets, which may not be illegal.
After all, the larger the purchase of numbers, the bigger the chance of win-
ning. The problem, however, exists when those websites claim to use the
investment funds from their members to purchasing lotto tickets when 1n
fact they do not. They may use the money lor thetr own use or pleasure,
which may constitute an act of theft.

I CYBER THEKT

First of all, et us look at the general definition of theft in China. Ac-
cording to the People’s Republic of China Criminal Code, Article 264 pro-
vides us with a general definition of theft. Article 264 stipulates:

Those who steal relatively large amounts of public or private

property and money or have committed several thefls are (o be

sentenced to three years or fewer in prison or put under criminal
detention or surveillance, m addition to fines; or are (o be [ined.

Those stealing large amounts of property and money or mvolv-

ing in other serious cases are o be sentenced to three to 10 years

in prison, in addition to fines. Those stealing extraordinarily

large amounts of property and money or involving in especially

serious cases are to be sentenced to 10 years or more 1n prison

or given life sentences, in addition to fincs or confiscation of

property. Those falling in onc or more of the following cases are

to be given life sentence or sentenced to death, in addition to

confiscation of property:

(1) Those stealing extraordinartly large amounts of money and
property from financial institutions;
(2) those committing serious thefts of precious cultural relics.

According to the above section, the main emphasis s money and
property or any public or private property with value. This article, when

8. Sina Technology News “The Police are cracking dovwin on illegal lotio prediction web-
sites.” http://sports.sina.com,en/1/2013-08-22/093 16736267 shiml 201 3-08-22
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dealing with normal conventional property, is relatively straight {orward,
Although there was a constitutional issue with the recognition of “private
property,” that dispute has been settled recently.” Accordingly, the obvi-
ous issue now is whether cyber property could be seen as property with
value in the conventional sense.

In order to determine this, the PRC Criminal Code also provided reg-
ulations in regards to this. According to Article 287:

Whoever uses a computer for financial fraud, theft, corruption,

misappropriation of public funds, stealing state scorets, or other

crimes is to be convicted and punished according to relevant

regulations of this law.
Based on Article 287, the PRC Criminal Code recognizes the use ofa com-
puter as a means of achieving the crime of thefl but not a single category
as a kind of crime itself. In other words, Article 287 recognizes the use of
compuler as a means of committing a crime. However, the main body of
such criminal behavior is still determined by Article 264. Based on this,
when we look into cyber theft, the main question that must be asked is,
what kind of property has been stolen and whether that property could be
determined as property with value in the normal legal sense.

Before determining whether one commits the crime of fraud, two re-
quirements must be satisfied: the age requirement based on the Chinese
Criminal Code and mens rea, the guilty mind or, based on the Chinese
definition, “the subjective intention” of the perpetrator. The age require-
ment is 16 years of a natural person.'® The subjective intention require-
ment, however, is a little bit interesting. The requirement is very much
similar to the mens rea requirement of common law jurisdiction. You must
have a guilty mind when committing the crime.'' If one objectively satis-
fies a possible criminal behavior without the subjective intent, although
that person may not totally avoid criminal liability, that person certainly
would have a very good defense from prosecution. The situation in China
may not be as complicated as the common law requirements but, never-
theless, the subjective intent of the person being prosecuted still needs to
be proven. The subjective intent requirement may not be complicated in a
real world thefl but under a cyber-scenario the problem of subjective in-
tention may not be easy to determine. For example, under the example of
Peer to Peer (P2P) downloading, we all know that under the Chinese law,

9. Sina News “Pcking Universily Professor claims the new properiy law unconstitutional
in an open letter, the debate between capitalism or socialism raised again.” hWtip://news
sina.com.cn/c/2006-02-23/150191834306.shtml 2006-02-23.

10. The People’s Republic of China Criminal Code Article 17,
11, Ibid., Article 14,
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uploading questionable materials, such as pornography or copyrighted
movies, onto the internet is illegal."” Downloading such matertals for per-
sonal use is usually not seen as an illegal behavior, although the law in the
area of downloading materials is not totally clear yet. One of the functions
of the P2P downloading, such as Bit download, is that while you are down-
loading a particular material, you are at the same time also uploading it to
the web for others to share. Thus, if you are downloading something, you
may not know you are uploading at the same time—without “subjective
intention.” So far this situation does not have any precedents at hand.
However, these types of cases happened in Taiwan, which will be dis-
cussed later when we deal with internet pornography.

Now, lets us get back to the discussion of “property” in the computer
crime context, mainly pointing to “Personal Property.” According to The
General Principles of the Civil Law of the People’s Republic ol China

(e A RCSLRI R B/ D ) Article 75:

A citizen’s personal property shall include his lawlully earned

income, housing, saving, articles for daily use, arl objects,

books, reference materials, trees, livestock, as well as means of
production the law permits a citizen to possess and other lawtul
property.

A citizen’s lawful property shall be protected by law, and no
organization or individual may appropriate, encroach upon, de-
stroy or illegally seal up, distrain, freeze or confiscate it.

Personal property in China, although it does not have any finer defi-
nitions besides the Civil Code, could be nterpreted as any type of personal
belonging that possesses certain monctary value that is capable under the
law to be protected. Accordingly, this definition is fine with the traditional
sense of theft bul this may or may not be easily applicable under the sce-
nario of cyber theft. Could the materials being stolen via means ol com-
puter be able to be determined as a property that 1s able to be stolen? This
1s due to the reasons in three areas:

I, The materials that cyber theft steals could be intangible information,
such as credit card numbers, passwords or transler of funds, ctc.

2. With respect to so called tangible materials stolen via computer
means, we are mostly talking about cyber money, cyber service (e.g.
password for software updating), and equipment used in cyber games

12, The Interpretation of the Supreme People’s Cowrt and the Supreme People’s Procura
torate on Several Issues concerning the Conercte Application of Law in the Handling of Criminal
Cases of Making, Reproducing, Publishing, Sellmg and Spreading Pornographic Electronie In-

l‘ormmion by Mcans of the Internet, Terminal of Mobile Communications and Sound Message
Stationy. 2004 7




CYBER WRONGS IN GREATER CHINA 13

that could be traded with real money in the real world. These materi-
als, when compared with materials that has been stolen in the con-
ventional world, is still relatively “intangible.”

3. Regardless of point one or point two, how do you value those cyber
properties? As we know ftrom the Civil Code of China, you must be
able to have a value first in respect to the property in question, before
the things are capable of being stolen.

With the logic derived from the three points above, the next question
would be, how does one value cyber property, which is mostly intangible?
As a result, when we talk about the value of cyber property, the value type
could be again further divided into four kinds:

o First type - The property itself has value. For example, stolen money
and transferred funds from a bank account via computer means.

o  Second type - The thing that has been stolen is the key that leads into
gaining or retricving assets that are valuable. For example, the pass-
word of cyber bank account or any kind of password that leads to
good or services that are capable ol being physically stolen in the
real world.

e Third type - Passwords that lead to cerlain communications account
such as QQ, Weibo, or WeChat, (Facebook are not connectable in
China currently), in which it itsell does not have any set value but
may leads to things or information that may contain monetary value

o  Fourth type — This is the kind of property that is most disputed. It
consists of equipment within the computer games that are tradable in
the real world with real money. The main dispute for this kind of
property is whether this type of asset can be seen as real “property,”
protected under the relevant Chinese law and how to value them.

The first two types of cyber property have usually been regulated by
Article 287 of the Criminal Code and possibly Article 286, which deals
with hacking and cracking, as well. This is because the amount of theft
valued is usually easier to determine with these two types of cyber thefl.
However, when looking at the third and fourth type of cyber thelt, 1t may
not be so easy to prosecute, as the value of the damage suffered by the
victim is not easy to determine. Not lo mention, with type Tour of the theft,
it is yet to be determined whether the things stolen could be seen as prop-
erty.

Let us look closely at type three of the cyber theft, which doesn’t exist
only in China. Tt is not uncommon 1o hear that people’s passwords for Fa-
cebook, twitter, or QQ were stolen from the web, In [act, some ol us may
personally experience this type of computer crime, as well. A crime that
no doubt occurs in most of the jurisdictions around the world. However,
the person who experienced such instances may choose not to make a fuss,
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as 1t may volve lengthy investigations that usually leads to no conclu-
sion. However, what il the name of the account stolen has a high monetary
value? For example, the most widely used cyber communication tool in
China is the service know as QQ. The QQ service is similar to MSN (now
ceased to exist) or 1CQ (which still exists but with little use). Although
superstitions, lucky numbers are a Chinese tradition, especially the num-
ber 8 and 6, in which § means rich and prosperity and 6 means lucky in
Chinese." There was a funny incident back in June 6, 20006, in which the
date contained 666. During that day, a lot of western pregnant ladies asked
their doctors to help them avoid giving birth to their child on that day since

666 represents the devil in Christian religion. On the other hand, a lot of

Chinese pregnant ladies rushed to the hospital, on that same day, in hopes
to birth their babies on the 666 day.

In Hong Kong, due to this mentalily, people are willing to spend a lot
of money on license plates that contain good numbers such as 8 or 6. Thus,
the Hong Kong government reserved the “lucky number plates” for auc-
tton. The same kind of mentality occurred in the Chinese cyber world, es-
pecially for business people using their cyber accounts for business com-
munications, Though it is not easy for somcone to steal others people’s
license plate, (and even il it were stolen, the uselulness of the plate is
small), it is quite easy to steal other people’s cyber account such as QQ.
This can either be done by hacking or phishing but currently there is not
much of a law in China to sanction this kind of behavior besides Article
252 of the Criminal Code. Article 252 of the Criminal code provides:

Those infringing upon the citizens right of communication [ree-

dom by hiding, destroying, or illegally opening others’ letters,

if the case 1s serious, are to be sentenced to one year or less in

prison or put under criminal detention.

In other words, this article mainly deals with the freedom of communica-
tion instead of computer related matters,

1. Case Study - QQ Account and QQ Coin Thieves

In 2005, Mr. King'? established three workshops in Liaoning prov-
ince AL ) and employed 1} people for the purpose of stealing QQ
accounts and QQ coins, a kind of cyber coin that can be purchased by real

money for the purpose of beautifying the QO blog space, by means of

sending a Trojan horse software. Mr. King paid his so-called employees 5
cents RMB per every QQ account and QO coins they stole. The case report

[3. YuZln Gang “The Legal Principle of Cyber Crime” Yuan Zhao Publishing Company,
Taiper, 2007-3, Page 200,
[4. The ful) name of Mr. King and other 11 defendants has not been release by the court.
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did not say how many accounts and coins were stolen but one of his em-
ployees did receive 7000 RMB within a single month as payment. Thus,
one can do the math on how many accounts and coins were stolen by those
racketeers. After Mr. King stole those accounts and coins, he then sold all
of them to another person Mr. Yue.'

Discovered by legal authority and arvested by the police, the issue
then arose. On whal legal reasoning should the authority prosecute them?
Could QQ accounts and QQ coins be seen as a kind of property that can
be protected under Civil Code and Criminal Code?'® It was submitted that
the value of QQ accounts and QQ coins were uncertain and difticult to
determine, although they possessed certain values, especially the QQ
coins, which could be purchased with real world money. Therefore, it
could not be seen as a kind of legal property that was protected under the
law.'” Although it was determined by the court that the suspects did steal
and that the stolen property involved in the case was not protected by the
law, the court stated that the behavior from those suspects were definitely
wrong and must be punished accordingly. After some thought by the count,
the judge used reason based on Article 252 of the Criminal Code for ob-
structing people’s freedom of communication. Thus, all the suspects in-
volved in this case had been sentenced from 6 months to | year (which is
the maximum sentence under this category ol crime).

Although the case above has been settled and became one of the im-
portant precedents for this type of cyber theft in recent years, this case has
actually created more problems than solving them. First of all, there has
not been any difference in the sentence between stealing 10 internet ac-
counts and stealing 10,000 internet accounts. The maximum sentence is
always | year. However, a person who steals internet accounts and uses
the private information within those accounts for gaining profit is also pe-
nalized under internet hacking. Generally speaking, the penally for steal-
ing internet accounts is a bit weak. In addilion, because the law does not
recognize internet accounts and internet coins as a kind ol legal property
that is protected under the law, it would not only affect the criminal sanc-
tions for such kind of behavior but also create obstacles in respect to civil
remedies and torts that the victim may be willing to take in. If you spent
an arm and a leg for a particular QQ account that is made up of lucky

15. QQ Technology News “/ person found guilty by the first instance cowrt for breaching
of the freedom of communication with stealing Q accounts.” hitp://tech.gg.com
/a/20080214/000086.htm  2008-02-14,

16. Civil Code and Criminal Code.

17. QQ Technology News “/ [ person found guilty by the first instance court for breaching
of the fieedom of communication with stealing QQ accounts.” hitp://tech.qq.com/a/200802 14
/000086.htm 2008-02-14.
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numbers and it gets stolen, what would be your remedies be in China? For

toris, you will not have any remedies, which means you will not get your

money back. For eriminal law, il you arc lucky enough to have your ac-

count be stolen along with many others, then the police may be willing to
investigate and someone may end up in the prison. Though it might make
you feel better, you may not have any substantial remedy.

Finally, the fourth type of cyber stealing is the equipment within the
compuler games that are tradable in the real world with real money. This
problem is similar to QQ accounts and QQ coins. How do you value them?
One can only have his property stolen il that property is protectable under
the law and has a recognizable value. The cyber game instruments are not
purchased by the players but carned by efforl, time, and skill in playing
those games. In fact, purchasing game equipment with money is a short
cut to play the game. So, how would you recognize the value of cyber
equipment from a computer game? The valuation of cyber equipment or
any cyber assets are a bit like the standard of care in torts— that is, you
must find something to judge against first. ‘There are five opimions when
dealing with the valuation of cyber properties:

1. According to the amount of time, efforts, and money put into gaining
thal cyber game equipment. [n other words, whether one acquires the
equipment by pure money or earned with a lot of input of time, ef-
(ort, and skill, all of these factors should be taken into consideration
when valuing those assets.

2. Only consider the monetary values of those cyber equipment. In
other words, the more abstract elements, such as time, etforts, skills,
will not be considered.

3. Anobjective person test, same as the {irst but with added considera-
tion on how much value an “objective person” would put to acquire
such cyber equipment.

4. The selling price set by the internet game company for those cyber
equipment, il purchased directly from then.

5. The selling price of the thief when they resell the stolen cyber equip-
ment to others.

Currently, based on several cases in recent years, the court seems to be

Jeaning towards the first type ol opinion: that it will consider time, effort,

and money spent to acquire that cyber game equipment.

2. Case Study - Cyber Game Equipmeni Thief

n 2006 in Zhejian provinee (AT 54), the City of Ningbo (57 9% 117)
handled by the Ningbo district court, a case happened as someone’s cyber
game account was stolen. The defendant ZHANG Bin (%L w0 this
case was accused of selling a particular pame account known as “Heaven
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(" for the price of 4800 RMB. After he sold that account, he then hacked
back into the system and slole back the particular account to himsell. The
plaintiff reported to the police and the defendant was arrested by the po-
lice. In the prosecutor’s opinion, cyber property should be seen as a kind
of immovable property that can be purchased or sold, either with monetary
consideration or not. Therefore, it should be treated as a kind of property
with value and should be protected by the law. Thus, the behavior of
7ZHANG Bin should be seen as a crime of theft under the Criminal Code.
The court agreed with the prosecutor and sentenced ZHANG Bin impris-
onment for one year with a fine of 5000 RMB."*

This is one of the cases (hat recognize cyber theft as a crime and rec-
ognize cyber equipment (accounts, equipment, slatus, etc.) as a kind of
legal property, as long as it is tradable in the real world. However, as China
is not a common law country, this kind of precedent usually serves only
limited persuasive value towards other similar cases that occurred later.

iv. HACKER

The origins of the name hacker come from a group of computer en-
gineers from Massachusetts Institute of Technology during the 1960’s.
They analyzed, studied and perfected the computer system. Others calls
them hackers." The original meaning of hacker was actually a name of
praise. Hackers were technical people who worked for the aim of improv-
ing computer and internet systems as a whole. Just like a double edged
sword, if one side works for good, the other side may work for bad. Alt-
hough, hackers were working under good will, they did possess a lot of
technical powers that, if misused, may create havoc towards the cyber
world. The human nature 1s similar (o a double-edged sword and some
hackers may cross the line for the purpose of gaining money, power, and
selfsatisfaction. Though most hackers were originally good, the hackers
that went to the wrong side were called “crackers.” Crackers were those
people who created a lot of mischief on the internet. In recent years, the
line between hackers and crackers is not that clear. More and more people
refer to crackers as hackers. Though hackers and crackers were originally
two different groups, they have now been emerged into one. ‘Today, when
we say the word hackers, we refer to those who create havoc on the inter-
net, such as making viruses, stealing contidential information, and crash-
ing systems.

18, Jin Yang Wan News “Ningho court convicts a cyber uccount thief” Wip:/fwww yewb.
com/gb/content/2006-01/26/content_t062508.him 2006-01-26

19, Ji Jing and Zhang Zhi Chao “A Study on ihe New Type of Cyber Criminal Behavior”
Chinese Public Prosecution Bureau Publishing Co,, 2012 page 121
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Currently, when we look at hackers, we can basically divide them
mnto three different categories:
. Hacker grouped under patriotic reasons
2. Hackers acting solo for no other reason but booting self-esteem
3. lacker acting cither in groups or solo for illegal purposes

First, let us look at the patriotic hackers. China’s internct only became
widespread and available to the public around 1996. Before 19906, alt-
hough the internet was available, it was very expensive and only available
to institutions. Around 1996, the largest internet provider, China Telecormn
(a stale owned enterprise) ("H[EH1{), dramatically decreased the price
for internet services. It was then that the internet became widely available,
which created a boom of hackers in China.?® On May 1999 when the U.S.
bomber mistakenly bombed the Chinese embassy in the former Yugosla-
via, Chinese patriotic hackers grouped up and honed their skills. Those
Chinese hackers formed an internet alliance and called themselves “The
Chinese Red Hackers” (HEZ0%) and attacked the U.S websites and
cmail providers. As a result, a large number of U.S email providers and
mternel service providers were paralyzed by those attacks. From 1999 till
now, those Red Hackers became more sophisticated and skillful. They ap-
peared whenever there were political incidents and when China clashed
with other countries, such as the United States or Japan.?' Recently, there
15 a claim that some of these Red Hackers have been absorbed by the Chi-
nese government for strategic cyber warfare purpose.22

With patriotic hackers, their behavior is obviously illegal under Chi-
nese law. However, it is still mostly a political matter rather than legal
matter. With respect to the other two types of hackers, it is completely
illegal. Therefore, let us look at what kind of law sanctions this type ol
bechavior in China. According to the People’s Republic of China Criminal
Code Article 285 and 286:

Article 285: Whoever, in violation of State regulations, invades

the computer information system in the fields of state alfairs,

national delense construction or sophisticated science and tech-

nology shall be sentenced to fixed-term mmprisonment of not

more than three years or criminal detention.

20, Baike Encyclopedia “The Chinese hiernet History.” http:/iwww baike,comiwik i/t 1
TRt e 2015-01-27

21, Wikipedin Chinese “7he Chinese Red Hackers” Wipsi/zhwikipedia ovg/wiki/ £l
2015-12-12.

22, CNN News “What we know about the Chinese arimy’s afleged cyber spying wnit.”
hitp:edition.enn.com/2014/05/20/world/asia/china-unit-6 1398/ 2014-05-20,
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Article 286: Whoever, in violation ol Stlate regulations, can-
cels, alters, increases or jams the functions of the computer in-
formation system, thereby making it impossible for the system
to operate normally, if the consequences are serious, shall be
sentenced (o fixed-term mprisonment ol not more than five
years or criminal detention; if the consequences are especially
serious, he shall be sentenced Lo hixed-term imprisonment of not
less than live years.

Whoever, in violalion of State regulations, cancels, alters or
increases the data stored in or handled or transmitted by the
computer information system or its application program, if the
consequences are serious, shall be punished in accordance with
the provisions of the preceding paragraph.

Whoever intentionally creates or spreads destructive pro-
grams such as the computer viruses, thus affecting the normal
operation of the computer system, if the consequences are seri-
ous, shall be punished in accordance with the provisions of the
first paragraph.

Based on these (two articles, we get two observations. First, it does
not seem to require mens rea when one commits the crime of hacking. This
means, the prosecutor does not need to prove whether a defendant was
aiming at hacking into other people’s system, so long as the consequence
of the defendant’s behavior would be guilty under such crime. However,
on the other hand, when spreading a virus, mens reu 1s required. This
means inlent must be proven by the prosecution. For example, it may be
that one may design a particular program for the benetfit of some purpose.
However, if it ends up turning into a virus, spreading, and damaging many
computer systems, then thal person may have a defense.

With respect to the problem of hacking, there is another problem. The
Criminal Code stipulated that only a person over the age of 16 years 1s
criminally liable under the code. As computer crime is not like traditional
crime that may need a lot of physical strength in able to commit such
crime, cybercrime is a kind of intellectual crime that could be performed
by people at very young age. The dilemma is whether it may be fair and
reasonable for the legislature to lower the age for penalties to this particu-
lar type of crime. Currently, how to solve and deter the problem of under-
age hackers 1s a topic (hat is still hotly debated in China.

L. Case Study - Underage Hacker

In 2007, there was an underage hacker (identity withheld) who cre-
ated a computer virus called “Rabbit Baby.” He put that virus on his blog
space. This virus was extremely aggressive and destructive, Although it
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was scanned by an anti-virus software, once infected, the damaged data
could not be restored. This type of virus was not made (or profitable pur-
pose but for bragging. As the virus spread widely and authority was in-
volved with the investigation, the minor was arrested. However, based on
Atticle 17 of the Criminal Code, he was underage and could nol be crimi-
nally prosecuted. Accordingly the minor was released with no penalty.*

V. DEFAMATION

Defamation is where a person’s reputation gets defamed either inten-
tionally or by slander or libel. Slander occurs by depleting people’s repu-
tation by images while libel occurs by words. These could be done directly
or by innuendo where the information used to defame others is false.”!
With the requirement of defamation, those injurious words or images musi
be spread to the public and the meaning of the injurious substance must be
relatively understandable by the public who receives it. The traditional
medium for spreading such injurious substances is by newspaper, radio
broadcast, magazines, and sculptures. The development of the internet
took over almost all traditional mediums and became one of the most im-
portant fields of battle for detamation.

Defamation has been well developed in common law jurisdictions
such as under the Fourth Amendment of the United States Constitution.>
[t ts interesting to note that in the United Kingdom, there was no protection
of privacy under the traditional FEnglish law with only some protection in
the arca of “breach of confidence.” This has influenced the Common-
wealth countries, such as Australia. In Australia, although there are no
genceral protections in common law, since the enactment of the Privacy Act
1988 (Cth), privacy principles are now protected under the statute.?® In
Great Britain, it was the enactment of the Human Right Act 1998, which
implemented the European Convention on Human Rights into the UK law.,
As the Buropean Convention on Human Rights required privacy princi-
ples, there are now privacy principles in the UK de fucto.”’

Privacy is regulated in Chinese law both criminally and civilty. As
mentioned before, cyber wrongs are mostly cybercrime in China because

23 D Jing and Zhang Zhi Chao “A Srtudy on the New Type of Cyber Criminal Behavior”
Chinese Public Prosecution Burcau Publishing Co., 2012 page 137

24 Berkoff v. Burchill and another [ 1996} 4 Al ER 1008

25 The Fourth Amendment did not used the word “Privacy™ itself, but the concept of it
appears m it against “unreasonable scarch and seizures, Williin Me Geveran “Privacy and Data
Protecuon Law.” Foundation Press, USA. 2016,

260 Martin Davies " Toris” 4" cdition, Butterworths, Australia

27, Barbara Harvey & John Marston, “Case and Conmentary on Tor,” 3™ edition, T'inan
cial Times Pitman Publishing, United Kingdom,
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civil compensations are insuflicient for victims. Most importantly, i
would be very difficult for a victim 1o prove his case, if the police were
aol nvolved, and usually the police do not get involved in civil litigation.
On the other hand, defamation is diflerent. There are many cases that have
been successtully litigated, directly from civil litigation based on the torl
law in China. While others may be sued criminaltly by the public prosecu-
tor in the first instance, the victims would tater use the criminal evidence
for them to prove damage in a civil law suit,

Criminally speaking, the law governs this area is Article 246 of the
Criminal Code, in which il stipulates:

Whoever, by violence or other methods, publicly humiliates an-

other person or invent stories to defame him, 1f the circum-

stances are serious, shall be sentenced to fixed-term imprison-
ment of no more than three years, criminal detention, public
survetllance or deprivation of political rights.

The crime mentioned in the preceding paragraph shall be han-

dled only upon complaint, except where serious harm is done (o

public order or to the interests of the State.

In 2013, with the application of “Interpretation of the Supreme Peo-
ple’s Court and the Supreme People’s Procuratorate on Several Issues
concerning the Specific Application of Law in the Handling of Defamation
//wugh 1/1/0/'/7141![011 Networks and Other Criminal Cases” (i ey NG
Wt e ALK 4\\1 Zf| 5 G I LRI A S5 098 4% 0 it el i A 1) S 4 3
FHIEARERS - M A MO ) with 10 Articles, provided detalled guidelines

for the court to delcrmme delfamation cases. The more inleresting part with

this interprelation 1s Article 2.1 in which it stipulates: any of the following
circumstances ol defaming another person through an information net-
work shall be deemed as a “serious circumstance” as mentioned in para-
graph 1, Article 246 of the Criminal Code - the same defamatory infor-
mation 1s actually clicked or browsed for more than 5,000 times or is
forwarded form more than 500 times.

There are a lot of discussions on how one determines whether a par-
ticular message has been browsed more than 5,000 times and forwarded
for more than 500 times and the real agenda for such an interpretation as
issucd by the Supreme People’s Court.?® Tt is submitted that most of the
recent Important defamation cases has been determined before the imple-
mentation ol such interpretation.

28, The New York Times, Chinese “The statutory interpretation from the Supreme Peo-
ple's Court and the Supreme People’s Procuratorate may further depress the frecdom of speech”™
http://ennytimes.com/china/2013001 [/ec 1Y libel/ 2013-09-11.
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With tortious remedies, the main statute governing this area 15 the
Tort Law of the People’s Republic of China 2010. Article 36 stipulates:

A network user or network service provider who infringes upon

the civil right or interest of another person through network shall

assumie the tort liabilily.

Where a network user commits a tort through the network: ser-
vices, the victim of the tort shall be entitled to notify the network
service provider to take such necessary measures as deletion,
block or disconnection. If, after being notified, the network ser-
vice provider fails to take necessary measures in a timely man-
ner, it shall be jointly and severally lable for any additional
harm with the network user.

Where a network service provider knows that a network user
is infringing upon a civil right or interest of another person
through its network services, and fails to take nccessary
measures, it shall be jointly and severally liable for any addi-
tional harm with the network user.

This Article actually puts both the person using the network to de-
fame others and the service provider equally liable, il the service provider
knew that its client was using their service to infringe on other people’s
right and did nothing about it.

Regardless of criminal or torts, the problem for cyber defamation
compared to the traditional form of defamation is that, first, it is anony-
mous. Recently, the government have been forcing people to register their
real name when using the internet.” Compared with the traditional form
of information medium, such as newspapers, the internet is still very much
more anonymous. Since people know that they can hide their idenlity be-
hind the internet, they are much more willing to speak irresponsibly. Sec-
ondly, it spreads very quickly. When someone wrote something silly in
China on the internet, a person in the United Kingdom can read it only
seconds later. Until 2013, there are 590,560,000 internet users in China.
Thus, one can see how defamed information on the internet can not only
travel very fast but also widely, as well.*"

With the general principle of defamation, a person may defame an-
other person either intentionally or neghgently if, objectively speaking, the

20, Baidu Encyclopedia *The Real Name Svstent of the nferner.” htip://baike baidu.com/
view/529067 htm.

30, Sina Technology News “China has 5,91 hundred million net users and 4,64 hundred
inillion mobile phone users.” http://tech.sina.com.en/i/2013-07-17/14088548488.shiml 2013-
07-17.
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person who was defamed has their reputation damaged. China’s defama-
lion law is leaning more lowards an intentional defamation. Article 246 of
the Criminal Code states, “with person who invent story who defame him.”
1t would be difficult to invent a story without intentionally doing so. A
government body or a company could not be defamed because a govern-
ment body or a company does not have the right of personality based on a
German Civil Law, a type of legal principle China is a parl of. In other
words, in China, only a natural person could be defamed. Unlike common
law jurisdictions, a government cannot be defamed based on public inter-
est but a company certainly could sue for defamation, if not injurious false-
hood. The problem about company reputations in China is Jooked at in the
next section, when we talk about cyber hyper and cyber hitman.

[. Case Study - The SONE Zue De Defamation Case

A movie director named SONE Zue De (7R4H#8) and his brother
11U Xin Da  (XMEi%) operated a blog in Sina net, in which they dis-
closed private affairs of other show business people, for the purpose of
getting attention. The information about other show biz people were gos-
sip and false information, such as movie star A is having an affair and
movie star B is a gay. For a while, the targeted people just ignored him,
which made him bolder and bolder. On October 2008, a famous movie
director Mr. Xie Jin (i) suddenly passed away. Sone started to make
up horrendous stories about Mr. Xic’s private life. According to his blog,
he accused Mr. Xie of having an inter-marital affair with another movie
star Ms. LIU Xiao Qin, (XJIFEFK), and having an illegitimate child to-
gether, born paralyzed in the brain. He claimed that they put their son over-
seas and that the son was now 21 years of age, cared for by a maid. e
then used explicit words to describe their so-called son’s daily life, involv-
ing the cating of human feces. Later Sone’s brother LIU Xin Da published
another article on his blog, suggesting Mr. Xie died because of seeing
prostitutes and that he was willing to testify on such claim. In fact, all of
these accusations were false and were made up by the two brothers for the
purpose of gaining attention. As such, the widow of Mr. Xie sued both
brothers for defamation under civil jurisdictions. The Shanghai Jinan Dis-
{rict Court held that the two brothers defamed Mr. Xie, ordering a public
apology on the internet and the public media and damages for 89,951.62
RMB and 200,000 RMB for psychological harm to Mr. Xic’s widow. At
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the same lime, Sina net also shut down the brother’s blog and relused to
let them open any other new blogs in their service.”!

This case is one ol the most famous defamation cases in recent years,
deterring people who tried to get attention by defaming other people. Re
cently in China, there is a tendency where people who want to become
famous in the entertainment business must firstly gain attention from the
public, regardless of whether the attention is good or bad. We will elabo-
rate more on this when we discuss internet pornography later. However,
a positive outcome of this case is that the Sone brothers disappeared (rom
the public eye. Perhaps this is not what they were hoping to achieve when
they decided to defame other in order to gain their own fame.

2. Case Study - Defaming the Government

The case study here refers to a number of cases with a similar material
facts and the same issue: defamation towards the government. The mate-
rial facts are that someone complains about a dysfunction of a povernmen-
tal departments or government official, (usually a provincial or local gov-
ernment), to the relevant authorities, such as the court. When their
complaint does not get the proper attention with those authorities, they put
their complaint on the internet. Once the public is made aware of the com-
plaint, the government or the official gets angry and arrests those conm-
plainants and puts them into the prison with the reason of “defaming the
government.” A problem with these types of cases is that the complaints
are usually proven later to be true. Quite a few of these cases occurred in
recent China, such as the “Ling Bo case” (K% of 2008, “Peng
Shui Poem case” GGZ/KRFZE) of 2007,%* and “Cao County case” (1 11
Z2) 0f 2009.* Generally, someone complained about the government on
the internet based on something that was true and the government got an-
gry, arrested, then imprisoned the complainants for defaming the govern-
ment.

This kind of situation is more political than legal. It is clear that based
on Chinese law, as said before, the government could not be delamed be-
cause it did not possess a right of personality like a natural person. Also,

31, West China City News, Cheng Du “Sony Zu De apologised to Nie Jing s widow and
said he and Live Xin Da were soree” Titp:ient. 163 con/ 10/0520/07/6742 THDION03 1 H2 L hum]
2010-05-20.

32 Weng News “How did the probien of Ling Bo case solved. hitp://news. ieng.com/opin-
jon/topic/lingbao/ 2009-06-28

330 Baidu Bacyclopedia “Peng Shui Poent Case, ™ hitp://haike baidu.com/
view/8 13180 .

34, South Yastern Bulletin, Xicmen “An Investigation on the Cao County  Case”
http://mnews. 1 03.con/09/0727/02/SF6ONTIUODO 1 20 GR.bhiml 2009-07-27.
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it is a universal defense for defamation if the so~called “detamed state-
ments” are, i fact, true. Therefore, besides the government abusing 1ts
authority, the government did not have any standing to arrest those people.
[ addition, Article 41 of the People’s Republic of China Constitution
states:

Citizens of the People’s Republic of China have the right to crit-

icize and make suggestions regarding any State organ or func-

tionary. Citizens have the right to make to relevant State organs

complaints or charges against, or exposures of, any State organ

or lunctionary for violation of law or dereliction of duty; but

fabrication or distortion of facts for purposes of libel or false

incrimination s prohibited.

The State organ concerned must, in a responsible manner and

by ascertaining the facts, deal with the complaints, charges or

exposures made by citizens. No one may suppress such com-

plaints, charges and exposures or retaliate against the citizens

making them.

Citizens who have suffered losses as a result of infringement

of their civic rights by any State organ or functionary have the

right to compensation in accordance with the provisions of law.

Accordingly, the government’s behavior was not only contravening
the normal legal principles but was also unconstitutional. It is true that
with most of these cases that most of the arrested people were released,
where some were even compensated for wrongful detention. The only
problem was that the compensation was not proportional to the ordeal they
went through. In the “Ling Bo case,” the defendant, Mr. Wang, was ar-
rested and imprisoned but the compensation for his wrongful arrest was
only 783 dollars RMB (around $25 USD).

VI CYBER HYPER

The practice for cyber hyper is currently legal in China but may be
morally questionable. Cyber hyper means people create a publicity stunt
on the web for achieving a particular purpose, usually aimed at making
someone or some company famous. The motto for those cyber hypers is
that to be able to get one person famous, the person must gain public at-
tention firsl, regardless whether that attention 1s a good or bad. In fact, bad
attention, unless illegal, will always makes the public remember the person
more. Thus, those cyber hypers are always pushing the matter close to the
legal borderline, stretehing the public’s moral nerve to its limits.

The most famous cyber hyper case is the case known as the “Furong

2,,%7

Sister’s” case (FEELULUL). From August 2002 to early 2004, there was an
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[D named “huobingker” registered in the Peking University CJERCASE)
Weiyan BBS (K #4 BBS). The girl continued to send sexually sugpestive
pictures to the forum, claiming she was the most beautiful lady in China
Later she posted her pictures onto the Tsinghua University (i A 24)
BBS (ZKARIELE) and a few other general forums as well. She success-
{ully stirred up a heated debate on her behavior and received the attention
she wanted. She began to engage with show business agencies, entering
the show business world, and becoming an actor and advertiser. At one
stage, she was the most famous person on the Chinese mternet (even Tai-
wan and Hong Kong noticed her), and at the peak of her fame around 2003,
her phenomenon was actually reported by “Time Magazine” and various
other international news medias. Although her behavior was not illegal,
according to the Chinese government’s eyes, it did not create a positive
image for China. As the Propaganda Ministry V9 ERLHG™ 5 o s 2 4300
kicked in, the whole phenomenon died out quickly. However, the Furong
Sister had already successtully entered the entertainment industry, Today,
she is still working as an actor, although not as successful, %

The problem with the Furong Sister phenomenon and how it could
have been possible was only recently been made clear. Unlike what people
originally thought, that some girl posted her picture around the internet to
show off and that the whole matter just got out of hand, the phenomenon
was, in fact, a precise project designed by a cyber-hyper know as Mr.
CHEN Mo (J%#8). An internet advertiser and planner, Mr. Chen ran an
internet advertising agency. Furong Sister was his most successful product
n which every step was carefully calculated and planned®’ Since the Fu-
rong Sister phenomenon, Mr. Chen became very lamous, bringing a lot of
business into his firm.

The Furong Sister phenomenon was the first and most [amous cyber
hyper case. After the Furong case, many similar cases appeared such as
“Hooligan Swallow” in 2005, “February Girl” in 20006, and “The Most
Pretty Cleaner” in 2008. There arc many more ol them and they all are
pushed by cyber hypers for the purpose of making their products famous.
Is the behavior of cyber hypers illegal? On August 2013, the Chinese 20V-
crnment arrested two famous cyber hypers known as “Ii Fr Chai Si” and

—_— — —

350 Sina Blog “Furong sister in v hrears.” hitp://blog.sina.com.en/s/blog,
4b55310901008vwp,html 2008-03-18.

36, Wikipedia “Sister Furong.” hittps:/renwilapedia,org/wiki/Sh) 1 fengxia,

37, Tiexue Net “This is how the evber hvper Chen Mo made Furong siseer Jamons,”
http://l)l)s,licxuc_ncl/pos[Z 232461911 .hunl 2008-12-17.
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“OIN Lo Huo” for spreading rumors and defammg public figure. S This
s interesting because the concept between “cyber hyper™ and “spreading
cumors and defame public figure” are actually two different things. This
case itself still does not provide us with a clear picture of the legality on
the behavior of cyber hyper.

A. Traditional Order and Value

Where is the fine line between cyber hypers and cyber advertisers?
Does it look like they are trying to achieve the same result? Perhaps the
division is not a legal one but a moral one and should be dealt with a *“Tra-
ditional Order and Value” (22 JF [J {f}), which was originally a concept de-
rived from Roman law, now incorporated in the general rules of civil law
in Japan, France, Taiwan and Mainland China, etc.” Traditional order and
value requirement may arise in practice under Chinese inheritance law
when dealing with wills. There are many instances, for example, of the
husband dying and leaving all of his property to his mistress, instead ol his
widow and children. The most famous case happened in 2001 Luzhou City
(PN TT). A man lived with his girlfriend for many years and even had a
daughter. The man never divorced his estranged wife. When he died, he
left all his property to his girlfriend. His legal wife and children contested
the legality of his testamentary, which was later upheld by the court under
the reason that it was against the tradition order and value. The testator’s
girlfriend got nothing.*® This case had a lot of debate, even today. A
scholar suggests the verdict of that case was not a fair one and that the
testator’s girlfriend should have at least received a portion of the property.
There are other kind of testamentary, such as the testator leaving all the
property to his or her care taker instead of their spouse or ken. This kind
of testamentary has a lot of debate towards it. The most famous case oc-
curred in 2001, in Hangzhou City (BN 1l7), where an old man left all his
property to his employed care taker (a young girl) instead of his daughters.
This was upheld by the court as a legitimate testamentary,*

38. Baidu Encyclopedia “Li ER Chai Si” http://baike.baidu.con/link?url=H04ql _
UWRsXhuwrjo9az6F67612kBE8e8dquEMIVY To6 LITFEmMSVvUTqeGldhiGR2 1SwEGKITUVy
YB7GiVALOINGF3zxXe_MOrzrvUKkNW3cO.

39, Baidu Encyclopedia “Traditional Order and Value.” hitp://baike baidu.con/link?
url=cO6XDSSIOvOS_qkjhlXehyMVFPK2cOLgESwoZPlgkbn_ 0060l KeMjgDO1 1 79¢3ruxBgP
JIVEI2ZQIVTIUWAZM2i8ySNY X6nSnN-pQ TIwyNOOstrzd FelscQbaptEeZyO.

40, Yang L1 Xin, Yang LiJun A rethink toward the compulsory portion under inheritunce
law.” http://www.acla.org.en/btml/lilunyanjin/20140208/14850 html All China Lawyer Associ-
ation, 2014-02-08,

41, Rai Guo “Ouwr Current lack of Testamentary Succession System witl Perfect - (o up to
two typical inherit case thinking.” http:/fwww.docin.com/p-1459875945 html 201 1-6.
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We are not dealing with mheritance law here but the avthor thinks the
concept of this “Traditional Order and Value™ can also apply to cyber hyp-
ers because the behavior of cyber hyper, although not illegal, depends on
what kinds of drastic actions people take to draw people’s attention. Some
of their behaviors, such as being halt naked in a populated place, may not
be against the law per se but are certainly not in accord with standard val-
ues.

VIl CYBER HITMAN

Cyber hitman means people or group of people who defame or falsely
accuse a person or company for the purpose of destroying their reputation
for political or commercial reasons. 'This is very similar to the situation of
malicious [alschood under the common law defamation. However, as
mentioned earlier, China so far does not have remedies for defamation
against the company, regardless of business reputation or not. It is im-
portant to note that although China does not have the civil remedies for
malicious falschood, there is Article 221 of the Criminal Code which stip-
ulates a crime of disrupting market order. According to Article 221 of the
Criminal Code:

Article 221 Whoever fabricates stories and spreads them to
damage another person’s business credit or commodity reputa-
tion, if heavy losses are caused to the person, or if there are other
serious circumstances, shall be sentenced to fixed-term impris-
onment of not more than two years or criminal detention and
shall also, or shall only, be fined.

1. Case Study - The Yili QQ Star Milk

On July 14", 2010, there was an article published on various news-
papers about “deep seca fish oil usually possessed health problems.” On
July 27th, 2010, there was an ID named “Young Mother” who appeared
on a lot of mteret forums, asking the same question: “My baby just
weaned, is Yili Dairy QQ star milk (A branded milk in China) (4] QQ
L) safe Tor baby to drink as alternative to breast feeding?” Someone re-
plied, “You did not know? Yili’s QQ Star milk actually had the ingredient
of deep-sea fish o1l it will make your baby sexually premature, do not let
your baby drink that milk.” Then later, someonc further stipulated that his
son, because of drinking Yili QQ star milk, was now growing facial hair.
These kinds of statements appeared hundreds of times m various forums.
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As the result of the negative publicity, all of the parents were shocked and
the sale of Yili QQ star milk dropped like a falling stone.”

Yili Dairy C(HHFRMY) reported the incident to the police. Alter po-
lice investigation, it was discovered that the whole maltter was planned by
AN Yong (%2 5), an employee of Mengniu Dairy (ZZ4FFD  (prod-
uct manager) who was a major competitor of Yili Dairy, together with Bo
Si Zhi Public Relation Company b 5090 RVE 25 22 i) 24 7)), which
was the PR company who worked with Mengniu Dairy. As a result, AN
Yong, and HAO Li Ping (A J5°F), ZHAO Ning (B4*5%),and MA Yeh (5
) of the Bo Si Zhi Public Relation Company were all arrested accord-
ingly.

In the Yili case, the people involved were arrested based on Article
221 of'the Criminal Code. However, there was no evidence to suggest that
Mengniu Dairy Company actually knew that its product manager, AN
Yong, was involved. Thus, it was seen as the independent behavior of AN
Yong. The Mengniu Dairy company escaped liabilities. Currently in
China, there are a lot of suggestions that there should be an Article for
malicious falsehood being implemented into the Chinese tort law, since
this kind of behavior should be de-criminalized with more emphasis on its
civil habilities, in which a large amount of damages may be the key to
discourage these kind of practices.

VIII. CYBER PORNOGRAPHY

According to Article 367 of the Criminal Code:

For the purpose of this Law, pornographic materials refer to ob-

scene books, periodicals, movies, video-and audio-tapes, pic-

tures, etc. that explicitly portray sexual behavior or undisguis-
edly publicize pornographic materials.
Scientific works on human physiology or medical knowledge

are not pornographic materials.

Literary and art works of artistic value which contain erotic
contents shall not be regarded as pornographic materials.”

The Criminal Code in this regards arc the mother law regulating this
area. There is a further interpretation provided by the Supreme People’s
Court: “Interpretation of the Supreme People’s Court and the Supreme
People's Procuratorate on Several Issues concerning the Concrete Appli-
cation of Law in the Handling of Criminal Cases of Making, Reproducing,

42, Baidu Encyclopedia “7he An Yong ucident.” Mp://baike.baidu.com/Aink ?url=619tUN-
Nit_[60ahST8chxcFwXOKIMESzeNetBMI_ZJOHgxDohSncGAXINUMYKCQUE 13 1 vdaxw
JE-RnYbeSmbeq.
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Publishing, Selling and Spreading Pornographic Electronic Information
by Means of the Internet, Terminal of Mobile Communications and Sound
Message Stations™ 2004. This interpretation mainly deals with providing
pornographic materials via infernet for commercial purpose.

The above two laws are legal reasoning that cracked down several
internet pornographies recently. The most recent internet pornography
crackdown was in 2014 organized by the “Anti-Piracy and Pornography
Working Committee” (2341 A T AE /N 41 J0 24 %), a governmental
] 5¢ 17 1%
W5 BV 720 4, the “Ministry of Industry and Information Technology” (
TR B AEH8),and the “Ministry of Public Security” (/A Z3i) in co-
operation with each other for the purpose of cracking down on piracy
works and pornography. ™

working group, the “Office of National Internet Information™ (

Pomographic materials consist of articles of words, pictures, films,
cte. There are a huge number of materials providing the description on
what can be seen as pornography, thus the author will not put too much
emphasize on this. Generally speaking, you will know on its face whether
it 1s pornography or nol. The interesting question here is whether China
allows this kind of materials to be freely circulated. At this point it is im-
portant to note that when we talk about internet pornography, it is different
to cyber erotic services. Cyber erotic service, which may involve prostitu-
tion, is actually using the internet as a means of communication or adver-
tisement, for the purpose of providing services. This situation in fact is just
Iike swapping the traditional yellow pages to internet catalogs. Whether
this action is legal or not depends on the jurisdiction of the country on
whether prostitution is legal or not. Currently, prostitution is illegal in
China, thus cyber erotic service is also illegal, as well.*

The problem with internet pornography is that it is very casy to gef
access, unlike the traditional means of supply where one can put certain
restrictions on who can access those materials. For example, in Australia,
underage people are not allowed to enter certain kinds of bookshops or
purchase certain rated films. On the internet, although it is possible to es-
tablish a classilication system or a parenting software individually, the na-
ture of the internet malkes it difficult to totally restrict underage access.
This is the main reason, provided by the Chinese government, for a blanket
ban on pornography materials: to protect underage children.

430 Xmhua News Agency “The 2014 action on the elimination of pornography and illegal
publications on the netr.” hitp:/Awvwa xinhuanct.conv/legalishdt? 2014-01-19

44, Deeision of the Standing Commiittee of the National People’s Congress on the Striet
Prohibition Against Prostitution and Whoring, 1991,
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It is a fact that Chinese society is much more open than during the
19807s when open policy was just implemented. Thus, people are much
more tolerant with this kind ol material. As such, there was always a de-
bate on whether pornography materials should be banned at all or at least
partly lifted, if the age classification system could be established and im-
plemented. The internet is a world wide web and it does not have a true
border. Therefore, even if China has the toughest ban on such kinds of
materials, a lot of them still manage to hop over the Chinese great firewall
from Japan and the United States.*® One indication of this is one Japanese
adult video actor, Aoi Sora (AV LA - 15 H:%%),who became a celebrity
with some 400,000 Chinese lans. The simple logic is, if one did not see
her adult film before, how docs one become her fan?

Thus, generally speaking, when we talk about the cyber pornography
problem in China, we should really divide up the problem into two parts:
the providers and the users. In terms of the providers, they can be divided
into domestic providers and overseas providers. In the early days, the do-
mestic pornography providers were using pornographic materials on their
website to attract viewers in order to sell advertisements. They later dis-
covered that selling pornographic materials or organizing club member-
ships were much more profitable. As a result, many turned into cyber
clubs, selling memberships for profit.*® This kind of domestic provider-
ship has been cracked down in recent years and very few exist anymore.
Some of the surviving website masters moved their web server overseas,
mostly to the United States where this kind of website could legally exist
(unless it is pornographic materials concerning an underage person), to
avoid the crackdown. These are now considered overscas providers due to
the problem of the Chinese great firewall. Rarely will Chinese people di-
rectly go over to the pornographic websites that are run overseas domesti-
cally and not aimed at Chinese users. In addition, these overseas Chinese
pornographic websites will actively find ways to overcome the Chinese
great firewall, allowing domestic Chinese access. Currently, few of these
overseas Chinese pornographic websites are still operating strong due to
their effort. Chinese users are able to watch almost every new Japanese
adult video produced within a month, in China, sometimes for totally free!

Now let us turn 1o the users of cyber pornography. Ts it legal to watch
cyber pornography privately? If not for commercial gaining purpose, cur-
rently there seems to be no law suggesting that one cannot watch those

45, Yu Zhi Gang “The Legal Principle of Cyber Crine” Yuan Zhao Publishing Company,
Taipei, 2007-3.

46. The Chinese People’s Net “Eliminate cvber pornography and return a clear sky back
fo the net.” http:/fit.people.com.cn/GB/8219/35192/ 2008-01-23,
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materials i private circumstances. Of course, one cannot waich these ma-
terials 10 a public place or in a public office but those are behaviors pro-
hibited by other means of law, such as public order or sexnal harassment
law, which s the normal practice for countries like the United States where
cyber pornography is legal. Thus, it is fair to say that in China, watching
cyber pornography imay be morally questionable but not legalty forbidden.
However, is that always the case?

1. Case Study - Watching Pornography in Private Dwelling

On December 31,2002, in Shanxi Province Yanan City (54 4 2),
there was a couple watching pornographic movies at home just before the
2003 New Year. For some rcason, the police noticed that they were watch-
ing “illegitimate stuff)” (there were suggestions that somecone reported
them to the police). The police busted into their door and arrested the cou-
ple. Later the husband was put into detention. The only problem was that
the police could not find a reason to charge the husband, as every law in
China in this area only suggested that one could not sell, duplicate, transfer
such movies. None of those laws expressly indicated that one could not
watch them. There was a huge debate about this. Finally after a few days
ol detention, the husband was released and the local police department
apologized to the couple.’

This case was a very famous case and an important precedent as well.
Today in China, watching pornographic movies at home is a bit like the
legal arrangements back at the Prohibition era in the United States under
the Volstead Act, where one could not produce, sell, transfer, supply but
could drink a bottle of whiskey at your home.

Now we know that watching pornography at home may be alright but
what about downloading cyber pomography? Based on the 2004 interpre-
tation (rom the Supreme People’s Court, one is not supposed to “repro-
duce” pornographic materials. Is downloading pornographic films or pic-
tures an act of reproducing? T'his is very ambiguous indeed and much has
been recently debated aboul this matter in China. Most of the intellectuals
lean towards the thought that even if downloads are a kind of reproduction,
reproduction for private use does not contravene the law. It is however
important to note that in recent years, a few people have been fined by the
police for downloading pornographic materials on the internet. However,

A7, Sina News Center “From the hushand and wife watching pornography video af home
incident, citizen's privacy right are finaliv being profecied ™ WMip:/imews.sina.conen/s/2003-01 -
05/092 1862639 shtml 2003-01-05,
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these situations are hotly disputed without any deflinitive conclusion,*
There is actually a joke in China which states that 1l downloading porno-
graphic material s tlegal, then most ol the web users would be arrested.

Downloading pornography materials may be all right with the law.
flowever, what about uploading? Uploading 1s totally difterent from
downloading, It is clearly illegal, as it is specifically forbidden by the 2004
interpretation from the Supreme People’s Court as a form of “spreading
pornography materials.” Indeed, quite a few cases already exist, as people
uploading pornographic materials for all sorts of reason end up being ar-
rested.” Thus, uploading pornographic materials is definitely illegal. But
what if one did not intentionally upload these materials but it was uploaded
automatically due to soltware problems or design?

2. Case Study - LI Zhong Rei Drug and Rape Case

This case did nol happen in Mainland China but in Taiwan. In 2012,
there was a guy named L1 Zhong Rei (%52 H), a rich second generation
whose whole aim in life was to drink al a pub and take girls back home.
After taking the girls back home, he would drug them and film having sex
with them while the girls were unconscious. He collected those films,
stored it in his computer, and later used it lo brag to his friends. About 30
girls fell prey to him. It was on July 2012 that two sisters discovered they
had been drugged and raped by Li, bringing this case to police investiga-
tion. The whole matter was discovered and consequently 1.i was charged
by the prosccutor. [.i was charged under the Taiwanese Criminal Code
with rape and interference with the right of private secrecy among others
things. Due to the fact that his crime was particularly serious, as more than
30 victims were involved, he was then sentenced to 30 years of imprison-
ment.”

The area that we are concerning 1s actually not Li’s case itself but the
film he made when he drugged and had intercourse with the 30 girls and
what happened afterwards. After he made those films, he sent the video to
his friends. Some of the films ended up being reteased. When he was
charged and arrested, someone actually released all the films to the public,
which contained some 29 GI3 of space with 60 something girls in the film,

48, Net Faste News “fs warching  pornography video on  the internet illegal?”
http://news. 163.convspecial/0001 135D/changnkong 1986 himI?71222235436901 2008-09-18.

49, QQ News “A man uploud 62 pornography movies on the net within 3 month, but did
not know it was illegal while he was being arrested.” Wttp://news.qq.com/a/
20130320/000008.htm 2013-03-20.

50. Wikipedia, Chinese “7The Li Zhong Rei sexual assaide case.” https:/izh.wikipe-
dia.org/wiki/ ST
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Some of the girls, however, were filmed with consent and was thus not
illegal. Although the authorities declared that the downloading of such ma-
terials would be 1llegal under criminal penalties, such as interference with
the right of private secrecy under the criminal code, human nature and cu-
riosity caused people to download these films with P2P software.

Downloading such materials is usually not illegal, which is debatable
but still in practice is seldom prosecuted. However, uploading them is del-
initely illegal in Taiwan. The design for a P2P download is that once when
you are downloading, you are automatically uploading, as well. As a re-
sult, 12 downloaders were arrested for the reason of uploading those filins
to the web.”’ Now the question is, for prosecuting the upload, is subjective
intent required? It seems to be very much debatable and that those 12 ar-
restees should have a defense based on the lack of subjective intent. They
were arrested under criminal sanctions, which means mens rea or “subjce-
tive intention” under the civil law system must be proven. With the way
of operation of the P2P software, if you are only downloading, although
uploading at the same time, it is automatically done and cannot show your
own intent of uploading it. However, in this case no one seemed (o be raise
this question as a defense and later all of the 12 arrestees were {ined and
no one complained about the legitimacy of their arrest, which was quite
unfortunate, indeed.

Finally, although not cyber pornography per se, cyber hypers who try
their best to get famous with all sorts of publicities on the web, regardless
of if those publicities are negative and positive, are similar. Recently in
China, fame seekers will take one step further than cyber hypers and put
their sexual films or photos onto the web in order to make themselves fa-
mous overnight. This phenomenon began with the case known as “Shou
Shou sex films (£ [ JHi4})- Di Ling (##1#)%? in 2010 and the “Uniglo
sex film incident” (PRAL 14 2 AT AE) in July 14, 2015. The people
involved (usually female) always claimed that they were the victims of
people attacking their privacy, such as hacking into their cell phones or
compulters. However, many believed that they were actually hyping them-
scelves in order o become famous. The problem is that with this kind of
behavior, it 1s usually very difficult to prove whether or not they deliber-
ately put their sexual photos or {ilms onto the internet or whether they were
the victims of ill intent, with their cyber equipment really stolen. This kind
of'behavior may not be a cybercerime but is certainly a kind of cyber wrong.

51, South Eastern Commerce News “12 person being arresied for downloading Li Zhong
Rei sex videos.” hip://news.e23 . en/content/2012-09-11/2012091 100300.html 2012-09-11,
52. Wikipedia, Chinese i Ling.” Wttps://zh wikipedin.org/wiki/ {7 i
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A

This is the area that relevant authorities must (ind ways to deter this kind
of practice from getting copied by many.

A. Naked Chatling and Cyber Sex

[n addition to this, the latest phenomenon in China is known as “na-
ked chatting”™ (2RI, in which some people organize a website and em-
ploy young girls in different chatrooms. The user buys cyber presents in
that chatting website. The more the user pays (buy presents), the more the
girls will explicitly chat with them by taking off their clothes. If the user
pays them top dollars, they will chat naked and even perform some kind
of sex act to satisty the sexual fantasy of the user.™ This is, of course, the
typical example ol “cybersex.” Currently, all forms of naked chatting and
cybersex (unless done privately between two consenting adults without
any [inancial considerations) are strictly sanctioned by Chinese authori-
ties, including Taiwan. But then again, there is an old Chinese saying, “the
pricst climbs a foot, the devil climbs ten” (& & B ) — ). lllegal or
not, as this is a relatively simple and lucrative business, the author believes
this phenomenon will never be totally eliminated but grow larger in scale.

On the other hand, can one really say naked chatting or cybersex is a
form of cyber wrong? It really is not much different compared to the tra-
ditional forms of prostitution, basically identical to “phone sex” or “call
girls,” which existed even in the 1970’s. The fundamental difference is
with the improvement of cyber technologies, this kind of traditional form
of prostitution becomes more diverse through the medium of the internet.

g Thus, the author believes that the central question about issues of cybersex
- or cyber pornography is not “cyber” itself but whether you see pornogra-
! phy and prostitution as legal. Once the argument enters this area, it be-
0 comes a valuable argument. It seems to be just like abortion, euthanasia,
c and marijuana in which you can never find a clear cut answer. Currently
f in China, beside cyber pornography, cyber gambling is another area that
T has the same 1ssues. There again, the problem does not lie about the cyber
- aspect. The argument is whether gambling should be legalized, at all.

f

- IX. THE TAIWANESE FIRST COMMERCIAL BANK

- HEEIST

: After looking at many types of traditional forms of cyber wrongs, let

us look at a recent case in Taiwan. This case has all the elements of tradi-

= 53, Yu Zhi Gang “The Legal Principle of Cyber Crime” Yuan Zhao Publishing Company,
Tarpet, 2007-3. Page 262,
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tional cybererime such as cyber thell, phishing, and Trojan horse imple-
mentation. But there was another step where the criminals, like magicians,
actually made an ATM machine spill money from thousands of miles away
in Russia,

A. Background

On July 10, 2016, 5:30 at dawn, after a typhoon storm, a man with a
face mask and black striped hat stood in front of an ATM machine, which
belonged to the Taiwanese First Commercial Bank’s Jilin branch at Siping
Streel. Amazingly, without any bankcard or password and without even
touching the ATM itself, the cash continuously lowed out of the machine,
lilke some magician putting a spell on the machine. Around the same time,
there were 41 ATM machines belonging to 22 First Commercial Bank
branches in Taipei and Taichung, which all together spit out $83,277,600
New Taiwan Dollars (NT), equivalent to around $2,629,376 USD. What
amazes people was that the person receiving the cash only spenl a few
minutes at each of the machines before bagging more than $2 million cash
into their backpack. Based on the image {rom the security cameras, the
thieves seemed to be a group of 16 to 17 people attacking the ATMs
around the same time, without operating the machine in any way but pos-
sibly gaining control of the machine beforehand with some sort of ““con-
necting device,” possibly from their smartphones.*

The unnatural spitting of cash was witnessed by bystanders, as they
immediately reported it to the police. The First Commercial Bank imme-
diately checked the cash inventory in their ATM machines across all
branches and realized there were 41 ATM machines across Taiwan that
had an abnormal cash-out situation. Once the seriousness of the situation
was discovered by the First Commercial Bank, they reported it to relevant
authority. As such, both the Taiwanese police and Investigation Bureau
from the Taiwanese Ministry of Justice Investigation Bureau (MJIB) im-
mediately got started with the investigation. With the initial investigation,
all the thieves collecting the money were foreigners and Caucasian in ap-
pearance with around 16 to 17 people collecting from the ATM machines,
at roughly the same time. Judging from similar precedents around the
world, as this had happened to Japan and Thailand before, this probably
was another work done by the Russian Mafia syndicate. Many questions
werte raised. How could they control the ATMs and instruct it to spit
money without even operating or even touching the machine? I

S0 Muang Yan Cai “The Path which Hackers hank into the First Commercial Bank™
hitp://vwwwe ithome.conttw/news/ 107294 2016-07-25.
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smariphones were the remote control devices for the job, how and by what
means would it be possible to achieve this result?™

Tatwan 1s an island full of close circuit televisions (CCTV). With a
detailed analysis of the footage from those relevant CCTV’s from First
Commercial Banlk, a suspect car was identified by the investigators (police
and MJIB). By tracing the number plate, it was identified as a rental car.
From the rental car company, the identity of the thieves was identified a
few days alter the incident. These people wete indeed from Russia and/or
[astern Huropean countries. However, some of them already left Taiwan
the day after the incident occurred. One strange situation intrigued inves-
tigators: NT$83 million was not a small amount of money in terms of size
and weight but according to the CCTV footage from the airport, no one
brought a large suitcase. All of them only had cabin luggage when they
left the country. How did they take their trophy money with them, ulti-
mately their purpose for stealing the money?*° In another words, they ei-
ther did not take any of the trophy money or only took a small amount of
trophy money with them when they left Taiwan.

B. Where Did the Moncy Go?

Investigators believed that the stolen money was still be in Taiwan or
al least 1n the hands ot other group members who were waiting for the
right moment to transfer the illegal funds overseas. In another words, this
Russian crime syndicate was divided up into different tecams or groups,
with each team responsible tor only a part of the whole business. The per-
son caught on the CCTV who was collecting money was only responsible
for cash collection. Once they finished their job, they left the country im-
medhately. There must have been another team member from the same
syndicate coming into or remaining in Taiwan who handled the transfer or
remittance of the illegal cash to finish up the job. With this theory in mind,
the investigators immediately began to watch out for any suspect from
Russia and/or Eastern Europe entering Taiwan or remaining in Taiwan at
around the same period of time. Through various channels, they started to
contact both the legal financial institutions and “underground money wir-
ing companies” to let them know the seriousness of the situation to warn
them to retrain them from taking on this “business” for this group of peo-
ple. Especially with the underground money wiring companies, although
they were not legal, they existed in Taiwan for a very long period of time.

55, Ibid.

56. United Daily News, Taiwan, Editortal Department “It happened so dramatically - Un-
derstood the First Conmercial Bank case in one go” https://udn.com/mews/story/ 10027/
1823435, 2016-07-21
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They are espeetally popular with business man transferring money into
and out of Mainland China (as transfer money from Taiwan to Mainland
China via official chanvel may be time consuming and involve massive
red tapes). Since the underground companies did not want to have any di-
rect conflict with the Taiwanese authorities, they decided to cooperate with
Taiwanese authority, refrainmg from taking on this money laundering
business for this group of people.”’

C. The Suspects Arrested

After thorough investigations from various channels, the investigator
identilied three possible suspects, one of which was Andrejs Peregudovs
from Latvia. e was among the group of people who first entered into
Taiwan and remained in Tarwan untl the icident was complete. Niklae
Penkov from Moldova and Mihail Colibaba [rom Romania arrived to Tai-
wan on July 16th, a day after the incident occurred. These thiee people
were trying to contact underground money wiring companics to ransfer
the stolen money overseas. However, due to the warnings from authorities,
no company dared take on their business. Therefore, these three people
entered into a sitvation where they got a large amount of cash with no way
to transfer it out of the country. As such, they tried to find a place to hide
the cash while figuring out a means to transfer out those funds. As the
police had blocked almost all possible channels for them to transfer out
their cash, they became desperate and decided to hide the money at a rub-
bish dump in Taipei’s Neihu District (P41 )58

Andrejs Peregudovs was the first person arrested by the Taiwanese
authority in Taiwan’s Yilan County (E FJ}%) in July 18, 2016. According
to the report, he went to a local restaurant and ordered sweet and sour fish,
which is a dish only a foreigner would order at this restaurant, This was
witnessed by an ofl-duty police officer. Because this restaurant was not a
place frequented by foreigners and no locals would have ordered the dish,
this immediately raised alarin. After he left the restaurant by bicycle, head-
ing south towards Hualian County (4¢3 )#%), the of(-duty officer contacted
the local police and had Andrejs Peregudovs arrested. Andrejs later con-
fessed he was trying to find a fishing boat, because these two counties were
port counties, to take the money out of the country by a smuggling boat.

57 SETN News ()0l " 1he feist has become 100 publivized, the undergromid
moneyt vire companies refise to o take the  husmess cven wil a 70% commission!
hitp:/Awww,setn,com/News,aspx?News11D=165462 2016-07-18,

58. Jason Pan “Lasi luropean trio indicared over First Connnercial heise Wp:/iwww tai-
peitimes.com/News/front/archives/2016/09/14/2003655108. Taipei Times 2016-09-14,
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Of course 1t was not an easy for a foreigner to find a contact for a smug-
oling boat in Taiwan, as there is a very good coastguard system. Later the
same day, the other two suspects Niklae Penkov and Mihail Colibaba were
arrested in a luxury hotel in Dazhi District (A B i ).%

Due to their arrest, most of the money stolen from the First Commer-
cial Bank was recovered, as NT$60,240,000 (1,910,501 USD) were found
in the hotel room of the three suspects above. Two days later, an additional
NT$12,630,000 (400,558 USD) was recovered in the rubbish dump, men-
tioned carlier. Also, an old man Mr. Ke (A% 55) reported to find an
additional NT$4,541.200 NTD (144.023 USD) near the original location
of the rubbish dump. Thus, out of the NT$83,277,600 lost cash,
NT$77,450,000 was recovered, with around five million NT lost and pre-
sumably taken away by the first group of thieves when they left the coun-
try. With 16 or 17 people with light luggage, five million N'T were feasible
to take out. This means most of the money stolen from the First Commet-
cial Bank ATMs were recovered by the Taiwanese authority (mainly the
police). Thus this case was declared by the Taiwanese police as officially
being solved. The group of criminals, with members from six countries
(mostly from Russia and Eastern Europe), committed similar acts around

: the world and stole roughly more than USD$95 million.*® However, this
3 case was only cracked by the Taiwanese police. This is not only a rare
; occurrence but it also indicates that the Taiwanese police had an advantage
: in cultivating relationships with different parties, which may have helped
i them handle this type of special and technological case."

It was fortunate that this case was solved and that the criminals were
s arresled, at least some of it. However, a lot of questions remained unan-
3 swered. How it was possible that those criminals made the ATMs spill
L, cash withoul even physically touching them? There are two possibilities.
S One possibility is that this was an “insider job” where there may be have
d been someone inside the First Commercial Bank to cooperate with this
I Russian syndicate. The other possibility is that it was done by very clever
- cyber criminal who used some way or ways to remotely control those
d ATM machines. Although ATM machines are not 100% criminal proof, it
-
)G
L.

59, Apple Daily News, Taiwan “The FFirst Commercial Bank reclaim NTH0.000,000. 45-
drejs said he came to Taiwan to repay debt, and once this Job done, he will he paid
USDE10.000. Wtp:/iwww . appledaily.com.tw/realtimencws/article/mew/201 607 1 8/9 10140/
2016-07-18.

60. United Daily News, Taiwan. Editorial Department “It happened so dramatically - Un
derstood the Iirst Commercial Bank case in one go” lmps://U(In.com/ncws/smry/
10027/1823435. 2016-07-21.
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has been widely known that it would be very difficull to hack into the
ATM system, gaining control and forcmg them to spit out money.

D. Ministry of Justice Investigation Bureau, Cyber Forensics
Laboratory

Once this incident happened, the Taiwanese police was active in in-
vestigating and catching those suspects who may have been involved in
this case but still remained in the country. The MIJTI3 was on the other hand
busy in figuring out how it was possible that the ATM could be made to
spill out cash without physical control. Both the possibility of insider job
and cybercrime were investigated at the same time. Although initially the
prosecutor refused (o rule out the insider scenario, this was later ruled out.
Thus, this paper will not focus on MJIB’s initial effort on investigating the
possible insiders, as this will be another area of focus in criminal activity.
The other possibility of course was the cybercrime scenario, which was
later proven to be the case when this case was cracked by the Taiwanese
authority. The cybercrime mvcstxgjatmn was handled by the MJIB Cyber
Forensics Laboratory (CFL) (VA7 2 /& 2 22 Bk 0 ). Immedi-
ately afiler the incident happened the CFL experts started to work on this
case towards cybercrime direction, focusing on the ATM machine. First
of all, the ATMs that spilled cash were removed from the scene and sent
to CFL for analysis, 41 altogether. According to their hypothesis, the only
way that this kind of scenario could occur would be some kind of malware
that invaded the A'TMs controlling system and took over the ATM ma-
chine. But with their initial investigation, they could not find any malware
in the ATM system. But with their efforts, on July 19th, which was only
the next day after the incident occurred, the CIPL discovered three possible
types of malware that could be hiding in the ATM controlling system.®?

The MIJIB said the machines were infecled with three different mal-
ware files that instructed them to “spit out cash’ and another sub-malware
that would be activated to delete malware once they completed the task, to
clean out evidence of the crime. The sub-malware was known as
“cleanup.bat.” It would work though the encrypted internal delete tool
“sdelete.cxe” to delete any evidence of the malware in the ATM system.
Thus those hackers could come, attack, and go without any trace of their
track. The only reason the CI'1. could figure out the existence of the three
malware was because onc of the ATM being attacked had a malfunction
in the cleanup sub-malware. But these threc types of malware did not pos-
sess the ability of far-end online engagement. This means that these types

02, Huang Yan Cai “The Pailr which Hackers hank into the First Commercial Bank”
http://www.athome.comtw/news/ 107294 201 6-07-25
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of malware could not remotely control the ATMs via Command and Con-
trol Server (C&C), like many hackers usually do. In order to achieve the
result of the case at hand, it had to have been done manually at far end.
Therefore, the CFL experts believed the hackers broke into computers
within the First Commercial Bank by sending “spear phishing emails,”
which was a kind of phishing but more aggressive than the normal phish-
ing emails. Once computers inside the First Commercial Bank got infected
with the malware, it was possible to command those ATMs to spill cash
even without physical contact.%

After checking the online records from the internal nel of the First
Commercial Bank, it was discovered that on July 9" that there was a large
amount of online engagement from First Commercial Bank’s London
branch towards its ATMs in Taiwan. The system with the large amount of
online engagements was done through the “Telephone Recording Server”
of the First Commercial Bank’s London branch. It was strange as First
Commercial Bank’s London branch did not offer any ATM services and
therefore did not need to get online with the Taiwan ATMs and should not
have any record accordingly. Therefore, it was inferred by the CFL inves-
tigators that the London branch was the hacking point by the hackers and
after hacking into the London branch’s server, they then used the server as
the jumping board to attack back into the head office of the First Commer-
cial Bank in Taiwan. This inference was later proven by the CFL investi-
gators as they further investigated the case and was later admitted by the
suspects when they was being arrested.®*

E. The ATM Machines Itself

Another problem may point towards the problem of hardware, that 18,
the brand of the ATMs. The ATMs spitting money in this case was the
“Pro Cash 1500 model,” manufactured by a German company, Wincor
Nixdorf. After the incident, Wincor Nixdorf, although cooperating with
the First Commercial Bank and the Taiwanese authority, said they had no
evidence fo suggest that the malware was introduced into the network by
the ATMs themselves. This was later proven to be the case by the CFL
mvestigators. However, some expert suggested this model of ATM was 2
bit out of date and could easily be purchased on the internet to give crimi-
nals practice on how to crack them.®® Although in this case the ATMs itself
may not have been directly linked (o the result of spitting money for the

63, 1bid.

64, Ihid,

65, Huang Yan Yeh, “4 disclosure vn the 4 hanking system safely - wine a closed ATM
spsten s not safe” hitp/fwww.ithome.com.tw/news/ 107306 2016-07-25
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thieves, on a news briefing on July 18th, the chairman of the First Com-
mercial Bank Mr. CHAL Qing Nian (4¢)&4°) declared that they would
replace all the Wincor Pro Cash 1500 ATMs wilh newer ones.

It has been suggested that many of the Taiwanese ATMs used a
closed system framework known as the Systems Network Architecture
(SNA). The ATMs conncct directly through SNA to the bank’s main sys-
tem in order to determine and process customer’s banking details and in-
structions on deposit or dispensing money. When the ATM connected with
the SNA during the transmission, every process would be encrypted. Thus,
in theory, the structure should have been a totally closed system and should
have been failsafe. However, was it really so? If the ATM system was a
totally closed system, then whenever the system needed update, it could
not be updated remotely but be done by engineers manually by inserting a
CD or USB disk on every machine itself. In another words, this could be
time consuming and inconvenient for the Information Technology (IT) de-
partment of any banking corporation. As a result, it was not done in this
way for all banks. In practice, whenever the ATMs needed a system up-
date, it was done by a remote server that updated all the machines at once.
So in other words, this so called “closed system” was not really closed at
all, although heavily encrypted. It nevertheless still had some holes for the
hackers to get through.® In this case, this is exactly what happened when
this Russian syndicate found a hole in the First Commercial Bank’s email
system and used this hole as a jumping board to get a hold onto to their
A'TM system, making all of their ATM machines into mechanical zom-
bies.

After the investigations by police and MIJIB, all suspects were held
in custody and went through subsequent legal proceedings. Taiwanese au-
thority were lucky to crack this case on time, serving as a strong warning
for other criminal syndicates who were considering taking Taiwan’s finan-
cial institutions for their future illegal activities. As for the First Conumer-
cial Bank, they decided to scrutinize their firewall and internet security
system to prevent their email systems from being further attacked by
phishing emails. Even though First Commercial Bank had recovered most
of the lost cash, this incident had exposed the bank’s two important weal
points: outdated hardware and weak internet security system. These two
points served to be the perfect opportunity for the Russian syndicate to
take advantage of; to perform this magical case. As a result, after the in-
vestigation was mostly completed. the chairman of First Commercial
Bank, Mr. Tsai had resigned accordingly.

06, 1hid.
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N AN AINTERYIEW WITH AN INSIDER

On Oclober 1, 2016, the author had an interview with an officer from
the First Commercial Bank 1T department. As he requested to remain
anonymous, he will be referred to as “Mr. Wang” i this paper. According
o Mr. Wang, regardless of any kind of ATM, the ATM conststed of two
jevels to complete operation. The upper level 1s known as the “*Application
Level” (AP) and the lower level is known as the “Fiemware,” which is the
one controlling the operating system such as Windows. Most of the en-
cryption, anti-virus software, and guarding system are usually limited at
the AP level. On the ficmware level, usually regarded as the internal level,
its security risk level is relatively low. Thus, the guarding arrangements
are usually not as strong as the AP level. [ we use other ways to describe
this situation, it can be seen as a house. We usually put ol a lot of security
efforts on our front gate and surrounding walls because they are the arca
directly in contact with outsiders but we usually do not put a lot of security
arrangements in the interior of the house. People usuvally will not put
CCTV’s inside the house or create obstacles and lock up every room in the
house all the time. The reason for this is that we usually think that once
the external part is sate, then the interior of the house should be safe, as
well. Now if there is thief that can create some way that can instruct some-
one or somehow to open the front gate for them to enter your house eltort-
lessly, then even if you had the Chinese Great Wall surrounding your
house, it would still be useless against those thicves. The situation in the
First Commercial Bank was exactly the same.

Alter First Commercial Bank had done a comprehensive investiga-
tion internally, they had concluded few main reasons thal made this case
possible. First of all, the ATM machine was oul of date, which was why
they later changed all the Wincor Pro Cash 1500 models to a newer one.
Secondly, accordingly to Mr. Wang, the leader of their [T department was
not exactly a professional— the person was merely a transfer from other
departments based on normal promotion procedure. Thus, they had a sce-
nario where the unprotessional was leading the professional. As a result,
the 1T department in the First Commercial Bank could not look to the
whole cyber security in a broader prospective. Instead, they concentrated
on the day-to-day operations of the system that mainly focused on the AP
level. Third, and most importantly, as this point had never been disclosed
to the public, after thorough internal investigation, besides the malware
found on the ATMs by the MIIB as discussed earlier, they also found Tro-
jan EXEs among their high level executive stafl. In other words, due to the
lack of cyber safety awareness, (hetr high level executive stall may have
been the ones responsible for the thicf’s attack. According to Mr. Wang,
the same day the three suspects were officially charged by the Taiwanese




44 CONTEMPORARY ASIAN STUDIES SERIES

prosecutor, there was another major atlack from Russia at the First Com-
mercial Bank’s firmware level, though this was never disclosed to the pub-
tic. This means, our earlier discussion on the malware infiltrating the sys-
tem via First Commercial Bank’s London branch or malware that sell-
destruct, may only have been a part of the problem. In theory, if that was
the only problem, once it was determined by the MIJB, the foreign end
should not have possessed the ability to attack First Commercial Bank
again. 3ut that had been done on September 13, 2016, the day where An-
drejs and other two were charged with fraud (7171K) and distuption of com-
puter usage (Wi TSI H]), whereby Taiwanese prosecutors demanded
12 years sentences,”’

According to Mr. Wang, the problem of the attack on the First Com-
mercial Bank on September 13, 2016 had never been fully determined by
both MIIB and their own internal [T department. That attack had been seen
as a kind of demonstration by the Russian syndicate by the authority and
their bank. [n short, based on Mr. Wang’s slatement, the real problem of
the First Commercial Bank heist had never been fully identified by both
the authority and their bank. The story prescribed earlier in this paper was
only the story that the authority and the First Commercial Bank released
to the public to avoid public panic and maintain their commercial reputa-
tion. There 1s still a possibility that this or a similar case may still happen
to IFirst Commenrcial Bank or other Taiwan financial institutions in the fu-
ture.

A. Recommendation from the Kirst Commercial Bank Heist

After the First Commercial Bank’s heist, more similar cases occurred
around the globe. The latest one was in Thailand. As we can accurately
and truly identify the cause of these kinds of activities, it is foreseeable
that these kind of cases will continue to be happen around the world. Some
experl suggest that the cyber world cop and thieves 1s like an old Chinese
saying “while the priest climbs a foot, the devil climbs ten” (i & — R
15— 30). So cyber thieves will always find some new ways to get around
the system. Nevertheless, as a tentative conclusion for the First Commer-
cial Bank’s heist, a few recommendations may be put into practice to cre-
ate more “difficultics” in the information technology (IT) environment for
those cyber thieves. to ninimize the risk of similar mcidents from happen-
g again.

67, On 25" January, 2017, Andreps and others were sentenced to 5 yeuars and a penalty ol
three suspects of the 1dise Commercial Bank case sentenced (o 5 vears cach. and will be evieted
once sentence served Np:vww stormamg/aricle/2 16936, 2017-01-25.
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i, The ATMs machine hardware must be updated to the latest model. If
that 1s not economically possible, then the software operating system
of the machine must be kept updated.

2. The cyber security system must be designed towards both the AP
level and firmware level. In addition, there must also be a cyber-se-
curity system also guarding the wternal system ol the Bank,

3. There should be a “white list” (1544 11y with all the safe software op-
erating in the system and only the software from the white list could
be used and operated. Once any foreign software not within that
white list are identitied, the alarm bell must be immediately activated
to determine whether there 1s any securily breach.

4. The leader of the I'T department must be promoted with an [T back-
ground. It must not let lay personnel lead IT engineers. Also, more
resources must be put into the I'T department and personnel educa-
tion. In fact, the leader of the I'T department should be from the
board of director’s level of exccutives with an I'l" background.

5. Different banks must work together for the same objective of achiev-
ing a safer cyber banking system.

X1 CONCLUSION

The different kind of cyber wrongs discussed in this article are only
a few of the more obvious kinds of cyber wrongs that have occurred in
recent years. It 1s nowhere near an exclusive list for all kinds of cyber
wrongs. The cyber world is similar to the real human world, in which all
the possible wrong kinds of practice would only be limited by your imag-
ination. This 1s the reason we closely looked into the Taiwanese case of
the First Commercial Bank’s heist. The author always likes to use the old
Chinese saying, “the priest climbs a foot the devils climbs ten.” In the
cyber world, it is exactly like this: the authority climbs a foof, the criminals
climb ten. Based on the analysis of the First Commercial Bank’s heist,
both the bank and the Taiwanese authority could not 100% identify and
prevent the problem. Thus, it can be an inference that a lot of Taiwanese
banks or banks around the world are almost like sitting ducks waiting for
cyber criminals to shoot.

Looking back at Mainland China, it is a fact that China has the tough-
est legal arrangements on internet wrongs. Many even suggest China’s
tough implementation of various internet usage regulations actually kills
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people’s creativity and affects people’s freedom of speech, which is a con-
stitutional right under the Chinese Constitution.®® In addition to this, alt-
hough the Chinese government never admits that there exists this so called
“The Chinese Great Firewall,” its existence is generally a public
knowledge. With this great firewall, one cannot {teely peruse many inter-
national websites, such as Facebook, overseas news agencies, and sites
deemed improper by the Chinese government. Accordingly, in theory the
Chinese government should have an upper hand in war against cyber
wrongs. However, just like the famous slogan in Jurassic Park, “Life will
Jind its own course.” If we admit human minds are limitless, then we must
also admit that new forins of cyber wrongs, both crime and tort, will with-
out any doubt appear endlessly in the near future.

Finally, although a lot of these forms of cyber wrongs are clearly il-
legal such as cyber theft, hacking, destroying cyber properties, or overtak-
ing other people’s net accounts, a lot of these cyber wrongs may not be
totally illegal but depend on the judgment and value of'a particular society.
For example, cyber hyper could be a form of adverlising tactics and cyber
pornography, cybersex, or cyber gambling could purely be a matter of the
value judgment of the society. If the Chinese society and government le-
galized pornography (like in the United States with limitation) and prosti-
tution (like Australia in certain states) and gambling (like Australia with
limitation), then the problem of cyber pornography, cyber-sex, and cyber
gambling would inunediately become no problem at all. Thus, the re-
sources originally used against these kinds of cyber wrongs could be put
into areas lo battle against the real and more serious type of cyber-criminal
activities, such as the First Commercial Bank heist.

08 The Constitution of the People’s Republic of China, Article 35
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bution by G. J. Sigur, Robert A. Scalapino, King C. Chen, Eugene
A. Theroux, Michael Y.M. Kau, James C. Hsiung and James W.

Morley), 207 pp. Index $5.00

No. 3 - 1978 (15) ISSN 0730-0107 ISBN 0-942182-14-6
Growth, Distribution, and Social Change: Essays on the Economy of
the Republic of China (Edited by Yuan-li WU and Kung-chia

YY), 227 pp. Index $5.00

No. 4 - 1978 (16) ISSN 0730-0107 ISBN 0-942182-15-4

The Socictal Objectives of Wealth, Growth, Stability, and Equity in Tai-
wan (Jan S. Prybyla), 31 pp. $3.00

b,
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No. 5 - 1978 (17) ISSN 0739-0107 ISBN ¢-942182-16-2
The Role of Law in the People’s Republic of China as Reflecting Mao

Pse-Tung’s Influence (Shao-chuan LENG), 18 pp. $3.00

No. 6 = 1978 (18) ISSN 0730-0107 ISBN 0-942182-17-0
Criminal Punishment in Mainland China: A Study of Some Yunnan

Province Documents (Hungdah CHIU), 35 pp. $3.00

Ne. 7 - 1978 (19) ISSN ¢730-0107 ISBN 0-942182-18-9
A Guide to the Study of Japanese Law (Lawrence W, Beer and Hide-

nori Tomalsu), 45 pp. $4.00

No. 8 - 1978 (20) ISSN 0730-0147 ISBN 0-942182-19-7
The Pueblo, EC-121, and Mayaguez Incidents: Some Continuitics and

Changes (Robert Simumons), 40 pp. $4.00

No. 9 - 1978 (21) ISSN 0730-0107 ISBN 0-942182-20-0
fwo Korea’s Unification Policy and Strategy (Yong Soon YIM), 82 pp.

Index $4.00

1979 Series

No. ¥ - 1979 (22) ISSN ¢730-0107 ISBN 0-942182-21-9
Asian Immigrants and Their Status in the U.S. (Edited by Hungdah

CHIU), 54 pp. $4.00

No. 2 - 1979 (23) ISSN 0730-0107 ISBN 0-942182.22-7
Social Disorder in Peking After the 1976 Earthquake Revealed by a

Chinese Legal Documents (Hungdah CHIUY, 20 pp. $4.00

No. 3 - 1979 (24) ISSN 9730-0107 ISBN 0-942182-23-5

No.

No.

The Dragon and the Fagle — A Study of U.S.-Pcople’s Republic of
China Relations in Civil Air Transport (Jack C. Young), 65 pp.  $5.00

4 - 1979 (25) ISSN 0730-0107 ISBN 0-942182-24-3
Chinese Women Writers Today (Edited by Wai-lim YIP and William

Tay), 108 pp. $5.00

5. 1979 (26) ISSN 0730-0107 ISBN 0-942182-25-1
Certain Lepal Aspects of Recognizing the People’s Republic of China

(Hungdah CHIUY, 49 pp. $4.00

.6 - 1979 (27) ISSN 0730-0107 ISBN 0-942182-26-X

China’s Nationalization of Foreign Firms: The Politics of Hostage Capi-
talism, 1949-1957 (Thomas N. Thompson), 80 pp. Index $5.00




N

b 7 - 1979 (28) ISSN 0730-0107 ISBN 0-942182-27-8
U.S. Status of Force Agreemenl with Asian Countrics: Sclected Studies

(Charles Cochran and Hungdah CHIU), 130 pp. Index $4.00

No. & - 1979 (29) ISSN 0730-0107 ISBN 0-942182-28-6

China’s Foreign Aid in 1978 (John F. Copper), 45 pp. $4.00

1980 Series

No. 1 - 1980 (30) ISSN 0730-0107 ISBIN 0-942182-29-4 |
The Chinese Connection and Normalization (Iidited by Hungdah
CHIU and Karen Murphy), 200 pp. Index $7.00
No. 2 - 1980 (31) ISSN 0730-0107 ISBN 0-942182-30-8
The Conceptual Foundations of U.S. China Policy: A Critical Review
(James C. Hsiung), 17 pp. $3.00
No. 3 - 1980 (32) ISSN 0730-0107 ISBN 0-942182-31-6
Policy, Proliferation and the Nuclear Proliferation Treaty: U.S. Strate-
gies and South Asian Prospects (Joanne Finegan), 61 pp. $4.00
No. 4 - 1980 (33) ISSN 0730-0107 ISBN 0-942182-32-4

A Comparative Study of Judicial Review Under Nationalist Chinese
and American Constitutional Law (Jyh-pin FA), 200 pp. Index $6.00

No. 5 - 1980 (34) ESSN 0730-0107 ISBN 0-942182-33-2
Certain Problems in Recent Law Reform in the People’s Republic of

China (Hungdah CHIU), 34 pp. $4.00

No. 6 - 1980 (35) ISSN 0730-0107 ISBN 0-942182-34-0
China’s New Criminal & Criminal Procedure Codes (Hungdah CHIUY),

16 pp. $3.00

No. 7 - 1980 (36) ISSN 0730-0107 ISBN 0-942182-35-9
China’s Foreign Relations: Selected Studies (Edited by 1. Gilbert Chan

& Ka-che YIP), 115 pp. $5.00

No. 8 - 1980 (37) ISSN 0730-0107 ISBN 0-942182-36-7
Annual Review ol Selected Books on Contemporary Asian Studies

(1979-1980) (Edited by John F, Copper), 45 pp. $4.00

1981 Series

No. 1 - 1981 (38) ISSN 0730-0107 [SBN 0-942182-37-5

Stractural Changes in the Organization and Operation of China’s Crim-
inal Justice System (Hungdah CHIU), 31 pp. $3.00




»
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No. 2 - 1981 (39) ISSN ¢730-0107 ISBN 0-942182-38-3
Readjustment and Reforan in the Chinese Feonomy (Jan S, Prybyla), 58
PP $3.00
No. 3 - 1981 (40) ESSN (¢730-0107 ISBN 0-942182-39- 1
Symposiunm on the T'rial of Gang ol Four and Its Implication in China
(Edited by James C. Hsiung), 118 pp. $5.00
No. 4 - 1981 (41) ISSN 0730-0107 ISBN 0-942182-40-5
China and the Law of the Sea Conference (Hungdah CHIU), 30 pp.
$4.00
No. 5 - 1981 (42) ISSN ¢730-0107 ISBN 0-942182-41-3
China’s Foreign Aid in 1979-80 (John Franklin Copper), 54 pp. $4.00
No. 6 - 1981 (43) ISSN 0730-0107 ISBN 0-942182-42-1
Chinese Regionalism: Yesterday and Today (Franz Michacl), 35 pp.
$4.00
No. 7 - 1981 (44) ISSN 0730-0107 ISBN 0-942182-43-X
Elite Contflict in the Post-Mao China (Parris H. Chang), 40 pp. $4.00
(Please order No. 2 - 1983 (55) for a revised version of this ISSLC.)
No. 8 - 1981 (45) ISSN 0730-0107 ISBN 0-942182-44-8
Proceedings of Conference on Multi-system Nations and International
Law: International Status of Germany, Korea, and China (Edited
by Hungdah CHIU and Robert Downen), 203 pp. Index $8.00
1982 Series
No. 1 - 1982 (46) ISSN 0730-0107 ISBN 0-942182-45-6
Socialist Legalism: Reform and Continuity in Post-Mao People’s Re-
public of China (Hungdah CHIU), 35 pp. $4.00
No. 2 - 1982 (47) ISSN 0730-0107 ISBN 0-942182-46-4
Kampuchea: The Endless Tug of War (Justus M. Van der Kroef), 51 pp.
$4.00
No. 3 - 1982 (48) ISSN 1730-0107 ISBN 0-942182-47-2
Social Change on Mainland China and Taiwan, 1949-1980 (Alan P.L.
Liu), 55 pp. $5.00
Neo. 4 - 1982 (49) ISSN ¢730-6107 ISBN 0-942182-48-0
Taiwan’s Sccurity and United States Policy: Exccutive and Congres-
sional Strategies in 1978-1979 (Michael S. Frost), 39 pp. $4.00




No. 5 - 1982 (50) ISSN 0730-0107 ISBN 0-942182-49-9
Constitutional Revolution in Tapanese Law, Sociely and  Politics

(Lawrence W. Beer), 35 pp. $4.00

No. 6 - 1982 (51) ESSN 0730-0107 ISBN 0-942182-50-2
Review of Selected Books on Contemporary Asian Studies, 1981-1982
(Edited by David Salem, Roy Werner and Lyushen Shen), 67 pp.

$4.00

No. 7 - 1982 (52) ISSN 0730-0107 ISBN 0-942182-51-0
Chinese Law and Justice: Trends Over Three Decades (Hungdah

CHIU), 39 pp. $4.00

No. 8 - 1982 (53) 1SSN 0730-0107 ISBN 0-942182-52-9
Disarmament and Civilian Control in Japan: A Constitutional Dilemma

{Theodore McNelly), 16 pp. $4.00

1983 Series

No. 1 - 1983 (54) ISSN 0730-0107 ISBN 0-942182-53-7
Essays on Sun Yat-sen and the Economic Development of Taiwan (Ma-

ria Hsia Chang and A, James Gregor), 60 pp. $3.00

No. 2 - 1983 (55) ISSN 0730-0107 ISBN 0-942182-54-5
Elite Conflict in the Post-Mao China (Revised version of No. 7-1981

(44)) (Parris H. Chaung), 48 pp. $3.00

No. 3 - 1983 (56) ISSN 0730-0107 ISBN 0-942182-55-3
Media-Coverage on Taiwan in The People’s Republic of China (Jorg-M.

Rudolph), 77 pp. $4.00

No. 4 - 1983 (57) ISSN 0730-0107 ISBN 0-942182-56-1
Transit Problems of Three Asian Land-locked Countries: Afghanistan,

Nepal and Laos (Martin Ira Glassner), 55 pp. $3.00

No. 5 - 1983 (58) ISSN 0730-0107 ISBN 0-942182-57-X
China’s War Against Vietnam: A Military Analysis (King C. Chen),

33 pp. $3.00

No. 6 - 1983 (59) ISSN 0730-0107 ISBN 0-942182-58-8
The People’s Republic of China, International Law and Arms Control

(David Salem), 325 pp. Index $7.00
(Hardcover edition published in Maryland Studies in Fiast Asian Law and

Politics Series, No. 3, ISBN 0-942182-59-6) $15.00

1




1984 Series

No. |- 1984 (60) ISSN 730-0107 ISBN Q-942182-64-X.
China’s Nuclear Policy: An Overall View (Shao-chuan LENG), 18 Pp.

$3.00

No. 2 - 1984 (61) ISSN 0730-0107 ISBN 0-942§82-04-8

‘The Communist Party of China: Party Powers and Group Politics (rom
the Third Plenum to the Twellth Party Congress (Hung-mao

TIEN), 30 pp. $3.00

Neo. 3 - 1984 (62) ISSN 0730-0107 ISBN 0-942182-62-6
Legal Problems of Seabed Boundary Delimitation in the Bast China

Sca {Ying-jeou MA), 308 pp. Index (out of print) $10.00
(Hardeover edition published in Maryland Studies in Fast Asian Law and

Politics Series, No. 4, ISBN 0-942182-63-4) $15.00

No. 4 - 1984 (63) ISSN 0730-0107 ISBN 0-942182-64-2
A New Dircction in Japanese Defense Policy: Views [rom the Liberal

Democratic Party Dict Members (Steven Kent Vogel), 63 pp. $3.00

No. 5 - 1984 (64) ISSN 0730-0107 ISBN 0-942182-65-0

Taiwan’s Elections: Political Development and Democratization in the
Republic of China (John I. Copper with George P. Chen), 180 pp.

Index $5.00
(Hardeover edition: ISBN 0-942182-66-9) $10.00
No. 6 - 1984 (65) ISSN 0730-0107 ISBN 6-942182-67-7

Cankao Xiaoxi: Forcign News in the Propaganda System of the Peo
ple’s Republic of China (Jorg-Meinhard Rudolph), 174 pp. Index

$5.00
1985 Series
No. 1 - 1985 (66) ISSN 0730-0107 ISBN 0-942182-63-5
The Political Basis ol the Economic and Social Development in the Re-
public of China (Alan P. L. Liu), 22 pp. $3.00
No. 2 - 1985 (67) ISSN #730-0107 ISBN 0-942§82-69-3

The Legal System and Criminal Responsibility ol Intellectuals in the
People’s Republic of China, 1949-1982 (Carlos Wing-hung L.o), 125
pp. Index $5.00

No. 3 - 1985 (68) ISSN 4730-0107 ISBN 0-942182.70-7

Symposium on Hong Kong: 1997 (Fdited by Hungdah CHIUY), 100 pp.
Index $4.00




No, 4 - 1985 (69) ISSN 0730-0107 ISBN 0-942182-71-5
The 1982 Chinese Constitution and the Rule of Law (Hungdah CHIU),

18 pp. (out of print) $3.00

No. § - 1985 (70) ISSN 07306-0107 ISBN 0-942182-72-3
Peking’s Negotiating Style: A Case study of U.S-PRC Normalization

(Jaw-Ling Joanne CHANG), 22 pp. $3.00

No. 6 - 1985 (71) ISSN 0730-0107 ISBN 0-942182-73-1
China’s Marine Environmental Protection Law: The Dragon Creeping

in Murky Waters (Mitchell A Silk), 32 pp. $3.00

1986 Series

No. 1 - 1986 (72) ISSN 0730-0107 ISBN 0-942182-74-X

From ‘Tradition to Modernity: A Socio-Historical Interpretation on
China’s Struggle toward Modernization Since the Mid-19th Cen-

ury (Wen-hui TSAI), 76 pp. $4.00

No. 2 - 1986 (73) 1SSN 0730-0107 ISBN 0-942182-75-8
Peace and Unification in Korea and International Law (Byung-Hwa

LYOU), 205 pp. Index. $8.00

No. 3 - 1986 (74) [SSN 0730-0107 ISBN 0-942182-76-6
The Hong Kong Agreement and American Foreign Policy (Hungdah

CHIU), 18 pp. $3.00

No. 4 - 1986 (75) ISSN 0730-0167 ISBN 0-942182-77-4

United States-China Normalization: An Evaluation of Foreign Policy
Decision Making (Jaw-ling Joanne CHANG), copublished with
Monograph Series in World Affairs, University of Denver, 246 pp.

Index. (out of print) $8.00
(Hardeover edition published in Maryland Studics in East Asian Law and Politics
Series, No. 7. ISBN 0-942182-78-2) $12.00
No. 5 - 1986 (76) ESSN 0736-0107 ISBN 0-942182-79-0

Communications and China’s National Integration: An Analysis of
People’s Daily and Central Daily on the China Reunification Issue
(Shuhua CHANG), 205 pp. $8.00

No, 6 - 1986 (77) ISSN 0730-0107 ISBN 0-942182-80-4

Since Aquino: The Philippine Tangle and the United States (Justus M.
van der Kroeb), 73 pp. $3.00




1987 Series

Na. 1~ 1987 (78) ISSIN 9730-0107 ISTEN 0-942182.81.2
An Analysis ol the U.S.-China Nuclear Energy Cooperation Agreement
(Benjamin Chin), 40 pp. $3.00
No. 2 - 1987 (79) ISSN ¢730-0107 ESBN 6-942182-82-0
survey of Recent Developments in China (Mainland and Taiwan), 1985-
1986 (cdited by Flungdah CHIU, with the assistance of Jaw-Jing Jo-
annc CHANG), 222 pp. Index $8.00
No. 3 - 1987 (80) ISSN 0736-0107 ISBN 0-942182-83-9
Democratizing Transition in Taiwan (Yangsun CHOU and Andrew J.
Nathan), 24 pp. $3.00
No. 4 - 1987 (81) ISSN 0730-0107 ISBN 0-942182-84-7
The Legal Status of the Chinese Communist Party (Robert Heuser),
25 pp. $3.00
Neo. 5 - 1987 (82) ISSN 0730-0167 ISBIN 0-942182-85-5
‘The Joint Venture and Related Contract Laws ol Mainland China and
Taiwan: A Comparative Analysis (Clyde D. Stoltenberg and David
W. McClure), 54 pp. $4.00
No. 6 - 1987 (83) ISSN 0730-0107 ISBN 0-942182-86-3
Reform in Reverse: Human Rights in the People’s Republic of China,
1986/1987 (Ta-Ling LEE and John F. Copper), 150 pp. $8.00
1988 Series
No. 1 - 1988 (84) ISSN 0730-0107 ISBN 0-942182-87-1
Chinese Attitudes toward International Law in the Post-Mao Era, 1978-
1987 (Hungdah CHIU), 41 pp. $3.00
No. 2 - 1988 (85) ISSN ¢730-0107 ISBN 0-942182-88-X
Chinese Views on the Sources of International Law (Hungdah CI 1nu),
20 pp. $3.00
No. 3 - 1988 (86) ISSN 0730-0107 ISBN 0-942182-89-8
People’s Republic of China: The Human Rights Exception (Roberta
Cohen), 103 pp. (out of print) $5.00
No. 4 - 1988 (87) ISSIN §730-0107 ISBN $-942182-99-1

Settlement ol the Macau Issue: Distinctive Features of Beijing’s Negoli-
ating Behavior (with text of 1887 Protocol and 1987 Declaration)

(Jaw-ling Joanne CHANG), 37 pp. $3.00




No. 5 - 1988 (88) ISSN 0730-0107 ISBN 0-942182-91-X
The Draft Basic Law of Hong Kong: Analysis and Documenis (edited

by Hungdah CHIU), 153 pp. $5.00

No. 6 - 1988 (89) ISSN 0730-0107 ISB™N 0-942182-92-8
Constitutionalism m Asia:  Astan Views ol the American Influence

(edited by Lawrence W. Beer), 210 pp. $10.00

1989 Series

No. 1 - 1989 (90) ISSN 0730-0107 ISBN 0-925153-00-1
The Right to a Criminal Appeal in the People’s Republic of China

(Margarel Y.K. Woo), 43 pp. $3.00

No. 2 - 1989 (91) ISSN 0730-0107 ISBN 0-925153-01-X
The Status of Customary International Law, Treaties, Agreements and
Semi-Official or UnolTicial Agreements in Chinese Law (Hungdah

CHIU), 22 pp. $3.00

No. 3 - 1989 (92) ESSN 0730-0107 ISBN 0-925153-02-8
One Step Forward, One Step Back, Human Rights in the People’s Re-
public of China in 1987/88 (John I*. Cooper and Ta-ling LEE), 140

PP $6.00

No. 4 - 1989 (93) ISSN 0730-0107 ISBN 0-925153-03-6
Tibet: Pasl and Present (Hungdah CHTU and June Teufel Dreyer), 25

PP $3.00

No. 5 - 1989 (94) ISSN 0730-0107 ISBN 0-925153-04-4
Chinese Attitude toward [nternational Law of Human Rights in the

Post-Mao Era (Hungdah CHIU), 38 pp. $4.00

No. 6 - 1989 (95) ISSN 0730-0107 ISBN 0-925153-05-2
Tibet to Tiananmen: Chinese Fluman Rights and United States Foreign

Policy (W. Gary Vause), 47 pp. $4.00

1990 Servies
No. § - 1990 (96) ISSN 0730-0107 ISBN 0-925153-06-0

The International Lepal Status of the Republic of China (Hungdah
CHIUY, 20 pp. (Please order No, 5-1992 (112) lor a revised version
ol this issue) $3.00
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No.

2 - 1990 (97) ISSN 4730-0107 TSN 0-925153-077-9

Jiananmen: China’s Stroggle for Democracy—s Prelude, Develop-
ment, Altermath, and Tmpact (Winston L. Y. Yang and Marsha L.

Wagner), 314 pp. Index (paperback out of print) $8.00
(Hardecover edition published in Maryland Studies in Fasi Asian Law and

Politics Series, No. 11, ISBN (-925153-08-7) $14.00

No. 3 - 1990 (98) ISSN ¢730-0107 ISBN 0-925153-09-5
Nationality and International Law in Chinese Perspective (Hungdah

CHIUY, 37 pp. $4.00

No. 4 - 1990 (99) ISSN 0730-0107 ISBN 0-925153-10-9
The Taiwan Relations Act after ‘Fen Years (Lori Fisler Damrosch),

27 pp. $3.00

No. 5 - 1990 (100) ISSN 0730-0107 ISBN 0-925153-11-7
The Taiwan Relations Act and Sino-American Relations (Hungdah

CHIU), 34 pp. (out of print) $4.00

No. 6 - 1990 (101) ISSN 0730-0107 ISBN 0-925153-12-5
Taiwan’s Recent Elections: Fulfilling the Democratic Promise (John F.

Copper), 174 pp. Index (out of print) $8.00

1991 Series

No. 1 - 1991 (102) ISSIN 0730-6107 ISBN 0-925153-13-3
Legal Aspects of Investment and Trade with the Republic of China (Ed-
ited by John I'. McDermolt, with conlributions by Linda F. Powers,
Ronald A. Case, Chung-Teh LEE, Jeffrey . Chen, Cheryl M.
Fricdman, Hungdah CHIU, K.C. Fan and Douglas T. Hung), 94 pp.

$6.00

No. 2 - 1991 (103) ISSN 0730-0167 ISBN 0-925153-14-1
Failure of Democracy Movement: Human Rights in the People’s Re-
public of China, 1988/89 (Ta-ling LLEE and John 1. Copper), 150 pp.

Index $10.00

No. 3 - 1991 (104) ISSN 0730-0107 ISBN 0-925153-15-X
Freedom of Expression: Tthe Continuing Revolution in Japan’s Legal

Culture (Lawrence W. Beer), 31 pp. $5.00

No. 4 - 1991 (105) ISSN 730-0107 ISBN -925153-16-8
The 1989 US-Republic of China (Taiwan) Fisheries Negotiations (Mark

Mon-Chang Hsieh), 84 pp. $6.00

No. § - 1991 (106) ISSN 0730-0107 ISBN 0-925153-17-6

Politics of Divided Nations: China, Korea, Germany and Vietnam —
Unification, Conflict Resolution and Political Development (Ed-
ited by Quansheng ZHAO and Robert Sutter), 198 pp. Tndex $12.00




No. 6 - 1991 (107) ISSN 0730-0107 ISBN 0-925153-18-4
Lawyers in China: The Past Decade and Beyond (Timothy A. Gelart),

49 pp. $5.00

1992 Series

No. |- 1992 (108) ISSN 0730-0107 ISBN 0-925153-19-2
Judicial Review of Administration in the People’s Republic of China

(Jyh-pin FA & Shao-chuan LENG), 37 pp. $5.00

No. 2 - 1992 (109) ISSN 0730-0107 ISBN 0-925153-20-6
China’s Ministry of State Security: Coming of Age in the International

Arena (Nicholas Eftimiades), 24 pp. $4.00

No. 3 - 1992 (110) ISSN 0730-0107 ISBIN 0-925153-21-4
Libe) Law and the Press in South Korea: An Update (KYU Ho Youm),

23 pp. $5.00

No. 4 - 1992 (111) ISSN 0730-0107 ISBN 0-925153-22-2

Tiananmen Aftermath: Human Rights in the People’s Republic of
China, 1990 (John F. Copper and Ta-ling LEE), 133 pp. Index $15.00

No. 5 - 1992 (112) ISSN 0730-0107 ISBN 0-925153-23-0
The International Legal Status of the Republic of China (Revised ver-

sion ol No. 1-1990 (96)) (Hungdah CHIU), 37 pp. $4.00

No. 6 - 1992 (113) ISSN 0730-0107 ISBN 0-925153-24-9
China’s Criminal Justice System and the Trial ot Pro-Democracy Dissi-

dents (Hungdah CHIU), 21 pp. $3.00

1993 Series

No. 1 - 1993 (114) 1SSN ¢730-0107 ISBN 0-925153-25-7
Can One Unscramble an Omelet? China’s Economic Reform in Theory

and Practice (Yvan-li WU and Richard Y. C. Yin), 34 pp. $4.00

No. 2 - 1993 (115) ISSN 0730-0107 ISBN 0-925153-26-5
Constitutional Development and Reform in the Republic of China on

Taiwan (With Documents) (Hungdah CHIU), 67 pp. $6.00

No. 3 - 1993 (110) ISSN 9730-0107 ISBN 0-925153-27-3

Sheltering lor Examination (Shourong Shencha) in the Legal System of
the People’s Republic of China (Tao-tai HSIA and Wendy 1.
Zeldiny, 32 pp. $4.00




No. 4 - 1993 (117) ISSN $730.0107 ISBN $-925153-28-1

In Making China Modernized: Comparative Modernization between
Mainland China and Taiwan (Wen-hui TSAL, 281 pp. Index (out

of print, please order No. 5 - 1996 for 2nd cd)) $18.00

No. 5 - 1993 (118) ISSIN 47300107 ISBN 0-925153-30-3
Hong Kong’s Transition to 1997 Background, Problems and Prospects

(with Documents) (Hungdah CHIUY, 106 pp. $7.00

No. 6 - 1993 (119) ISSN ¢730-0107 ISBN 0-925153-31-1

Koo-Wang Talks and the Prospect of Building Constructive and Stable
Relations Across (he Taiwan Straits (with Documents) (Hungdah
CHIU), 69 pp. $5.00

1994 Series

No. 1 - 1994 (120) ISSN 0730-0107 ISBN (-925153-32-X
Statutory Encouragement of Investment and Economic Development in

the Republic of China on Taiwan (Neil L. Meyers), 72 pp. $7.00

No. 2 - 1994 (121) ISSN 0730-0107 ISBN 0-925153-33-8
Don’t Force Us to Lic: The Struggle of Chinese Journalists in the Re-

form Era (Allison Liu Jernow), 99 pp. $7.00

No. 3 - 1994 (122) ISSIN 0730-0107 ISBN 0-925153-34-6
Institutionalizing a New Legal System in Deng’s China (Hungdah

CHIU), 44 pp. $5.00

No. 4 - 1994 (123) ISSN 0730-0107 ISBN 0-925153-35-4
The Bamboo Gulag: Human Rights in the People’s Republic of China,

1991-1992 (Ta-ling LEE & John F. Copper), 281 pp. Index $20.00

No. 5 - 1994 (124) ISSN 0730-0107 ISBN 0-925153-36-2
Taiwan’s Legal System and legal Profession (Hungdah CHIU and

Jyh-pin FA), 22 pp. $3.00

No. 6 - 1994 (125) ISSN §730-0107 ISBN 0-925153-37-0

Toward Greater Democracy: An Analysis of the Republic of China on
Taiwan’s Major Elections in the 1990s (Wen-hui TSAL), 40 pp. $6.00

1995 Series

No.

=

1 - 1995 (126) ISSN 0730-0107 ISBN 0-925153-38-9

Relations between the Republic of China and the Republic of Chile
(Herman Guticrrez B, and Lin CHOUY, 31 pp. $5.00
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No. 2 - 1995 (127) ISSN 0730-0107 ISBN 0-925153-39-7
The Tibet Question and the Hong Kong Experience (Barry Sautman

and Shiu-hing L.O), 82 pp. $10.00

No. 3 - 1995 (128) ISSN 0730-0107 ISBN (-925153-40-0
Mass Rape, Enforced Prostitution, and the Japanese Imperial
Army: Japan Eschews International Legal Responsibilily?

(David Boling), 56 pp. $5.00

No. 4 - 1995 (129) EISSN 0730-0107 ISBN 0-925153-41-9
The Role of the Republic of China in the World Economy (Chu-yuan

CHENG), 25 pp. $3.00

No. 5 - 1995 (130) ESSN 0730-0107 ISBN 0-925153-42-7
China’s Economy after Deng: A Long-Term Perspective (Peter CY.

Chow), 43 pp. $5.00

No. 6 - 1995 (131) ISSN 0730-0107 ISBN 0-925153-43-5
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