GEORGE ORWELL... MEET

MARK ZUCKERBERG
LORI ANDREWS

In the novel 1984, George Orwell envisions a nightmare society where “Big
Brother” controls every move his citizens make. The “Thought Police” in
Orwell’s dystopian masterwork keep the population under constant surveil-
lance through the use of “telescreens,” two-way televisions that report every
action and conversation directly to the authorities. Today Orwell’s warnings
about the dangerous combination of technology and totalitarian control may
seem more relevant than ever. As Lori Andrews explains in this selection, social
networks and smartphones are funneling our personal information to “data
aggregators,” massive companies that track every aspect of our lives online,
from the things we “like” —or “don’t like” —to the Web sites we search and
the e-mail we send our friends. The result is the creation of a virtual “double”
of every American, a second online self that marketers, businesses, and em-
ployers can use when making crucial decisions about our future opportunities
and choices, Andrews (b. 1953) is Distinguished Professor of Law and Director
of the Institute for Science, Law, and Technology at the Illinois Institute of
Technology. An internationally recognized expert on biotechnology and the
legal aspects of genetic engineering, she has published ten books, including
Future Perfect: Confronting Decisions About Genetics (2001), Genetics: Ethics,
Law and Policy (2002), and / Know Who You Are and | Saw What You Did: Social
Networks and the Death of Privacy (2011) the source of this selection.

ON A SUNDAY MORNING, I fire up my laptop and compose a memo to
my co-counsel about a pro bono case we are considering filing against
a biotechnology company. I attach it to an email and send it to him,
carefully writing, “Confidential —Legal Mail” in the subject line and
putting a few key ideas in the text of the email. Then I log on to the
Southwest Airlines site, enter my credit card information, and buy a
ticket for Florida. I enter a governmental website, run by the Florida
Fish and Wildlife Conservation Commission, and type in my Social
Security number to obtain a fishing license. I realize I'll be away on my
sister's birthday and send her some books from Amazon. I check my
emails and click through to a website that lists job openings for uni-
versity professors. One is in a town [ haven't heard of, so I Google it to
find out if it will be urban enough for me. The town's name brings up a
link to a local newspaper article about a poisoning and I save that in-
formation to my hard drive, thinking I might use it in the next mystery
book I write. I read an email from my doctor telling me she changed
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my prescription electronically and the new drug is waiting for me at
my neighborhood CVS. Before leaving the house to pick it up, I log on
to Facebook to contact friends in Florida and let them know when I'll
arrive. Elsewhere on my Facebook page, I check my news feed and in-
dicate I liked the movie I saw the previous night. Someone has tagged
me in a Halloween photo from years ago, when I was a Yale undergrad.
I am wearing a belly dancer's costume and I am with someone dressed
like a bottle of Imperial Single Malt Scotch. I untag myself from the
photo. If I do interview for a new job, I don't want someone to say to me,
“Well, Ruth Bader Ginsburg! would never have shown her navel.”

All in all, T feel good about the security of my morning's travels
across the Web. [ haven't responded to any wealthy widows seeking my
legal help for their $50 million estates, nor to emails purportedly from
friends whose wallets and passports were stolen in London. I haven't
given my credit card to anyone with a sketchy foreign email address
who offers me an iPad for $30, nor have I opened the missive that tells
me ['ve exceeded my email limit. I've only dealt with websites I trust.

But every action I've taken has been surreptitiously chronicled and
analyzed by data aggregators, who then sell the information to compa-
nies, including perhaps the one I am contemplating suing. And not only
have I not been informed about this invasion of my privacy and security,
there’s almost nothing I can do about it.

That stunning fact is completely at odds with the offline world. I
care deeply about the type of information I've entered. I wouldn't leave
my Social Security number or my credit card number lying on my desk
at work where someone could copy it—nor would I send that informa-
tion on a postcard through the mail. I wouldn't broadcast my medical
condition or my desire to find a new job to the world. But that informa-
tion about me is bought and sold daily by corporations that deal with
data aggregators.

If someone broke into my home and copied my documents, he'd be
guilty of trespass and invasion of privacy. If the cops wanted to wire-
tap my conversation, they'd need a warrant. But without our knowledge
or consent, virtually every entry we make on a social network or other
website is surreptitiously being tracked and assessed. The information
is just as sensitive. The harms are just as real. But the law is not as
protective.

The guiding force behind this enormous theft of private information
is behavioral advertising. The covert collection of personal information
is an exploding industry, fueled in part by the lust of advertisers for per-
sonal data about people's habits and desires. “Online behavioral adver-
tising," notes the Federal Trade Commission, “involves the tracking of
consumers' online activities in order to deliver tailored advertising. The

'Ruth Bader Ginsberg: Ruth Joan Bader Ginsberg (b. 1933) is an Associate Justice of
the U.S. Supreme Court. [Eds.]



practice, which is typically invisible to consumers, allows businesses to
align their ads more closely to the inferred interests of their audience."?
But the unregulated amassing of personal information about people has
also been used in ways that cause them harm.

Behavioral advertising was used by 85% of ad agencies in 2010.3
They're drawn to it because it works—63% of ad agencies say targeted
ads increased their revenue, with 30% of agencies reporting that be-
havioral advertising increased their revenue by $500,000 or more. In
2010, internet advertising revenues exceeded that of newspapers by
$3.2 billion.* During the first quarter of 2010, internet users in the United
States received 1.1 trillion display ads, which cost the ad sponsors about
$2.7 billion.5

“It's a digital data vacuum cleaner on steroids, that's what the on-
line ad industry has created,” Jeff Chester, execuiive director of the
Center for Digital Democracy, told The New York Times. "They're track-
ing where your mouse is on the page, what you put in your shopping
cart, what you don't buy. A very sophisticated commercial surveillance
system has been put in place."®

It's through data aggregation that Facebook makes its money.
Facebook sits on a mountain of information worth a fortune. It's ex-
pected that in 2012 Facebook will be valued at $100 billion.? Currently
the company generates most of its revenue by acting as an intermedi-
ary between advertisers and its database of users' personal information.
Facebook will use information about my status, likes and dislikes, and
the recent post about my travel plans to update its digital portrait of me.
When an airline or outdoor clothing company pays Facebook to post
an ad for traveling adults, Facebook will use its new information about
me to post the ad on my Facebook page. This commercialization of my
private data—the information I think I'm only posting to friends—is
the reason Facebook earned an estimated $1.86 billion in 2010 from the

2Federal Trade Commission, "FTC Staff Report: Self-Regulatory Principles for Online
Behavioral Advertising—Behavioral Advertising: Tracking, Targeting, & Technology,” 2009
WL 361109 at 4 (February 2009). [All notes are Andrews’, except 1, 10, and 51.]

3Audience Science Press Release, "State of Audience Targeting Industry Study:
50% of Advertisers Set to Boost Spending on Audience Targeting in 2011,"” Jan. 11, 2011,
www.audiencescience.com/uk/press-room/press-releases/2011/state-audience-targeting
-industry-study-50-advertisers-set-boost-spen,

‘Internet Advertising Bureau, Internet Advertising Revenue Report, 2010 Full Year
Results, April 2011, www.iab.net/insights_research/947883/adrevenuereport.

5ComScore Press Release, "Americans Received 1 Trillion Display Ads in Q1 2010 as
Online Advertising Market Rebounds from 2009 Recession,” May 13, 2010, www.comscore
.com/Press_Events/Press_Releases/2010/5/Americans_Received_l_Trillion_Display_Ads_in
_Q1_2010_as_Online_Advertising_Market_Rebounds_from_2009_Recession.

fLouise Story, "F.T.C. to Review Online Ads and Privacy,” The New York Times, Nov. 1,
2007, at C1, www.nytimes.com/2007/11/01/technology/01Privacy himl?ref=technology.

"Nicholas Carlson, "Facebook Expected to File for $100 Billion IPO This Year,"” June 13,
2011, www.businessinsider.com/facebook-ipo-could-come-in-q1-2012-after-october-filing
-cnbe-reports-2011-6.
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display ads, 90% of its total revenue, and was expected to bring in $4.05
billion in advertising revenue the following year.?

Facebook uses its citizens' demographic information, interests,
likes, friends, websites frequented, and even contact information as
the foundation of its advertising platform. Facebook encourages users
to disclose more information about themselves through “very powerful
game-like mechanisms to reward disclosure,” said media activist Cory
Doctorow, co-editor of Boing Boing.? Doctorow compares Facebook's
mechanisms to the famous Skinner box!° used in psychology experi-
ments.!! But instead of a lab rat rewarded with a food pellet each time
it pushes a lever in the box, a Facebook user is rewarded with “likes”
and attention from friends and family each time that person posts more
information.

“And this is not there because Facebook thinks that disclosing in-
formation is good for you necessarily,” says Doctorow. “It's in service to
a business model that cashes in on the precious material of our social
lives and trades it for pennies.”

But the collection and marketing of personal information are far
more insidious, and profitable, than just the actions of Facebook. Mark
Zuckerberg's brainchild makes up only 14.6% of the behavioral ad-
vertising market. And some of the other advertisers use tactics that
make Zuckerberg's seem tame. Every single action I undertook that
Sunday morning was potentially seized by a data aggregator through
some means or another. In California, consumers are suing the com-
pany NebuAd, which contracted with 26 internet service providers, in-
cluding Delaware's Cable One, New York's Bresnan Communications,
and Texas's CenturyTel, to install NebuAd's hardware on those internet
service providers’' networks without ISP users' consent.!? The hardware
allowed NebuAd to use deep packet inspection—a mechanism to inter-
cept and copy all the online transmissions of the ISPs’ subscribers and
transmit them to NebuAd's headquarters.’® All of them.

Everything you post on a social network or other website is being
digested, analyzed, and monetized. In essence, a second self —a virtual
interpretation of you—is being created from the detritus of your life
that exists on the Web. Increasingly, key decisions about you are based

8Stephanie Reese, *Quick Stat: Facebook to Bring in $4.05 Billion in Ad Revenues This
Year," April 26, 2011, www.emarketer.com/blog/index.php/tag/facebook-ad-revenue/.

%Cory Doctorow, Talk at TEDx Observer, 2011, http://tedxtalks.ted.com/video
/TEDxObserver-Cory-Doctorow.

wSkinner box: A laboratory apparatus designed by behavioral psychologist B.F.
Skinner (1904-1990), used to test stimulus response conditioning on animals. [Eds.]

UThid.

2Complaint at 2, Valentine v. NebuAd, Inc., No. C08-05113 TEH (N.D. Cal. Nov. 10,
2008); Karl Bode, “Infighting at ISPs over Using NebuAD," May 29, 2008, www.dslreports.
com/shownews/Infighting-At-ISPs-Over-Using-NebuAD-94835; Valentine v. NebuAd, Inc.,
2011 WL 1296111 (N.D. Cal. 2011).

BComplaint at 2, Valentine v. NebuAd, Inc., No. C08-05113 TEH (N.D. Cal. Nov. 10,
2008).



on that distorted image of you, Whether you get a mortgage, a kidney,
a lover, or a job may be determined by your digital alter ego rather than
by you.

In the late 1960s, sociologist John McKnight, then Director of the
Midwest Office of the U.S. Commission on Civil Rights,!* coined the
term “redlining” to describe the failure of banks, supermarkets, insur-
ers, and other institutions to offer their services in inner city neighbor-
hoods.!® The term came from the practice of banks, which drew a red
line on a map to indicate where they wouldn't invest.'® But use of the
term expanded to cover a wide array of racially discriminatory practices
in general, such as not offering home loans to African Americans, even
if they were wealthy or middle class.

Now the map used in redlining is not a geographic map but the
map of your travels across the Web. A new term, “weblining,” covers
the practice of denying certain opportunities to people due to obser-
vations about their digital selves. Sometimes redlining and weblining
overlap, such as when a website uses zip code information from a social
network or an online purchase elsewhere to deny a person an opportu-
nity or charge him a higher interest rate.

“There's an anti-democratic nuance to all of this,"” says New York
University sociologist Marshall Blonsky. “If I am Weblined and judged
to be of minimal value, I will never have the products and services chan-
neled to me—or the economic opportunities—that flow to others over
the Net."??

Data aggregation is big business. The behemoth in the industry,
Acxiom, has details on everything from your Social Security number
and finances to your online habits.'® Its former CEO, John Meyer, de-
scribed it as “the biggest company you've never heard of."'" Rapleaf
is another data aggregator that combines online data, including user-
names and social networks, and offline data from public records.?° One
of its competitors, ChoicePoint, has acquired more than 70 smaller da-
tabase companies and will sell clients one file that contains an individ-
ual's credit report, motor vehicle history, police files, property records,
court records, birth and death certificates, and marriage and divorce

"John L. McKnight, Curriculum Vita, www.northwestern.edu/ipr/people/jlmvita.pdf.

15Shirley Sagawa and Eli Segal, Common Interest, Common Good: Creating Value
Through Business and Social Sector Partnerships (Boston: Harvard Business Press, 2000), 30.

16D, Bradford Hunt, "Redlining,” The Electronic Encyclopedia of Chicago, www
.encyclopedia.chicagohistory.org/pages/1050.html.

"Marcia Stepanek, “Weblining," April 3, 2000, www.businessweek.com/2000/00_14
/b3675027 . htm.

®David Goldman, "These Data Miners Know Everything About You," Dec. 16, 2010,
http://money.cnn.com/galleries/2010/technology/1012/gallery.data_miners/index.html.

YRowena Mason, "Acxiom: the Company That Knows if you Own a Cat or if You're
Right-Handed,” April 27, 2009, www.telegraph.co.uk/finance/newsbysector/retailand
consumer/5231752/Acxiom-the-company-that-knows-if-you-own-a-cat-or-if-youre-right
-handed.html.

®Goldman, “These Data Miners Know Everything About You."
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decrees.?! Yet ChoicePoint didn't do a great job of keeping that infor-
mation secure, In 2005, identity thieves who submitted false applica-
tions to ChoicePoint claiming to be small businesses were given access
to ChoicePoint's database that contained financial records of more than
163,000 consumers.?? The Federal Trade Commission attributed the
security breach to a lack of proper security and record handling pro-
cedures and, as part of a settlement with ChoicePoint, required the
company to implement a comprehensive information security program
and to pay $10 million in civil penalties and $5 million to reimburse
the consumers affected by the identity theft.?? That same year, hackers
targeted LexisNexis (an aggregator which later bought ChoicePoint for
$4.1 billion in cash), and accessed the personal information of 310,000
customers.?

Weblining goes further than traditional redlining. Sometimes an in-
dividual's credit card limit is lowered, midcourse, based on data from
aggregators, even when the cardholder has done nothing wrong. Kevin
Johnson, a condo owner and businessman, held an American Express
card with a $10,800 limit. When he returned from his honeymoon, he
found that the limit had been lowered to $3,800. The switch was not
based on anything Kevin had done but on aggregate data. A letter from
the company told him: “"Other customers who have used their card at
establishments where you recently shopped have a poor repayment his-
tory with American Express."”?

Not only does weblining affect what opportunities are offered to
you (in the form of advertisements, discounts, and credit lines), it also
affects the types of information you see. When you open Yahoo! News
or go to other news websites, you get a personalized set of articles, dif-
ferent from your spouse's or neighbor’s. That may sound like a good
thing, but you may be losing out on the big picture. With the physical
version of The New York Times, you'd at least see the headlines about
what was going on in the world, even if you were skimming the paper
to get to the movie reviews. But world news may disappear entirely
from your browser if you have indicated an interest in something else.
Ever since I clicked on a story about the royal wedding, the world news
stories I used to receive when I logged on to my email have been re-
placed by celebrity breakup and fashion stories. But if we are all read-

Mlan Ayres, Super Crunchers (New York: Bantam Dell, 2007), 134,

2Complaint at 4, U.S. v. ChoicePoint, No. 06-CV-0198 (N.D. Ga. Jan. 30, 2006).

Ibid at 4-6; Stipulated Final Judgment and Order for Civil Penalties, Permanent
Injunction, and Other Equitable Relief, U.S. v. ChoicePoint, No. 06-CV-0198 (N.D. Ga. Feb. 10,
2006).

“Marcia Savage, "LexisNexis Security Breach Worse Than Thought,” April 12, 2005,
www,scmagazineus,com/lexisnexis-security-breach-worse-than-thought/article/31977/;
Toby Anderson, "LexisNexis Owner Reed Elsevier Buys Choice-Point,” Feb. 21, 2008, www
.usatoday.com/money/industries/2008-02-21-reed-choicepoint_N.htm.

25Chris Cuomo, Jay Shaylor, Mary McGuirt, and Chris Francescani, “'GMA' Gets
Answers: Some Credit Card Companies Financially Profiling Customers,” Jan. 28, 2009,
http://abcnews.go.com/GMA/GetsAnswers/Story?2id=6747461.



ing a different, narrow range of articles, how can we participate in a
civic democracy?

“Ultimately, democracy works only if we citizens are capable of »¢

thinking beyond our narrow self-interest. But to do so, we need a shared
view of the world we cohabit,” says Eli Pariser in The Filter Bubble:
What the Internet Is Hiding from You. Pariser explains that the internet
initially seemed like the perfect tool for democracy. But now, he points
out, “Personalization has given us something very different: a public
sphere sorted and manipulated by algorithms, fragmented by design,
and hostile to dialogue."?¢

Most people have no idea how much information is collected sur-
reptitiously about them from social networks and other websites. When
asked about behavioral advertising, only half of the participants in a
2010 study believed that it was a common practice.?’” One respondent
said, “Behavioral advertising sounds like something my paranoid friend
would dream up, but not something that would ever really occur in real
life."

People have a misplaced trust that what they post is private: A
Consumer Reports poll found that “61% of Americans are confident
that what they do online is private and not shared without their permis-
sion" and that “57% incorrectly believe that companies must identify
themselves and indicate why they are collecting data and whether they
intend to share it with other organizations." 2

When people realize that websites and advertising companies are
collecting extensive information about them, many want legal change.
A telephone survey found that 66% of adult Americans opposed being
targeted by behavioral advertising and are troubled by the technologies
used to enable it.? Also, 68% of Americans opposed being “followed”
on the Web and 70% of Americans supported the idea of requiring
hefty fines to be paid by a company that collects or uses someone's in-
formation without his or her consent. Most people —92% —believe that
websites and advertising companies should be required to delete all in-
formation stored about an individual if requested to do so.

Your ability to protect yourself against unwanted data collection de-
pends largely on the technique being used to acquire information. With
some methods, companies use your own computer against you by in-
structing your internet browser to store information on your computer's

“Eli Pariser, The Filter Bubble: What the Internet Is Hiding from You (New York:
Penguin, 2011), 164,

27Aleecia M. McDonald and Lorrie F. Cranor, “Americans’ Attitudes About Internet
Behavioral Advertising Practices,” Proceedings of the 9th Workshop on Privacy in the
Electronic Society WPES, Oct. 4, 2010, 6.

*"Consumer Reports Poll: Americans Extremely Concerned About Internet Privacy,"
Sep. 25, 2008, www.consumersunion.org/pub/core_telecom_and_utilities/006189.html.

#Joseph Turow, Jennifer King, Chris Jay Hoofnagle, Amy Bleakley, and Michael
Hennessy, "Contrary to What Marketers Say, Americans Reject Tailored Advertising
and Three Activities That Enable It,” September 2009, at 3, www.ftc.gov/os/comments
/privacyroundtable/544506-00113.pdf,
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hard drive that data aggregators can use to track your movement online
and build a profile of your online behaviors. Other methods tap the in-
formation as it travels from your computer to the recipient’s website or
email address. (See “Web Tracking Chart.")

The collection of information from websites and social networks =

began modestly enough. Social networks asked you if you'd like to
have your password stored. Websites like Amazon.com began to keep
track of your purchases on their sites to make recommendations and
to allow you the convenience of not re-entering a password or credit
card number each time you visit the site. Now tracking technologies
with names like cookies, Flash cookies, web beacons, deep packet in-
spection, data scraping, and search queries allow advertisers to create
a picture of you by noting what you look at, look up, and buy across the
internet. Sometimes this information is even linked to offline purchases
and activities you engage in.

Until I started writing this book, I had no idea that Comcast, my
internet service provider, installed more than a hundred tracking
tools.?® Dictionary.com (one of my favorite websites, which I use more
often than Facebook) installed 234 tracking tools on a user's computer
without permission, only 11 from Dictionary.com itself and 223 from
companies that track internet users.?' The vast majority of these tools,
according to a report by The Wall Street Journal, did not allow users to
decline tracking. Among the 50 top sites assessed in this study by The
Wall Street Journal, Dictionary.com “ranked highest in exposing users
to potentially aggressive surveillance.”

Increasingly ingenious and troubling technologies are used to
learn ever more about you. Two apps on the iPhone and Android de-
vices— Color and Shopkick —activate your phone's microphone and
camera to collect background sound and light patterns from your lo-
cation, be it a bar, your office, or your home. Using the same type of
program that allows your iPhone to name a song based on just a few
notes, Color makes assessments about your location to alert you if other
people in your social network are nearby and Shopkick assesses if the
store you've entered has a bargain to offer you. Silicon Valley blogger
Mike Elgan points out the wealth of information marketers can collect
about you through these phone apps: “Your gender, and the gender of
people you talk to; your approximate age, and the ages of the people
you talk to; what time you go to bed, and what time you wake up; what
you watch on TV and listen to on the radio; how much of your time you

%Julia Angwin and Tom McGinty, "Sites Feed Personal Details to New Tracking
Industry,” The Wall Street Journal, July 30, 2010, at A1, http://online.wsj.com/article/SB10
001424052748703977004575393173432219064 . html.

1" Tracking The Companies That Track You Online," Dave Davies's interview with
Julia Angwin, Fresh Air, Aug. 19, 2010, www.npr.org/templates/story/story.php?storyld
=129298003; Julia Angwin, “The Web’s New Gold Mine: Your Secrets,” The Wuall Street
Journal, July 30, 2010, at W1, http://online.wsj.com/article/SB100014240527487039409045
75395073512989404 . html.



spend alone, and how much with others; whether you live in a big city
or a small town; what form of transportation you use to get to work."32. ..

Even the games you play and the apps you use on Facebook can
collect and transmit personal information about you. In 2007, Facebook
launched a platform that let software developers build applications that
run on the site. By 2011, there were more than 550,000 apps, and those
apps have become an industry, with social games, the biggest category
of apps, having a projected revenue of $1.2 billion annually.*® Facebook
reported in 2010 that 70% of its users run at least one app each month.3

A 2010 investigation by The Wall Street Journal found that many
of the most popular applications on Facebook were transmitting iden-
tifying information about users and their friends to advertisers and
internet tracking companies, which is a violation of Facebook's pri-
vacy policy.® The Wall Street Journal analyzed the ten most popular
Facebook apps, including Zynga's FarmVille, with 59 million users, and
Zynga's Matfia Wars, with 21.9 million users, and found that they were
transmitting Facebook user IDs to data aggregators. When a data ag-
gregator has a Facebook ID, it can access any public information on a
person's Facebook page (which could include the person's name, age,
residence, occupation, and photos). The Zynga applications were shar-
ing Facebook users' IDs with the internet tracking company Rapleaf,
which then added the information to its own database of internet users
for enhanced behavioral advertising,3

Rather than focusing on an individual's interaction with a website,
some data aggregators use a method known as “scraping” to extract all
the data that anyone has posted on a particular website, analyze it, and
sell it. Web scrapers copy information from websites through specially
coded software.”” These software programs are also referred to as web
robots, crawlers, spiders, or screen-scrapers. Scrapers are designed to
search through the HTML code that makes up a website and extract
desired information. If a certain website includes a discussion by new
moms (or by people considering buying cars), the data scraper can sell
that information and the people's email addresses or IP addresses to ad-
vertisers who want to target ads to those types of consumers.

Web scrapers "are capable of making thousands of database
searches per minute, far exceeding what a human user of a website

#Mike Elgan, “Snooping: It's Not a Crime, It's a Feature,” April 16, 2011, www
.computerworld.com/s/article/print/9215853/Snooping_It_s_not_a_crime_it_s_a_feature.

#Jami Makan, "10 Things Facebook Won't Say,” Jan. 10, 2011, www.smartmoney
«com/spend/technology/10-things-facebook-wont-say-1294414171193/.

*Emily Steel and Geoffrey A. Fowler, “Facebook in Privacy Breach,” The Wall Street
Journal, Oct. 18, 2010, at A1, http://online.wsj.com/article/SB100014240527023047728045
75558484075236968 . html.

13Tbid.

36Tbid.

#7"Web Scraping Tutorial,” March 7, 2009, www.codediesel.com/php/web-scraping
-in-php-tutorial/. CodeDiesel is a web development journal.
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could accomplish,” says attorney Sean O'Reilly, who previously worked
in the software industry. "Web vendors have a difficult time detecting
a difference between consumers accessing this information for their own
benefit, and aggregators accessing the information to return to their
own databases."%®

Search engines such as Google, Yahoo!, and Bing also collect,
store, and analyze information about individual users through their
search queries. Search engines maintain "“server logs,” which, accord-
ing to Google's Privacy Policy, include your “web request, Internet
Protocol address, browser type, browser language, the date and time of
your request and one or more cookies that may uniquely identify your
browser. "3 Microsoft's search engine, Bing, adds that it also “will at-
tempt to derive your approximate location based on your IP address."4°
Search engines use this information to optimize their search algorithms
and to record an individual's preferences.*! Though Google uses these
logs for fraud prevention and to improve search results, it also ana-
lyzes the logs to generate more revenue through targeted advertising.*?
Yahoo! also uses this information to personalize advertising and page
content. Yahoo! acknowledges that it also allows other companies to
display ads on its pages and those ads may "set and access cookies on
your computer” that are not subject to Yahoo!'s privacy policy.**

In 2006, AOL made public 20 million queries entered into its search
engine from 658,000 users on its website research.aol.com.* AOL's re-
lease contained all of those users’' searches over a three-month period
and detailed whether they clicked on a result, what the result was,
and where it was in the list of results.*> An AOL researcher, Abdur
Chowdhury, explained the release of the queries as an effort to facilitate
“closer collaboration between AOL and anyone with a desire to work
on interesting problems."*® But the project ended up breaching people's
privacy. In some instances, people could be identified through the types
of searches they undertook.

®Sean O'Reilly, “Nominative Fair Use and Internet Aggregators: Copyright and
Trademark Challenges Posed by Bots, Web Crawlers and Screen-Scraping Technologies,”
19 Loyola Consumer Law Review 273 (2007).

%4 Google Privacy FAQ,"” www.google.com/intl/en/privacy/faq.html#toc-terms-server
-logs.

#"Bing Privacy Supplement,” January 2011, http://privacy.microsoft.com/en-us/bing
.NSpX.

41"Google Privacy FAQ."

220mer Tene, "What Google Knows: Privacy and Internet Search Engines,” 2008 Utah
Law Review 1433, 1454 (2008).

13"Yahoo! Privacy Policy," http://info.yahoo.com/privacy/us/yahoo/details html.

4Tene, "What Google Knows: Privacy and Internet Search Engines.”

4Michael Arrington, * AOL Proudly Releases Massive Amounts of Private Data," Aug. 6,
2006, http://techcrunch.com/2006/08/06/aol-proudly-releases-massive-amounts-of-user
-search-data/.

®Abdur Chowdhury, Email sent to SIG-IRList newsletter, Aug. 3, 2006, http://sifaka
.cs.uiuc.edu/xshen/aol/20060803_SIG-IRListEmail.txt.
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A quick look at some of the leaked AOL search logs makes it easy
to imagine how damaging a search log can be when linked to a party in
a criminal, civil, or divorce case.

User 11574916:
cocaine in urine
asian mail order brides
states reciprocity with florida
florida dui laws
extradtion from new york to florida
mail order brides from largos
will one be extradited for a dui
cooking jobs in french quarter new orleans
will i be extradited from ny to fl on dui charge
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User 336865:
sexy pregnant ladies naked
nudist
sexy feet
child rape stories
tamagoichi town.com
preteen sex stories
illegal child porn
incest stories
10 year old nude pics
preteen nude models
illegel anime porn
yu-gi-oh
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User 59920:
cats skinned in fort lupton co
cats killed in fort lupton co
jonbenets autopsy photos
crime scene photos of the crawl! space and duffle bag in ramseys house
sexy bathing suits
what a neck looks like after its been strangled
pictures what a neck looks like after it was strangled
pictures of murder victims that have been strangled
pictures of murder by strangulation
knitting stitches
what jonbenet would look like today
new jersey park police
jonbenet in her casket
ransom note in the movie obsession what did it read
movie ransom notes
scouting knots
manila rope and its uses
brown paper bags cops use for evidence
rope to use to hog tie someone
body transport boulder colorado

User 1515830:
chai tea calories
calories in bananas
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aftermath of incest

how to tell your family you're a victim of incest
pottery barn

curtains

surgical help for depression

oakland raiders comforter set

can you adopt after a suicide attempt

who is not allowed to adopt

I hate men

medication to enhance female desire

jobs in denver colorado

teaching positions in denver colorado

how long will the swelling last after my tummy tuck
divorce laws in ohio

free remote keyloggers

baked macaroni and cheese with sour cream
how to deal with anger

teaching jobs with the denver school system
marriage counseling tips

anti psychotic drugs*’

Your web searches provide data on which you can be judged, er-
roneously or not. If you've looked up the side effects of antidepressants,
that information might be used against you by an employer or a college
admissions officer. Your search for a divorce lawyer, advice about green
cards, or information about sexually transmitted diseases might also be
used in ways that harm you.

Your second self on the Web is likely a distortion of your offline self.
The person whose leaked AOL searches related to extradition might
have been writing a mystery, rather than covering up a crime. The
woman who was seeking information on AOL about incest might have
been trying to help a friend, rather than dealing with her own troubled
past.

When AOL released the supposedly anonymous queries, it was easy
for reporters from The New York Times to identify Thelma Arnold as
searcher 4417749 due to her searches for other Arnolds and her searches
about Lilburn, Georgia.*® After discussing her queries for 60-year-old
single men, queries about her three dogs, and queries researching her
friends' ailments, Thelma said, “My goodness, it's my whole personal
life. I had no idea somebody was looking over my shoulder."#°

But "in user search query logs, what you see is not always what you

get,” notes Omer Tene, a professor at a law school in Rishon Le Zion,

1Declan McCullagh, "AOL's Disturbing Glimpse into Users' Lives,” Aug. 7, 2006,
http://news.cnet.com/AQOLs-disturbing-glimpse-into-users-lives/2100-1030_3-6103098.html
#ixzzIM56yaUU2,

“Michael Barbaro and Tom Zeller, Jr., “A Face Is Exposed for AOL Searcher 4417749,"
The New York Times, Aug. 9, 2006, at A1, www.nytimes.com/2006/08/09/technology/09aol
html?pagewanted=all.

WIbid.



Israel. Anyone who had access to Thelma Arnold's logs saw searches
for "hand tremors," “nicotine effects on the body,” “dry mouth,” “ bipo-
lar,” and "“single dances in Atlanta.” However, those were searches
Thelma conducted for others and do not paint an accurate picture of her
life or health.%°

The attributes of your digital doppelgdngers' may have more influ-
ence on what opportunities you receive than any of your offline char-
acteristics. Rather than expanding opportunities for you, the targeted
ads that you see may actually deny you certain benefits. You might be
shown a credit card with a lower credit limit, not because of your credit
history but because of your race, sex, zip code, or the types of websites
you visit. As a consequence of weblining, the information collected by
data aggregators is often sold to the public at large (through websites
such as Spokeo) and might later hamper your efforts to get a job, qual-
ity for a loan, adopt a child, or fight for your rights in a criminal trial.

As behavioral advertisers increasingly dictate a person's online and
offline experiences, stereotyped characterizations may become self-
fultilling. Rather than reflecting reality, behavioral analysis may inevi-
tably define it. When young people from “poor” zip codes are bom-
barded with advertisements for trade schools, they may be more likely
than their peers to forgo college. And when women are routinely shown
articles about cooking and celebrities, rather than stock market trends,
they will likely disclaim any financial savvy in the future. Behavioral
advertisers are drawing new redlines, refusing to grant people the tools
necessary to escape the roles that society expects they play. Our digital
doppelgéngers are directing our futures and the future of society....

ENGAGING THE TEXT

1. What kinds of information about herself does Andrews expose during
the typical morning online she describes at the beginning of this selec-
tion (para. 1)? Which of the bits of information she divulges strike you as
the most risky or dangerous to share online? Which, if any, seem relatively
safe? Why?

2. In Andrews’s view, what’s wrong with data-mining companies collecting
information about us online? Why does it matter if marketers and others
can find out your marriage history, the gender of your friends, your favorite
bars and restaurants, when you go to bed, or how you get to work?

3. Why does Andrews believe that “weblining” is potentially “undemocratic”?
How might this practice limit opportunities and reinforce stereotypes? Why

YTene, "What Google Knows: Privacy and Internet Search Engines."
$doppelgdnger: German word for a "double” or “look-a like” of a person, often with
negative or ominous characteristics, [Eds,]
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might weblining and behavioral advertising pose a greater threat to de-
mocracy than traditional print or television advertising?

Working in groups, create alternative profiles for the AOL users associated
with each of the four search histories that Andrews offers. How might you
explain the pattern of searches in each case? Should public safety officials
have access to this kind of online information? Why or why not?

Drawing on all the information you post on social media sites, a week’s
worth of Internet searches, recent purchases, and other forms of online
activity, compose a profile of your online “doppelgdnger.” How do you ap-
pear to the world online? If you were an online decisionmaker, would you
recommend your “digital self” as a potential marriage partner, for a job or
loan, or as an adoptive parent? Why or why not?

EXPLORING CONNECTIONS

6.

Write a dialogue between Andrews and Peggy Orenstein (p. 446) about the
impact of the Internet on privacy and our ability to control our personal im-
ages. How might the online habits of the teens Orenstein discusses lead to
serious problems later in life because of data aggregation?

Using Andrews and Juan Williams’s analysis of political correctness (p. 648)
as your point of departure, write an essay on the decline of a shared civic
culture in the United States. In your view, do modern technologies like
cable television and the Internet threaten to undermine the shared values
that make democracy possible?

How might Andrews respond to Eric Liu and Nick Hanauer’s (p. 750) enthu-
siastic support of social networks as a new form of citizenship? How might
social networks actually undermine citizenship and democratic action?

EXTENDING THE CRITICAL CONTEXT

=B

10.

Go online to read more about data-aggregating companies like Acxiom,
Rapleaf, and ChoicePoint. How much data do such corporations gather
each year, and on how many Americans? What kinds of data do they col-
lect? How is this data used, and by whom? Based on your research, how
serious a threat to privacy and individual liberty is the data-aggregating
industry?

Visit the Web site of Acxiom or other data-mining companies to learn more
about the socio-economic categories they use to classify those they track.
Who do you think you’d find in the following sampling of the seventy cat-
egories used by Acxiom? Which would you want— and not want—to belong
to? How might these classifications affect the types of information and op-
portunities their members encounter online? Does the use of such catego-
ries amount to a legal form of discrimination? Why or why not?
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Savvy Single Collegiate Crowd
Solo & Stable Modest Means
Toys & Tots Cash & Carriers
Shooting Stars Dynamic Duos
Humble Homes Trucks & Trailers
Resilient Renters Flush Families
Blue Collar Bunch Platinum Oldies
Established Elite Rural Rovers

11. Visit Lori Andrews’s “Social Network Constitution” site on the Internet, and
review the ten rights and freedoms it specifies for life online. Then take
the interactive poll associated with the site. Which of the ten rights listed
do you support? Which do you feel are most important for safeguarding
privacy and freedom online? Which seem less important, and why? You can
find the “Social Network Constitution” at: www.socialnetworkconstitution
.com/the-social-network-constitution.html.

SLAVERY IN THE LAND OF THE FREE
KEVIN BALES AND RON SOODALTER

For most Americans, slavery may not seem like a serious threat to civil
rights — at least not since 1865 when the Thirteenth Amendment to the
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Constitution abolished involuntary servitude. So it mnay come as a shock
that slavery still thrives in today’s United States. In fact, according to the
authors of this selection, permanently indentured servants can be found in
every American neighborhood and industry, washing our floors, building our
houses, and picking the fruit and vegetables we eat. Slavery, it seems, is one
of the fastest growing sectors of the national and world economies. Kevin
Bales is founder of Free the Slaves, a Washington-based nonprofit organization
dedicated to ending slavery around the world. He is also Emeritus Professor
of Sociology at Roehampton University in London, England. His publications
include Disposable People: New Slavery in the Global Economy (1999) and
Understanding Global Slavery: A Reader (2005). Ron Soodalter is a respected
historian who serves on the board of the Abraham Lincoln Institute. He is co-
author, with Kevin Bales, of the The Slave Next Door: Human Trafficking and
Slavery in America Today (2009), the source of this excerpt.



