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+ Pantomimes and choreographic works—This includes balle

i s or othe
expressions of dance. It also includes mime shows. ther

+ Pictorial, graphic, and sculptural works—This includes ph"‘ograpm
fine art, and cartoons. S, Sculptums
+ Motion picture and audiovisual works—This includes moyie and
television shows.
+ Sound recordings—This includes recordings of music, sound, ang -

« Architectural works—This includes building designs, blueprints. and dray,
Ingg,

The categories are very broad. A work of aUthorshjp sty

: ) beproperly copyrighted in a number of differen Categorjeg

’ NOTE For example, the advertising and information Materig] thast.
Copyright protection isn't an organization posts on its Web site can be Copyrighted a5
available for names. You can a literary work. Pictures on the Web site can be copyrighteq
read more about it at http:/ as a pictorial or graphic work.

www.copyright.govicircs/ Federal law grants copyright protection to “an original work
circ34.pdf. of authorship fixed in any tangible medium of expression," 38

~~ To be eligible for copyright protection, a work must be both
original and in a fixed form.

A work is original if it's not copied from another source. If a work isn't original,
it’s not eligible for copyright. Works that are created completely from publicly known
facts, with no other original material, aren’t copyrightable.

Unlike an invention or discovery that's patentable, copyrighted works don't have
to be new or novel. They also don’t have to be good or aesthetically pleasing. They
simply have to be an author’s original expression of an idea.

Copyright protection doesn’t extend to mere ideas. Instead, these ideas must be
written down or put in a fixed format. This is why books are entitled to copyright
protection, but ideas that are simply in the head of the author aren't. Copyright also
isn't available for useful articles. Patents may protect these types of articles, which
can include clothing, furniture, machinery, and other items. Works that are in the
public domain also aren’t copyrightable.

The public domain refers to the body of works that are free for public use. This
includes works where the copyright has expired. It also includes works of the US.
government such as the United States Code. It's important for you to remember.th'dt
information that's available on the Internet isn't necessarily in the public domain.

Copyright protection arises as soon as an original work is created in a fixed form-
An author doesn't have to do anything to gain this protection. Instead, it arise.s asd
matter of law. An author isn't required to register a work in order to get copyt ight

protection. Writers don't have to mark their work to get copyright protection:

The owner of a copyright has the exclusive right to do anything with the
copyrighted work. Subject to only a few exceptions, only the copyright owner v
reproduce. perform, or sell the work. Copyright owners also have the power 0

-
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(hers 10 US¢ their copyrighted material. They do this by using 5 gpec; 299
allo" Oct called @ Jicense. The law gives copyright holders the following Zpeclal kind of
a road rights.
C"““T reproduce the copyrighted work 0ad rights;
o 10 A e ——
oo repare derivative works based upon the @ Nore
y . nted work
COPYI’lghte ; : 3 A derivative work i
s To distribute COp,leS OF PHOROTECONSS of the copyrighted work derived fr(r)rnIS :
wOl'k to the pllbllC original work, A m;\:e
, To publicly perform the copyrighted work based on a best-selling
play the copyrighted work novel is a derivative work.

. To publiclY dis
Copyright owners also have the power to keep others from using their copyrighted
naterial [t's important to understand who the owner of a copyright is. Often the owner
ofa copyright i the person who created the original work. This isn't always the case
however. For example, when an employee creates work for his or her employer, the '
employer typically is the owner of the copyright. Copyright law calls this situation
a“work made for hire” (WFH).

Other than in the employer/employee context, a WFH must be
document. This document shows that a person

{ NoTE

reflected in @ written

has specifically commissioned a WFH. The document also reflects that A WFH situation is created
the author agrees to work on a WFH, and that copyright belongs to the via a contract.

person who commissioned the work. The following items are common

works for hire:*°

+ A contribution to a collective work

* Apart of a motion picture or other au
¢ Atranslation

* Asupplementary work

* Acompilation

* Aninstructional text

* Atest and answer material for a test

* Anatlas

diovisual work

termined through ownership. For original works

The len :
gthoof co ion i i
pyright protection is de b nath of the author's life plus

treated after Jan .
7 uary 1, 1978, a copyright 1asts for the Bt o 70-year
"Oyears after the author's death. If two or more authors prepare & work, the 74

i ) .aco yright
p:srtI: g)doesn,t begin to run out until after the 1ast author’s death Fﬁ; :rt[;id?or 5’20 o
r95 years from publication of the work. Protection also could X"

om creat: ‘
Cerreau(,n of the work. Whichever period is shorter1s the

re;tare special rules for unpublished works: These '

d. They are also very complicated. To read about

8istered works, you can visit http://WWW. copyright-gov/cir®

L ‘ii . ;""

“’as C
Unre
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3 " Copyright Registration

’ NOTE Copyright protection arises automatically as

The U.S. Copyright Office work of authorship is fixed. An author bl rSOOI.l asap origyy

has prepared a number of work in order to get protection. There are maeqmr edto registeal

documents to help PEOP_'e author may choose to register for copyright ny re Song Why a;a

better underst?nd copyright. reason for a person to register a copyright is l;(r)ottht]on. The iy

:::uc;: r:;eaat :St;_j/m can be enforced. An author who created a work if?ttftlteucqpmgh[

copyright gamwaires. may not file a lawsuit for copyright infringemen; Witho Mlted g,
J registering the copyright with the U.S. Copyright 0 ffice ljzt first

The U.S. Copyright Office is a unit of the Library of oy,

The law creates a number of other reasons to register a copyright. Registé: iess.
a public record of the copyright. In addition, if a copyright is registered withjp I;):vl C,reales
of publication, it creates a presumption of valid ownership.*3 This means a copyrie i;a;s
presumed to be valid, and the person challenging it must present proof that it's infahdls

An author must submit copyright registration to the U.S. Copyright Office, The
Copyright Office accepts both paper and electronic registration applications. It reports
that it takes three to five months to process electronic applications. It takes seven to ten
months to process paper-based applications.**

A person registers a work by submitting an application and a copy of the work.
The applicant also must pay a fee.

f

How Do You Protect Copyrights Internationally?

The Berne Convention for the Protection of Literary and Artistic Works (1886) is the
main treaty regarding international copyright protection. The World Intellectual Property
Organization administers it. The Berne Convention also states that any party to the
convention agrees to protect the copyrighted works of foreign citizens at least as much
as it protects the copyrighted works of its own citizens.

More than 165 countries are members of the Berne Convention. The United States
became a member of the Berne Convention in 1989. It took a long time for the Unlt?d
States to join the Berne Convention because the convention requires member couztn:z;
to provide a minimum level of copyright protection. The United States had to' rewri :
copyright laws in order to give these protections. The Berne Convention requires &

member nation to recognize the following: 50 years
ot s
* A minimum term of copyright protection that is the life of the author plu |
copyright

* Freedom from formalities such as notice or registration to recognize @
Copyright protection arises automatically.

* Protection for certain moral rights of the author.

i e
44
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S A 0
o toregisterd copyright is with the U.S. Copyri
1he oﬂ;)’ ::gli ng a copy of their work to themselves vi: 3[,Jnsg}:rtlglfﬁce Some people
belif"e : 2 of ownership in the work. This is sometimes called als SupyTightregls
[raﬂ?“ Oot ; calid way to register a copyright. The only way to regist poor man’s copyright.
Tm;:l?nited gtates is with the U.S. Copyright Office.*> era copyright
int
mfringeme"t and Remedlgs s _—
‘ op}ﬁght hold'ers have eyt(lcluswc]a( leghts in ;he work t.hat they create. NOTE
hese rights arise when the workis create and)contmue for the length Piracy refers to
the copyti ht. The fede.ral gove?nment doesn't enforce copyrights. unauthorized copying
yuthors MUSt enforce their OWI r‘lghts. They can sue people who and distribution of
fringe 01 their copyright. Liability for infringementis based upon electronic, music,
¢ liability: A copyright owner can hold an infringer liable for and audiovisual works.
iolating @ copyright even if the infringement was unwitting. "
To pursue an action for copyright infringement, a plaintiff must prove ownership
of the copyright. The plaintiff also must show that the defendant has infringed on that
copyright. A plaintiff usually proves ownership of a copyright by showing copyright
registration. Copyright registration is proof of the validity of the copyright.
Copyright infringement cases are very rarely simple cases of a defendant directly
| copying @ plaintiff’s work. To show that there has been an unauthorized reproduction.
the plaintiff must show that the defendant had access to the copyrighted work. Access
to the copyrighted work alone isn’t enough to prove infringement. The plaintiff also
must show that the plaintiff’s and defendant’s work are substantially similar.
One of the most common tests used to determine substantial similarity  =———"
if “whether a lay observer would consider the works asa whole substan- 9 NOT
U@Y similar to one another.” ¢ This is a fact-intensive inquiry. The court Statutory damages are
willlook at all the ways in which the two works ar¢ similar. If the two damage amounts that tf
works are substantially similar, then copyright infringement has occurred. |aw specifies. Lawmaker:
: lf*’-mf:dies for copyright infringement are similar to remedies for specify statutory damage
‘“ff_'ﬂ_gements of other intellectual property rights. A court can issue in cases where it might
;g;d':’::;ﬁ;n. which stops the infringer from violating the COPYféght bfo'\Z’fhf:; ; g:r?;:
e ;3 ts. A .court also can order a defendant to pay damag f P damages
g a plaintiff’s copyright. A defendant also may be liable 1or
are higher for L

law. These damages

Staty
m.m:lory dafnages under copyright
copyright infringement.*’
8 G
Postin Web page s generalV
92 URL to another person’s copyrighted ur O\:/er:‘t on yzur wn Web page:
ir con
a copy of the" ::ent . ic pecause O wa

ot conci
éven if”;')fte;ei copyright infringement. pPosting o ¢
OWner of 1 cknowledge their work, may be copyright .r?fn?ge  copyrighted materials
e copyright has the right to reproduce ay
iy

e
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r a defendant to defend against a copyright jnfy;
tiff's work isn't original. A defendant algg ¢ Ngemep,
tially similar. Another defense in a Copyright u?fr ESent facyg
s allowed under the fair use doctrril:e EMmep,

most common way fo
at the plain

't substan .
he copyrighted work i

The
case is to argue th
that the works aren t
case is that theuseol t

Fair Use umber of rights in his or her original wrj The,
. The s¢,

: large n
right holder has a oot i
Afi;iie fights is to encourage artistic expression. However, there are some “mitation
. S

n a copyright holder's exclusive rights. These limitations are a defense ¢ COPyrighy
0

infringement. Fair use is one of the most common lirn'ita’tions_
The law states that fair use of a copyrighted work isn’t copyright infringemem-“

The law lists a number of examples of fair use. Fair use is permitted in these Situatiopg
in order to promote free speech. The examples include uses for:

o Criticism

* Comment

» News reporting

Teaching (including multiple copies for classroom use)

¢ Scholarship
‘ ¢ Research
s If portions of a copyrighted work are used for these purposes, then a defendant might

have a defense against claims of copyright infringement.
The law also lists a number of factors that should be considered in determining

whether a use should be considered fair use. These factors are technology neutral.
They can be used to analyze the use of any type of creative work. The factors are:

e

* The purpose and character of the use—A use for nonprofit, educational,
or comment purposes tends to favor fair use. A use that is for commercial
or profit purposes tends to weigh against fair use.
* The nature of the copyrighted work—The more creative a work is, the more
| protection it will be afforded. Fair use tends to favor the use of facts and not the
| creative expression of an idea,

l ; z?:) am.o l:]nt and substantiality of the work used—Use of a small amount of
‘ thati);:clg ted work tends to fayor fair use. However, use of a small part of @ work
f ompasses the substantial idea in that work weighs against fair use.

¢ The effe
ona potecrtlt?flthe use upon the potential market—A use that has no effect '
that has a m:market fora work tends to weigh in favor of fair use. A use of 8V
Jor effect on the market is less likely to be considered fair use:

COUrts 701

’ weigh th ,

/ work is fairguse ;S (;;aqors. a.gamSt one another to determine whether use of a %P i
alruseis indicateq, jt may be a defense to a copyright infri® geme

' claim, Faj

. - Falr use cages g : ,
. e ver : : " talle

‘ analysis to determine fajy uS}; difficult to decide, Courts must engage in a very d

‘ P

yrigh“d
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PTE 1
A gecond Circuit Court of Appeals reviewed g fai 03
n Zoggii:lfllef created an illuﬁtr.ated biogr?phy about the h?;i(is;;;ii;ﬁ" In that cage,
2005 P Aspart of the book, it included pictures of concert posters, T }‘: Grat‘eful Dead
ok banﬁ s tothe posters agd sued the book publisher for copyrigh't ; ? plamtiff owned
the wp?ie endant argued that its use of the posters was allowed under t;1n nrllgement.
The .ewing the case, the Second Circuit held that t Elaitse

e, In TEVL ; oy he use of th .
n“as fair use- It said that the use didn’t exploit the copyrighteq wo:kzogyxt'lghted
» bul was

post - psformative. This means that thfz purpose and character of the yse

i‘?“; ot from the original use of the copyrlghted works. The posters were gre;:f s

afk ~and used t commemorate events in the band's history in a biographical f}.;srﬁ?uced
. on.

\csuch, the Use was different from the original use of the posters and could properly b
! g e
onsidered fair use. y

e =)

air Use for Educational Purposes

some people believe that the use of any copyrighted work by an educator is always

#3ir use. This isn‘t true. The educator must still review the fair use factors.

cor example, an education professor shares one short excerpt from a copyrighted
academic journal article about teaching styles with students to illustrate a lesson.
This activity is probably fair use. Analysis of the fair use factors shows:
+ Ause in an educational setting tends to favor fair use.
+ Use of a scholarly journal article that contains facts tends to favor fair use.
» Use of 2 small amount of a copyrighted work tends to favor fair use.
+ This use likely has no effect on a potential market because it’s being used
in a restricted classroom setting.
The same education professor prepares a newsletter for a Web site. The professor includes

3 copyrighted cartoon about teaching students in the newsletter to illustrate a humorous
permission

point. This activity probably isn't fair use. The cartoon’s creator must give
for the cartoon to be included in the newsletter. Analysis of the fair use factors shows:
* Ause on a Web site for entertainment purposes tends to weigh against fair use.
* Use of creative works tends to weigh against fair use. A cartoon is a very
Creative work.
A use of an entire work, such as a cartoon, tends to weigh against fal
U.SE of the work could have a major effect on the cartoonist’s ability to M !
hls. or her products, especially since it's made available through the Internet.
5y This weighs against fair use.
r . .
plrlles for determining fair use can be very detailed. The US
: #pared fair use guidance for educators. You can read this

./ -

. e

r use.
arket

Copyright Office
guidance at
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Online—

Protecting Copyrights
i Copyright Act (DMCA)

The Digital Millennium

In 1998, Congress passed the Digital Millennium Copyright Act (DM(A). 50 Congr
€ss

created the DMCA to help protect copyrights in the digital world. It also contains _
sions that help insulate Internet service providers from the actions of thejr custe rirCva-
; rs,

DMCA Basics
The Digital Millennium Copyright Act has five titles. They are:

« Title I—This title implements two World Intellectual Property Organization treatie
It contains provisions about technological measures used to protect electronjc .

copyrighted works.
« Title I—This title is called the Online Copyright Infringement Liability Limitatio, o

It limits the liability of online service providers for copyright infringement by users,
« Title Il—This title is called the Computer Maintenance

TR AT T T
b NOTE Competition Assurance Act. It allows computer technicians to
Many college students are make a copy of a computer program for maintenance or repair,
« Title IV—This title contains miscellaneous provisions.

aware of the DMCA because

of its Title Il copyright
infringement provisions.

» Title V—This title is called the Vessel Hull Design Protection
Act. It creates a new form of IP protection for the design

of vessel hulls.

Titles I, IT, and III are discussed in this section.

Technology Protection Measures
Title I of the DMCA implements two World Intellectual Property Organization treaties.
They're the WIPO Copyright Treaty and the WIPO Performances and Phonograms Treaty.
The DMCA amended the Copyright Act (1976) to extend U.S. copyright law to creative
works made by citizens in other countries. These changes were required as part of the
WIPO treaties.

The WIPO treaties required two major changes. The first is that members of the treaties
must prevent people from bypassing technological measures used to protect copyrighted
works. Many digital products, such as DVDs, video games, electronic books, and Web sites
use access controls to protect certain types of content. For example, a Web site might
password protect some sections so that only registered members can get to those sections.

The technology measures and tools that some businesses use to protect their content
are referred to as “digital rights management” (DRM). Many large businesses in the
entertainment industry use DRM to protect their digital works.

The DMCA forbids people from accessing protected copyrighted content by by passing
these access controls. They may not tamper with content protected by technological acces®
contrf)ls, This provision intends to protect content that's transmitted electronically from
copyright infringement. In addition, a person isn't allowed to make or sell devices that

J—
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10 |
v other people unauthorized access to a Copyrighted (=

souldallo rotected by these types of access controlg 51 NOTE
“-ork[h ;,:gA also forbids the sale of devices that would alloy The provisi

hePle)ople to bypass technological c?ntrols. ir,l order to copy teChn0|0:;S:lsr:::;:’r:|: it
other righted work. The DMCA doesn't prohibit people from the “Circumvention of Tare Ca“ed‘
aco };l ; bypassing technological controls on their own to Protection Measures » Ye(hmlogl(al
actually ork. This is because copying might be necessary hear these referred t'o a? :hakg o
copy @ v;rts of a work under the fair use doctrine. anti-circumvention measurees e
to 1;5;6[;6 are some exceptions to these anti-circumvention .

T

casures.’? It may be possible for a person to bypass technolo
?nauthorized access in these instances. Each of these exempt

gical controls that prevent
s, They're described only briefly here. The exemptions in

ions has additional detaileq

clude:

» Nonprofit libraries, archives, and educational institutions may bypass technology
protection measures to make a good faith determination that they wish to obtain
authorized access to the work.

Aperson who has lawfully obtained a computer program may bypass technology

protection measures to identify and analyze elements of the program in order
to make sure it's compatible with other programs.

Aperson may bypass technology protection measures and create tools to do
soin order to research and identify weaknesses in encryption technologies.

Aperson may bypass technology protection measures to protect children from
certain material on the Internet.

Aperson may bypass technology protection measures when those measures

are capable of collecting or sharing personally identifying information about
aperson’s online activities.

A person may bypass technology protection measures and create tools to do so

for testing the security of a computer system or network. The owner of the system
must specifically authorize the testing.

T.itle [criminalizeg th
Violates the technolo
tnaltieg include bot
081,000
institutio

e act of bypassing technological measures. A person wh(? willfully

gy protection measures for profit can be held criminally liable.

h prison time (up to 10 years is possible) and monetary fines (\{P :
000 s possible). The law makes nonprofit libraries, archives, and educationa

: S bl
s entirely exempt from its criminal liability provisions.’
\

: . i exemptions
Ws the Library of Congress to issue administrative gxgmpt'°g§l~i:h§:;eopleio
hen technology protection measures substantially limit the a slmyl/J e ahifs
finging uses of copyrighted materials. The Library of Congres

: S ion rules at http://
XeMptions €very three years. You can read the administrative exemptio
“Opyright. gov/1201/.

\

are Alloweq yy

tratiVe e

—
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[ NOTE

Online service provider

is defined by the DMCA.
It's a provider of online
services or network access.
An Internet service provider
(ISP) is an online service

provider.
IR

DMCA exempts OSPs from copyrig
of their customers if ce
safe harbor. If an OSP q
customer is liable for monetary

the customer engaged in the cop. ! .
r common OSP activities.”® They are:

harbors fo

o Transitory comm

PART 2 | Laws Influe
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ncing Information Security

Online Copyright Infringement

Title IL of the DMCA is callc'd t.hc Onlli.r'le 'Clopyr‘ighl '”"”ngemc
Liability Limitation Act. It hmlls'thc ld.blllt)./ o_l an online Scr\rjm
provider (OSP) for its customers copyright lrlll.rmngCm.iq c
service providers lobbied hard for tbcsc provnsn(.)nsl They e
concerned that they could be held h.able for their users’ actiong
some secondary liability legal t?leones. In lhcs'c theories, an onji, r
service provider could be held liable for auser’s actions if they e
about them and contributed to them. This w'as Worrisome (, SerVij
viders whose entire function was to provide services CUStomce
ht infringement claims that result frop, the Conders,
rtain criteria are met. If they meet these criteria, they fa]] iy :ct
ualifies for a safe harbor exemption, only the individyg] infring;
damages. The OSP’s service or network, throy gh whiChn
yright infringement, isn’t liable. The DMCA proy; ol

re

pro

unications (providing network communications services)

» System caching o
« Storage of information on systems or networks at the direction of users ( hosting)

« Providing information location tools (search engines)

The safe harbors don't require an OSP to monitor content posted or transmitted by their

users for copyright infringement. To take advantage of any of the safe harbor provisions,
the OSP must develop a policy of terminating the accounts of repeat copyright offenders,
0SPs also must not interfere with any technological measures that copyright owners use

to protect their copyrights. OSPs must also meet additional criteria for three of the safe

harbors.

Under the transitory communications safe harbor section, an OSP isn’t liable for
copyright infringement by its customers simply because the OSP provides digital transmis-
sions, routing, or connections for the communicating content. To use this safe harbor,
an OSP must show the following:

B notE

The transitory communications
safe harbor is commonly
called the “conduit” defense.
This is because the QSP s
merely providing a conduit

for its users to ommunicate,
Internet service providers
often rely on this safe harbor,

;.

* Someone other than the OSP initiated the transmission
of content.
* The transmission was carried out through an automated process.
* The OSP doesn’t select who receives the transmitted material
except as an automatic response to the request of another
person,
* No copy of the transmission is retained in a manner that
makes it available to other recipients.

X OSPs transmit the material through its system without
modification of jts content.
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mtices ﬁ

- the DMCA, if a copyright qwner wishes to have allegedly infringin
Undean 05P's network, the copyright owner must send a “notice and ta
cified agent. DMCA requires each OSP to specify an agent wh

J respond to them.

9 material remoyed
; kedown” letter 1o the
o 0 0 will receive these -
notices 3N : intai '

f Office maintains a list of DMCA agents. You can find this list at

U. :
,T:;;; -//wwaOpyright. gov/onlinesp/.

A DMCA #notice and takedown” letter must be in writing and contain the following elements;s
BIE 5,6
A physica' or electronic signature of the copyright owner or representative

+ Identification of the copyrighted work

|dentification of the infringing material that’s to be removed, along with sufficient
information to enable the ISP to locate it

. Contact information for the complaining party
« Statement that the complaining party has a good faith belief that the use
of the copyrighted work isn‘t authorized by the copyright owner or the law
« Statement that the information is accurate and, that under penalty of perjury,
the complaining party is authorized to act for the copyright owner
After receipt of a valid notice, the OSP must notify the user and remove or disable access to

the allegedly infringing material. In the event that a user believes that the takedown is in error,
the DMCA gives users an opportunity to require that the OSP reinstate the materials.

\ I

This provision protects the OSP from user-initiated communications that the OSP
automatically processes. In these situations where an OSP is merely transmitting material,
it won't be liable for the alleged copyright infringement of system users.

Under the information storage and information location tools safe harbor provisions,
an OSP also must show that users control what material they post online. OSPs also
must show that they don't have actual knowledge of users’ infringing activities. OSPs
must show that they don’t profit from the users infringing activities. OSPs further must
show that they take down or block access to infringing material when they receive
proper notice from a copyright owner.

Computer Maintenance

Title I11 of the DMCA is called the Computer Maintenance Competition Assurance Act.
Itallows computer repair technicians to make temporary. limited copies of computer
software while they're repairing a computer. The computer must already have a copy

Of the software program on it. These new copies can't be used in any manner and techni-

cians must delete them when the repair job is over. The DMCA allows a technician to

m .
ake these copies to assist in repairing the computer.’’

___4
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DMCA Implementation Concerns

There are a number of implementation concerns with the DMCA. Many of thes
¢

turn on how the law is

worded. Most of them concern the provisions of DMCA T Ncerng
itle;

and Title II. Many of the issues raised will need to be litigated in order to understapg
n the

true scope of some of the DMCA's provisions.
There are many concerns about the anti-circumvention technology prote ction

measures specified in Title I. Many scientists, educators, and industry groups g

ed that these provisions will stifle research. This is because of the criming]

penalties that are attached to violating these provisions. There’s already some jn; cati
ion

that this concern isn't unreasonable.
In 2001, the U.S. Federal Bureau of Investigation (FBI) arrested a security researche,

sia. The FBI arrested him for publishing software that bypassed access controls

on e-books. This was allegedly a violation of DMCA's technology protection measyres

308
concern
from Rus
Hew
s—————
™ NOTE

To acquit means to find
a person not guilty of
the crimes with which
he or she was charged.

NOTE
You can read Google’s
Transparency Report,
http://iwww.google.com/
transparencyreport, to
learn more about the
number of copyright
claims that it receives.

e ———————

as arrested after making a presentation about the security issues at the Def Con

conference in Las Vegas. Both the researcher and the Russian company
that he worked for were charged under the DMCA. The charges against
the researcher were dropped. In 2002, a jury acquitted the Russian
company of charges that it violated the DMCA.

Other complaints about these provisions center on the fact that the
anti-circumvention provisions hinder fair use and, as a result, free
speech. These complaints ask about what happens when DRM-protected
materials enter the public domain. How can they be properly used in the
public domain if there are no available tools to remove DRM protection?

There are also concerns with Title IT of the DMCA. Many people argue
that it places too much of a burden on OSPs in responding to “notice
and takedown” letters from copyright holders. Since the OSP must act
on the notice in order to maintain its safe harbor protection, it might
take down material inappropriately. Taking down material in such a
broad manner could hamper free speech. In 2009, Google reported that
over a third of the DMCA takedown notices that it received weren't valid

copyright claims.>®

Case Studies and Examples

The following case studies show how the concepts discussed in thi
These case studies are real-world examples of how intellectual property laws arc ap

Trade Secrets

In 2008, the U.S. government charged a design engineer with stealing trade se
Intel. The value of the trade secrets was estimated at $1 billion. The trade secre

s chapter are used.
plied.

crets from
ts were

about its newest microprocessor.
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CHAP

,]~hc engi
8.

iy 2 . at work. His employment with Intel would officially end o

yisfinel ‘f::cr gidn't tell Intel that he had a new
heené 008.
::ltnew job on June 2.2
1
[nte

o worked at Intel in Massachusetts. He resigned from hi
1[]{:: (0ld Intel that he would use his accrued vacation time f
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s job at the end of
or two weeks until

. ! n June 11, 2008,
job with an Intel competitor, He started

heard FUMOLS that the engineer had accepted employment with its competitor,
lllp any began to review logs to see his network activities during his last two weeks
he con

he company: It notified law enforcement once it discovered that the employee had
with th

B e sensitive company documepts.. . :
atcesSeUS Federal Bureau of Investigations investigated the

?he t"fheir investigation showed that the engineer remotely
madend- the Intel system several times between June 8 and
accesii »008. He downloaded highly sensitive Intel documents
{;zfcor;tained data relating to the design of the new chip. The FBI
jound no evidence that he had disclosed or used the information
that he downloaded from Intel.

In April 2012 the engineer pleaded guilty to charges of wire
iraud for illegally accessing the Intel system and downloading
documents. He was sentenced to three years in prison. The case
highlights that even large companies must implement access
control measures to protect their secrets.

Service Provider Liability for Copyright Infringement

s

> NoTE

You can read the Department
of Justice press release about
the case at https://archives
.fbi.govl/archives/boston/
press-releases/2012/former-
intel-employee-sentenced-to-
prison-for-stealing-valuable-
computer-chip-manufacturing-
and-design-documents.

Napster was an online music file-sharing software program. At one point, it was the
most popular peer-to-peer program in use. Napster allowed computer users to share their

music collections online with other computer users. Napster freely
distributed its software.

1999, several music companies filed a lawsuit against Napster
f copyright infringement under the Digital Millennium Copyright
Act.They argued that Napster users were directly infringing on
their copyrights. They argued that Napster was responsible for
%op STl'ght infringement on several secondary liability theories.
as f\iﬁrbgued thf_‘t Napster engaged in copyright infringement

€cause it provided the services used by its customers to

e i .
I:f?e I copyright infringement. The case is called A&M Records,

fo

NOTE

The Electronic Frontier
Foundation maintains a Web
site regarding the Napster
litigation. You can find the

main court documents related
to the Napster case at http:/

w2.eff.org/IPIP2P/Napster!.

N Nster: It was filed in U.S. District Court for the Northern District of California.

a;t‘)apster offered several defenses. It claimed that its activities fell within DMCA saffe
that ‘(zzr Provisions. These defenses were not successful after the district court determined

apster failed tq

e district coypg
at l‘nfl‘inged upon

i ti"ity Itals
b al
l °°Dyright-

livjy

meet all the safe harbor requirements.

-Na
pster lost the case in district court.

held that at least some of Napster’s users were engaging in activities
the copyrights of others. It also held that Napster had knowledge

0 found that Napster provided services that its users used t_o engage
"niringement. It also found that Napster profited financially from its users
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Napster appealed to the Ninth Circuit U.S. Court of Appeals. The Court of Ap
upheld the district court's decision. The court ordered Napster to monitor the e
of its network. It also ordered Napster to block access to infringing materia v

als
i](‘[i\.i[ies
hen noyig

by copyright owners.
Napster shut down its service in July 2001. It declared bankruptcy in 2002 In

it sold all of its assets. Today. Best Bu
the most famous cases about service provl

the DMCA.

p)
y. Inc. owns Napster. T he Napster case is ope }0() 3.
= 0

der liability for copyright infringement y, d
er

Digital Collections
2008, several U.S. college and university research libraries formed the HathiTrys;. The

HathiTrust digitizes and stores the printed collections of its partner libraries. It does thjg
to preserve them. A number of different organizations, such as Google and Microsoft, a;e
partners in digitizing the collections. Since its crc_aation. the HathiTrust has digitized over
5 million books and 3 billion pages of materials.>® You can see a list of participating instj-
tutions at http://www. hathitrust.org/community.

The HathiTrust also provides access to this digitized content. The HathiTrust provides

access to digital resources when a copyright holder has allowed it. It also provides access
as in providing materials to individuals with

In

to digital resources where allowed by law,
visual disabilities. It also provides access to works in the public domain.
In September 2011, the Authors Guild sued the HathiTrust. The Authors Guild helps

writers learn about copyright and how to protect it. The Authors Guild alleged that the
HathiTrust was violating the copyright of guild members by creating a digital archive
of copyrighted materials. They argued that the HathiTrust and its partners copied and
provided access to the materials without the owners' consent. The HathiTrust argued
that the digitization of the materials was allowed under a number of different copyright
law exceptions. It argued that its activities were fair use and fell under the preservation
provision. In October 2012, a federal district court agreed with the HathiTrust. The judge
said that the HathiTrust's activities didn't violate copyright laws.

In November 2012, the Authors Guild appealed the case to the Second Circuit Court
of Appeals. The appellate court heard oral arguments on October 30, 2013. As of this
writing, the court had not yet issued a decision.




